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= - Nonpartisan Services for Colorado’s Legislature
- Memorandum
January 8, 2026
TO: Members of the General Assembly and Aides
*This memorandum applies only to members with Google Workspace accounts.
FROM: Esther van Mourik, Secretary of the Senate

Vanessa Reilly, Chief Clerk of the House
Natalie Castle and Manish Jani, Legislative Council Staff

SUBJECT: Google Workspace Accounts for Aides
The General Assembly’s use of Google Workspace offers new opportunities for members and

aides to manage legislative offices efficiently. To support this partnership, the Legislative
Department, under the authority of the Executive Committee’s email policies' has adopted a

delegated access model. This model allows members to give aides the authority to act on their
behalf without the security risks associated with shared login credentials. This memo applies
only to members with Google Workspace accounts.

Member Aide Account Overview

Members with Google Workspace accounts may request a “Member Aide” (MA) Google
Workspace account for use by up to two aides. While a member’s primary Google Workspace
email is identified by their name and chamber, their MA account is identified by the member’s
name followed by “aide” (e.g. James.Coleman.aide@coleg.gov).

This memorandum provides:

An overview of collaboration provided by the delegated model;
Instructions for requesting an MA account (page 2);

Procedures for aides to access member accounts (page 3);

The benefits of the delegated model (page 4); and

Executive Committee policies about Google Workspace accounts (page 5).

' https://content.leg.colorado.gov/sites/default/files/legislative-policies-related-to-open-records-
requests-and-email-accessible.pdf
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This memorandum includes the following appendices:

e Appendix A: Workspace Collaboration Agreement (page 7)

e Appendix B: Legislator's Guide to Setting Up MA Account Access (page 10)

e Appendix C: Aide’s Guide to Accessing the Legislator’'s Workspace Account (page 12)
e Appendix D: Google Workspace Troubleshooting (page 15)

e Appendix E: Aide’s Guide to Okta (page 17)

e Available online: Executive Committee Policies Related to Open Records and Email?

What Collaboration Does the Delegated Model Offer?

The delegated access allows the aide to work within the member’'s Google Workspace
environment with the following capabilities:

e Email management (Gmail): Aides can read, delete, and send emails on the member’s
behalf.

e Calendar and scheduling: Aides can be granted authority to create, edit, and delete
meetings, and respond to invitations.

e Document collaboration (Drive): LIS will provide a Shared Google Drive to which the
member’'s personal account and the MA account will have access. If they choose to do so,
members can also share other specific folders with the MA account. This allows aides to
manage files without accessing the member’s entire private Drive.

e Notes/to-do lists collaboration (Keep): Either the member or the MA account can
manually share specific Keep notes by adding the other account as a collaborator on specific
notes. This allows shared access to to-do lists and other notes.

Members maintain full control over the degree of access they delegate to their MA account.

How Members Request A Member Aide Account
To request a MA account for an aide, members should follow these steps:

1. Submit the Agreement. Members must complete the Workspace Collaboration Agreement
(Appendix A on page 7) and submit it to the Secretary of the Senate or the Chief Clerk of the

2 https://content.leg.colorado.gov/sites/default/files/legislative-policies-related-to-open-records-
requests-and-email-accessible.pdf
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House. A signed copy is required for each aide. The agreement must specify the scope of
delegated access for email and calendar.

2. Work order initiation. Upon receipt, the Secretary of the Senate or the Chief Clerk of the
House will initiate a work order with Legislative Information Services (LIS).

3. Setup appointment. LIS will schedule a setup appointment with the aide within three
weeks. LIS will configure the MA account for email and calendar based on the specifications
in the signed agreement, and provide a Shared Google Drive to which both accounts will
have access.

Please note that LIS will not configure shared settings for Keep. Members or their aides may
manually share Keep notes with each other by adding the other account as a collaborator on
each note.

Eligibility
Up to two aides may be given access to any MA account. If an aide works for multiple members,

aides may be granted access to multiple MA accounts. Because interns are not state employees,
interns are not eligible for MA account access.

Changing Access at a Later Date

A new workspace collaboration agreement is not necessary should the member choose to
change the scope of delegated access they have given to their MA account at a later date. The
member can make those changes using the instructions in Appendix B on page 10, and/or they
can contact LIS at ithelp.ga@coleg.gov for help.

Should the member decide to revoke an aide’s access to their MA account, they should email
that request to the Secretary of the Senate or the Chief Clerk of the House, who will then
request the revocation with LIS.

Resources

Although LIS will set up the MA account based on the content of the Workspace Collaboration
Agreement as submitted by a member, Appendix B on page 10 provides a guide for legislators
about how they can set up delegation between their personal and MA accounts.

How Aides Access Accounts

Aides will log in to MA accounts through Okta using their own login credentials - not the
member’s, as shown in Figure 1.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Once aides are logged into Okta, aides will have access to all of the applications delegated to
them by their supervising member, including the Google Workspace MA account, the member’s

Zoom account, and the member’s iLegislate account. Detailed set up instructions are located in

Appendix E (Okta, page 17) and Appendix C (Google Workspace, page 12).

Q — °kta 3 Delegated James.Coleman.Senate

% okta

Figure 1. Aide Login for Google Workspace Accounts
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Since only one Google Workspace account can be associated with any Okta account, aides who

work for more than one member must have an Okta account for each supervising member.

The Benefits of Delegated Member Aide Accounts

The benefits of using a delegated MA account include the following.

Real-time collaboration. MA accounts with delegated access allow members and aides to
work in the member’'s account at the same time and access email, calendars, shared drive
and other Google features simultaneously.

Identity verification. Delegated access ensures that every action taken—every email sent
and every calendar invite deleted—is tied to the individual who performed the action. This
provides transparency and lays the groundwork for future enhancements, such as an
automated aide timesheet/payroll process.

Professional representation. When an aide sends an email using the MA email account, it
is from an official state @coleg.gov account instead of a personal email address. Further,
where recipient email systems allow, the email is clearly marked as “Sent on behalf of
[member name]” when an aide sends an email via delegation, maintaining the member’s
professional brand while providing transparency.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Operational continuity. Using a MA account ensures that constituent casework and office
files remain with the office, even during staff transitions. New aides can easily access past
correspondence and project files.

Centralized resource hub. By providing a shared Drive folder and sharing Keep notes with
the MA account, the office creates a single location for the legislator's materials, ensuring
both the member and aides are always looking at the most current version of a document.

Improved security. Members no longer share their own log-in credentials with aides.
Instead, aides have their own log-in credentials, which are changed as aides are onboarded
and offboarded.

Moving away from password sharing to a delegated model is essential for several reasons.

Protection against attacks. Shared passwords are the weakest link in any network. If an
aide's personal device is compromised, a shared password could grant an attacker full access
to the member's sensitive personal data. A delegated access model helps to limit potential
security breaches.

Adherence to best practices. Public institutions are prime targets for phishing and data
theft. Utilizing MA accounts with Okta log-ins ensures that every person accessing legislative
data is multi-factor authenticated, meeting the highest industry standards for data
protection. This is a key step in meeting the requirements of cybersecurity insurance.

Policies About the Use of Google Workspace Accounts

Regardless of whether a member chooses to use a MA account, to maintain the security of the

legislative network and comply with policies adopted by the Executive Committee, members are

prohibited from sharing their Google Workspace passwords with any person, including

aides.

Members using MA accounts should be aware of the following policies.

Credential integrity. Aides may not log on to Okta or Google using the member’s
credentials. Aides must log into MA accounts through Okta, using the aide’s credentials.

Prompt aide turnover reporting. To ensure new staff can hit the ground running and to
protect data when staff leave, members must promptly report any aide turnover to the
Secretary of the Senate or the Chief Clerk of the House. This triggers the necessary IT
updates to a MA account.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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e MA account access. Up to two aides may have access to the same MA account at any time.
Funding is not available to provide interns access, since they are not directly employed by
the Legislative Department.

e Colorado Open Records Act custodianship. Members remain the custodian of all public
records within the MA account for purposes of the Colorado Open Records Act.

e Privacy guarantees. Data in member and MA accounts belong to the member. LIS staff are
strictly prohibited from accessing member or MA accounts unless the member specifically
requests assistance.

e Member succession. Outgoing members retain access to both member and MA accounts
for 60 calendar days following the end of their service. A member’s successor receives their
own member and MA accounts.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Appendix A

Google Workspace Collaboration Agreement

Member Name: Date:

Aide Name:

Aide’s Personal Email Address (for Okta Login):

(This email address will be used as the user name for logging into Okta. It is not to be shared with others.)

1. Zoom Access

In the member’s sole discretion, the member grants the following levels of access:

[ Full access
[0 No access

2. iLegislate App Access

In the member’s sole discretion, the member grants the following levels of access:

[ Full access
[0 No access

3. Box Access

In the member’s sole discretion, the member grants the following levels of access:

[ Full access
[0 No access

4. Google Workspace Delegated Access

In the member’s sole discretion, the member grants the following levels of access:

Access Level
Service Check one, where applicable | Intent / Purpose

Gmail
] No access respond to, and label correspondence.

O Full delegation With full delegation, the aide will be able to write, send,

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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With full access, aides will be able to manage scheduling
[ Full access and invitations.

Calendar | ] Read-only access

With read-only access, aides will only be able to see the
0 No access

member’s calendar.

LIS will provide a Shared Google Drive to which both

accounts will have access
Shared Documents and

Drive
Folders Member may also manually share other documents and
folders with the member aide account
Member must manually share each Note the member
wants to share with the member aide account by adding
Keep Collaborator

the MA account as a collaborator [e.g., session notes,
to-dos]

Please note that members must grant the same level of delegation for Gmail, Calendar, Drive, and Keep to all aides
with access to their member aide Google Workspace Account.

5. Standards of Conduct
By signing this agreement, the aide acknowledges and agrees to the following:

e Identity integrity: | will only access the member’s account through the member aide
account’s "delegated" view. | will never request the member’s personal password.

e Public records (CORA): | understand the member is the legal custodian of the records |
create. | will manage all emails, documents, and call logs/voicemails in accordance with the

Colorado Open Records Act and the Legislative Policies Related to Open Records Requests

and Email.

e Confidentiality: | will maintain the confidentiality of all sensitive member data, including but
not limited to legislative drafts, constituent data, and private member schedules.

6. Professional Workflow Expectations

The member should indicate in writing any specific direction the member would like included in
this agreement:

e Drafting policy: (e.g., "aide may send constituent responses directly, but must save policy-
related drafts in 'Drafts' for member review.")

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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e Calendar management: (e.g., "aide has the authority to accept invitations for meetings but
must consult the member for all Capitol-based meetings.")

e Communication: (In other words, does the member have a preferred way for the aide to
communicate with them.)

7. Changes to Access at a Later Date

A new workspace collaboration agreement is not necessary should the member choose to
change the scope of delegated access they have given to their MA account at a later date. The
member may contact LIS at ithelp.ga@coleg.gov for help with these changes.

8. Termination of Access

Per Executive Committee policy, each member must notify the Secretary of the Senate or the
Chief Clerk of the House of the date upon which the aide leaves the employ of that
member, even if the aide is merely transferring to the employ of another member. Upon notice
of this turnover, the aide’s access to the member aide account will be revoked after the date
specified by the member.

Should the member decide to revoke an active aide’s access to their MA account, they should
email that request to the Secretary of the Senate or the Chief Clerk of the House, who will then
request the revocation with LIS.

Member’s Signature: Date:

Aide’s Signature: Date:

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Appendix B

Legislator’s Guide to Setting Up Member Aide Account Access

This guide explains how a legislator can set up delegated access for a member aide (MA)
account. Based on the specifications you include on the Workspace Collaboration Agreement,
LIS will complete this process for Gmail and Calendar. In addition, LIS will provide a Google
Shared Drive to which both the member and the MA account will have access. However,
members must manually share Notes with the MA account in Google Keep.

Members must login to their Okta accounts to gain access to their personal Google Workspace
account.

1. Delegate Your Email (Gmail)
This allows your MA account to read, send, and organize your emails.

1. Open Gmail.

2. Click the Settings (gear icon) in the top right, then select See all settings.

3. Click the Accounts tab at the top.

4. Find the section grant access to your account and click add another account.

5. Enter your MA account email address (e.g.,
memberfirstname.memberlastname.aide @legislature.gov).

6. Ensure "Mark as read when opened by others" is set to your preference.

7. Click next Step and then send email to grant access.

o Note: Your aide must log into the MA account to click the confirmation link in the email
they receive.

2. Delegate Your Calendar
This allows your MA account to schedule meetings and manage your invites.

Open Google Calendar.

On the left sidebar, find your name under "My calendars."

Hover over your name, click the three vertical dots (options), and select settings and
sharing.

Scroll down to the “share with specific people or groups” section.

Click Add people and enter your MA account email.

Under "Permissions," select make changes to events.

Click Send.

N o v ok

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203

Page | 10


https://mail.google.com/
https://calendar.google.com/

E:

2

ﬁ
J/[0

y

3. Share Collaborative Folders (Drive)

LIS will provide a Google Shared Drive to which both the member and the MA account will have
access. In order to share a document, either the aide or the member must save the document in
the Shared Drive.

In addition to the Shared Drive, members may also choose to grant access to other folders or
documents as follows:

4.

oA W =

Open Google Drive.
Select the folder(s) you wish to share (e.g., "2026 Session Files").

Click the Share icon (person with a + sign).
Enter your MA account email.

Set the permission to Editor.

Click Send.

Setting up Notes (Google Keep)

Google Keep requires individual note sharing rather than full account delegation.

1

2
3.
4

Open Google Keep.
Open a note you want your aides to see/edit.

Click the Collaborator icon (small person icon).
Enter the MA account email and click Save.

Security Reminders for Legislators

No password sharing: Under no circumstances should you provide your individual Okta or
Google password to your aides.

Revoking access: If an aide leaves your office, you must tell the Secretary of the Senate
or the Chief Clerk the date upon which the aide leaves your employ. They will notify LIS
so that LIS can revoke the aide’s access to Google Workspace. Your aide will continue to
have access to your MA and personal accounts until this occurs.

Identification: Where this option is available within the recipient’s email software, emails
sent by your aides will appear as "Sent by [MA account] on behalf of [legislator name]."

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Appendix C

Aide’s Guide to Accessing the Legislator’s Workspace

This guide is intended to help an aide access those features that a member has delegated to you
through their member aide (MA) account. To begin, you must be logged into your individual
Okta account. See Appendix E for instructions on how to setup and log in to your Okta account.

Step 1: Log into the Member Aide (MA) Account

1. Open your Okta Dashboard.
2. Locate and click the chiclet (icon) for the MA Google Workspace account.
3. This will open a new browser tab logged into the shared MA account.

Step 2: Switch to the Legislator's Inbox (Gmail)

Once the Legislator has granted you delegation (as per their guide), follow these steps to see
their mail:

In the MA account Gmail tab, click the Profile Picture/Initial in the top-right corner.
You will see the delegated account in the dropdown.
3. Click on the legislator’s name/email with the word "Delegated” and key icon next to the
name.
4. A new window will open. You are now "inside" the Legislator’s inbox.
o Note: You can read, send, and delete mail here. In most cases, emails you send will say

“Sent by [MA account] on behalf of [legislator].” Emails you send will not include this
language where the email recipient’s email software does not support this feature.

Step 3: View the Legislator’s Calendar
Calendar access is slightly different—it appears directly inside the MA account's calendar view.

Open Google Calendar while logged into the MA account.
On the left-hand sidebar, look at the “Other calendars” section.

3. If the Legislator has shared it, their name will appear there. Check the box next to their
name to overlay their schedule onto yours.

4. To create an event for them:

o Click a time slot.
o Inthe event pop-up, click the calendar name (usually defaults to the MA account).
o Select the legislator’s calendar from the dropdown menu.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Step 4: Access Shared Documents in Drive

Shared Google Drive

LIS will provide a to which both the member and the MA account will have access. In order to
share a document, either the aide or the member must place the document in the Shared Drive.

1. Open Google Drive in the MA account.
2. Click on "Shared drives" in the left-hand sidebar.
3. Locate the drive with the name of the member.

Shared Documents and Folders

In addition to the Shared Drive, members may also choose to grant access to other folders or
documents. Follow these steps to access those documents:

4. Open Google Drive in the MA account.

5. Click on "Shared with me" in the left-hand sidebar.

6. Locate the folder the member shared.

7. Pro-Tip: Within Drive, move the shared folder or directory into your Shared Drive with the
member. Or, right-click the folder and select “Add shortcut to Drive”, which will move the
folder into the MA account Drive. Either of these actions place the folder where you can find
it later.

Step 5: Managing Multiple Legislators

If you work for two or more legislators, your Okta dashboard will have separate MA account
chiclets (icons) for each legislator.

e Best Practice: Use different Chrome Profiles, which are tied to your personal gmail
accounts, to keep the sessions separate.

e Visual Check: Always look at the top-right corner of your browser. The "delegated” window
will clearly state which legislator's mail you are viewing to prevent sending an email from the
wrong office.

Common Troubleshooting

e "l don't see the Legislator’'s name in Gmail”: It can take up to 24 hours for delegation to
activate after the legislator adds you. Ensure you clicked the "Accept” link in the
confirmation email sent to the MA account.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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e "l can't Chat as the legislator”: This is a security feature. Google does not allow "delegated
Chat." You must Chat using the MA account identity.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Appendix D
Troubleshooting FAQ

1. Delegation & Permissions

Q: The legislator added the member aide (MA) account, but the aide still can’t see the
"delegated account” option in Gmail.

e Check the confirmation email: The MA account must receive and manually click the
confirmation link sent by Google. Without this, the status remains "pending."

e Propagation delay: Google Workspace delegation can take up to 24 hours to fully
propagate across all servers.

e Refresh your browser: Have the aide sign out of the MA account and sign back in to
refresh the session token.

Q: The aide can see the legislator's calendar but cannot edit or add events.

e Permission level: Ensure the legislator selected "make changes to events” or “make
changes and manage sharing.” If they selected "see all event details," the aide will have
read-only access.

e Verification: Ask the Legislator to go back to calendar settings > share with specific
people and verify the dropdown menu setting for the MA account.

2. Okta & Access Identity

Q: An aide works for two legislators but can only see one MA account in Okta.

e Check the Chrome profile: Only one MA account can be associated with an Okta account.
An aide that works for two members will need two Okta accounts, one for each supervising
member. Separate Chrome profiles are recommended in this case. Check that you are
accessing the correct profile. If more help is needed, send a work order to
ithelp.ga@coleg.gov.

Q: Can an aide use the "legislator’s personal account” chiclet in Okta?

e No, this is a Policy Violation. Aides should never be assigned the Legislator’s individual
Okta app. They must only be assigned the MA account(s) they support.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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3. Messaging & Collaboration

Q: The aide is trying to use Google Chat "as the legislator.” Why isn't it working?

e Technical limitation: Google does not support delegation for Chat or Google Meet "Host"
controls.

e The fix: Aides must use the MA account identity for Chat. For meetings, the aide should
create the meeting on the legislator’s calendar if the legislator would prefer to retain host
privileges automatically when they join.

Q: Google Keep notes aren't appearing for the aide.

e Manual sharing: Google Keep does not follow account delegation rules. The legislator must
manually add the MA account as a “collaborator” on a per-note basis.

4. Technical Conflicts

Q: The "Switch Account” menu is confusing for aides working for multiple offices.

e Chrome profiles: Highly recommend that aides use Chrome Profiles to separate their
individual work from MA account work. This prevents "account mismatch" errors when
opening drive links.

Q: Aides are seeing "Access Denied" when opening attachments in the legislator's delegated
email.

e Drive permissions: Gmail delegation does not automatically grant Drive permissions. If an
email contains a link to a file in the Legislator’'s "My Drive," the Legislator must also share
that specific folder/file with the MA account.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Appendix E

Okta For Aides

What is it:

Okta is a Multifactor Authentication (MFA)/Single Sign On(SSO) identity and access
management application, used to allow log in once and access applications such as Google
Workspace and Zoom. https://coleg.okta.com

First time setup:

Enter your Username = your personal email and
password, click ‘Sign In".

CGiRe

()

SignIn

Username
|

Password

_J

Remember me

Help
G - I e "J

Choose your favorite image and click ‘Create My Account'.

Click a picture to choose a security image

Create My Account

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Setting up Multifactor Authentications:

Click the Setup button for any MFA method that
you wish to use.

NOTE: LIS recommends setting up Okta Verify
for ease of use and quick verification of your
identity. It is an app to download from your cell
phone application store.

Okta Verify

Use a push notification sent to the
mobile app.

Setup

Security Key or Biometric
Authenticator

Use a security key (USB or
bluetooth) or a biometric
authenticator (Windows Hello, Touch
ID, etc.)

Setup

Google Authenticator

Enter single-use code from the
mobile app.

Setup

SMS Authentication

Enter a single-use code sent to your
mobile phone.

Setup

Email Authentication

Enter a verification code sent to your
email.

Setup

Security Question

Use the answer to a security
question to authenticate.

Setup

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Setting up Okta Verify: (This is the recommended choice)
Click the Setup button under Okta Verify

7}
1)
®

Q Okta Verify
se a push notification sent to th

357 MR R PA4859%

0 Okta Verify

Set up Okta Verify

1. On your mobile device, download the Okta

Rate this app

Verify app from the App Store (iPhone and iPad) or ‘

Google Play (Android devices)

2. Open the app and follow the instructions to add

Once downloaded:

your account
3. When prompted, tap Scan a QR code, then scan a. Open, then click + Add Account
iheidhicodehelow " b. Choose "Other” 2-factor authentication

c. Then scan the QR code with your phone's
camera

NOTE: the images displayed may differ
slightly on your specific device. Contact LIS if

you need assistance, at ithelp.ga@coleg.gov
or call 303-866-5849.

Can't scan?

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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Scan QR Code

Verify To Contin(}$

If your organization provided a QR
can scan it to continue

Otherwise, you can sign in wit
organization's Okta accoul

“Okta Verify"” Would Like to
Access the Camera

The app will use your camera to scan a
QR code to set up your account

Scan a QR Code

Sign In

& Enter Key Manually

**You might need to give permissions for
your camera to be used by Okta Verify.

NOTE: Consider adding additional MFA methods if you wish to be able to log in without having

your cell phone handy.

Choose from any of the optional methods listed below.

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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(Optional) Setup Security Question instructions:

Click the Setup button, then choose your favorite security question from the dropdown, fill in
the answer in the ‘Answer’ field, and click Save when done.

Setup secret question authentication

What is the name of your first stuffed anim.. v

Answer

Back to factor list

Legislative Council Staff - 200 E. Colfax Ave, Room 011 - Denver CO 80203
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(Optional) Setup Google Authenticator:

o

R

Set up security methods

® lisa_moomaw@LSB.STATE.CO.US

Security methods help protect your Colorado
General Assembly account by ensuring only
you have access.

Required now

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.

Setup

Set up Google Authenticator

® lisa_moomaw@LSB.STATE.CO.US

Scan QR code

Launch Google
Authenticator, tap the
"+" icon, then select
"Scan a QR code".

Can't scan?

Enrolled factors

e Okta Verify &

e Security Question (V]

Additional optional factors

O Security Key or Biometric
Authenticator

Use a security key (USB or
bluetooth) or a biometric
authenticator (Windows Hello,
Touch ID, etc))

Setup

G Google Authenticator
Enter single-use code from the
mobile app

Setup

@ SMS Authentication
Enter a single-use code sent to your
mobile phone

Setup

Email Authentication
Enter a verification code sent to your
email

Setup

Click ‘Finish” when done, then your account
and MFA configurations are set up.
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Manage your MFA methods

Once you've setup your account, you can manage your MFA methods as shown here:

Log into Okta (http://coleg.okta.com on your browser) , go to ‘Settings’ in the upper right
corner.

Lisa
Colorado General Ass...

Lisa Moomaw
lisa.moomaw@coleg.gov

Settings

Preferences
Recent Activity

Sign out

Extra verification increases your account security when signing in to Okta and other
applications you use

Okta Verify Remove
Security Key or Biometric Authenticator Setup
Google Authenticator Setup
SMS Authentication Remove
Email Authentication Set up
Security Question Remove
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http://coleg.okta.com/

A \1.1
i\
4
b
Username
Password
G Remember me
Help
¥ - L

1\

4+
=

Okta Verify (Pixel 6 Pro)
Push sent!
Or enter code
Send push automatically
Do not challenge me on this device for
the next 24 hours
Back to signin
N — —

Enter your Username = personal email and
password, click ‘Sign In".

Satisfy your MFA and you're in!

NOTE: If you have set up multiple MFA methods

you can choose a different one by clicking the
down arrow next to the Okta logo.

£

Yt
A3

Select an authentication factor
Q@ Ookta verify (Pixel 3)
@® Google Authenticator

. Security Question
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