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CCIC Overview

Local
Agencies
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Law Enforcement:
Police, Sheriff,
Dispatch,
Corrections,
Probation, Parole
Civil: Human
Services, Licensing,
Day Care, Education

Hot Files*: Warrants
protection orders, missing
persons stolen property
Criminal History: Fingerprint
based history of arrests and
prosecutions
Communications: All law
enforcement nationwide,
Canada, Interpol

Firearms:

Instacheck and Concealed
Handgun Permits

DMV: Driver’s
License (text
only), Plates
CIClIS:

Judicial:
warrants,
protection orders,
case files

DOC: corrections
files

CDPHE: Medical
Marijuana
Patient, Caregiver

State DMV Information:
Driver’s License (photos from
37 states), License Plates

50 States, US Territories: Hot
Files, bidirectional messaging
Federal Sources: ICE, FMCSA,
GSA, CBP

National Resources

NICB, NVS

International:

Canadian Hot Files, Interpol,
OCRA (Mexico)

e,
FBI CJIS

Hot Files*: State and
federal warrants,
protection orders,
missing persons stolen
vehicles, stolen
articles, pawn data,
corrections clients
Criminal History:
Fingerprint based
history of arrests and
prosecutions



Security and CISO Role

* CBI works actively with OIT and CISO for security review

Review Make Updates Confirm Approval of
Create Security Plan Security Plan / Adjustments Security Plan SeFC)Erit Plan
with CISO as needed for CJIS Data y

* Project System Security Plan is approved by the Security Office (CISO)
before any project can move into a production environment.
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Current System Issues

. DATE OUTAGE? ISSUE
° CC I C h a S eX p e rl e n Ce d 12/1/2017 NONE SAN STORAGE - BAD DRIVE REPLACED
S eve r‘a | i SS u e S | a te Iy d u e to 4/18/2018 NONE SAN STORAGE - BAD DRIVE REPLACED
ol 4/24/2018 NONE SAN STORAGE - BAD DRIVE REPLACED
fa I | I n g h a rd Wa re . 8/15/2018 - NONE DISASTER RECOVERY - IBM ADVANCED MANAGEMENT MODULE. IBM
8/22/2018 REPLACED 2 CISCO ETHERNET SWITCHES INSIDE BCH. /0 MODULE

HAD A BAD CARD.

o H e r‘e is a I ist Of | SS u e S We 10/2/2018 NONE SAN STORAGE - BAD DRIVE REPLACED

2/4/2019 - NONE CANNOT ACCESS DISASTER RECOVERY NETWORK FROM

have experienced over the  |= OO, N o T ST
LONGER SUPPORTS.
p d St tWO ye d rS, Mo St Of 5/28/2019 NONE SAN STORAGE - BAD DRIVE REPLACED
h . h h d 6/11/2019 NONE SAN STORAGE - BAD DRIVE REPLACED
whnic are aradware 8/5/2019 NONE SAN STORAGE - BAD DRIVE REPLACED
re | a te d ; MucC h Of t h eo | d 8/27/2019 NONE SAN STORAGE - BAD DRIVES(2) REPLACED

9/2/2019 OUTAGE 30MIN COSC BLADE FAILED OS DISK. HAPPENED TO HAVE A SPARE AT

h a rd Wa re i S O ut Of d a te a n d CBIl. REPLACED WITH TELEPHONE HELP FROM CPI.
hard to find replacements. | o o oA boan 1T A%

10/20/2019 NONE SAN STORAGE - BAD DRIVE REPLACED. OTHER DRIVES WERE
INCOMPATIBLE.
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Project Scope

What we’re already doing (within What we’re asking to do (with your
existing budget) approval)
Move Production of CCIC to - Replace onsite hardware as a
Computer Projects of Illinois’ backup for CCIC
(CPI) Cloud Facility . Disaster Recovery located

Maintain CCIC current onsite at 630 Kipling
software - Virtualization of desktops

New Plan to upgrade to cloud
and only replace backup
hardware for Disaster
Recovery onsite ($2M)

Original Plan was to replace
full system hardware onsite
(S15-20M)



Server Costs and Budget

Total Description

CCIC Replacement Hardware which will be the Cloud-based solution
S 647,390 backup

Remote Work Platform to make system simpler to deploy at end user

Virtual Desktops 600,000 More secure solution for laptops into CCIC

Switches / Routers 150,000 Needs for updated networking gear related to both

S
S

Project Management Support S 60,480 Project Management Support for the overall project

SecOps Contract Support S 80,000 Contractor to support with Security Operations

Architecture Diagram Consultant 62,720 Architecture and DR expert to assist with design and planning of layout
S
S

Replace Legacy Firewalls @ CDPS

250,000 New firewalls will be required to implement this system.

Licenses for the VMs 140,000 VM Licenses for cloud-based solution
Backup storage arrays S 36,000 Backup arrays in case of future needs.
TOTALS 2,029,000




Project Schedule

Start Date Completion Date

7/1/2020 12/31/2020

[l Snl=erler s 10/1/2020 12/31/2021

Testing 7/1/2021 11/30/2021

Closing 12/1/2021 6/30/2022
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Payback Period

Assumptions:
- CCIC has ~23,000 users

- During an outage, estimated 10% of users down (2,300)
- Estimated downtime = 4 hours/Outage

- Estimated Outages = 3/Year

- Estimated pay = $S24/hour (548,000 / year)

- Annual Benefit $772,400; Annual Cost $552,000; Initial Cost $2,026,590

Payback Period: 3.07 Years
ROI: 10.88%




