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Networks (GANSs)
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* Deepfake Legislation
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* Deepfakes: National Security
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How NCSL Strengthens Legislatures

NCSL provides NCSL links legislators NCSL delivers NCSL represents and NCSL meetings
trusted, and staff with each training tailored advocates on behalf of facilitate information
nonpartisan policy other and with specifically for states on Capitol Hill exchange and policy
research and analysis experts legislators and staff discussions
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CNET

Al Deepfake Ads: Tom Hanks,
Gayle King Sound Warning

Don't be fooled -~ that's not really the Forrest Gump star in
a dental video or the TV host in a weight-loss ad
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DeSantis a&aék ad uses fake Al images
of Trump embracing Fauci

Voice Deepfakes Are Coming
for Your Bank Balance

Artificial intelligence tools have given scammers a potent weapon

for trying to trick people into sending them money.

al'S TECHNICA

Teen bbYs use Al to make fake nudes of
classmates, sparking police probe

Parents told the high school "believed” the deepfake nudes were deleted.

What Are Deepfakes and How Are They Created?
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. Untangling Disinformation

Fake viral images of an explosion at the
Pentagon were probably created by Al

o
RollingStone © o

JOSH AND THE WEEKDAY

Viral Drake and The Weeknd
Al Collaboration Pulled From
Apple, Spotify

The song, "Heart on My Sleeve," was created from scratch by
TikTok user Ghostwriterg77, who slapped on a Metro Boomin
producer tag and has since amassed over 11 million views
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Online Impersonation State Statutes

Intent to intimidate, bully, threaten or harass a person

. No statutory provisions

Online impersonation statutes FL
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Deepfakes State Laws I I I I I I

Civil Penalties

WU

A

* California, lllinois,
Minnesota and
New York

Criminal Penalties

* Florida, Georgia,

Hawaii, Louisiana, B Nostatutes
Minnesota, New
York, South Civil Penalties

Dakota, Texas and

o
Virginia . Criminal Penalties
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Deepfakes State Legislation

2023 Legislative Session

- No legislation

- Introduced Legislation

- Enacted Legislation
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Watermark and Disclosure Requirements MNCSL

IL HB 3285 NJ AB 1825 NY AB 216 NY SB 6859 PA HB 1598

Watermark Disclosure Disclosure Disclosure Disclosure

Disclosure
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Deepfakes: Elections

Prior to 2023

* C(California, Texas
and Wisconsin

2023 Enactments

* Michigan, . No
Minnesota and legislation

Washington
. Laws and 2023 Enactments
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. 2023 Introductions
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Right to Publicity

N.Y. Civil Rights Law §50-f

* Applies to deceased performers and deceased personalities.

* “Deceased Performer” means a deceased natural person domiciled in this state at the time of death who, for
gain or livelihood, was regularly engaged in acting, singing, dancing, or playing a musical instrument.

» “Deceased Personality” means any deceased natural person domiciled in this state at the time of death whose
name, voice, signature, photograph, or likeness has commercial value at the time of his or her death, or
because of his or her death, whether or not during the lifetime of that natural person the person used his or
her name, voice, signature, photograph, or likeness on or in products, merchandise, or goods, or for purposes
of advertising or selling, or solicitation of purchase of, products, merchandise, goods, or services.



Federal Deepfakes Legislation I I I I I I MNCSL

Deepfakes Generally

H.R. 3106 H.R. 5586 H.R. 5808

Preventing Deepfakes of DEEPFAKES Accountability Act Preventing Deep Fake Scams Act
Intimate Images Act
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Federal Deepfakes Legislation MNCSL

Election Campaigns

H.R. 4611 PY S. 2770
/ -
O * Candidate Voice Fraud Prohibition ' * Protect Elections from Deceptive Al

Act Act
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Federal Deepfakes Legislation

National Security

H.R. 2670 /S.2226 PY S.2222
f -
O * National Defense Authorization Act ' * Digital Defense Content

for Fiscal Year 2024 Provenance Act of 2023
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Stay Connected

Learn about NCSL training

Subscribe to policy newsletters

Read State Legislatures News & Magazine
Listen to an NCSL podcast

Watch recorded policy webinars and
training sessions

Attend a training or meeting

Follow @NCSLorg on social media

INNCSL



https://www.ncsl.org/training/legislative-training-institute
NCSL.org/Subscribe
https://www.ncsl.org/news
https://www.ncsl.org/podcasts
https://videos.ncsl.org/
https://www.ncsl.org/training
https://twitter.com/NCSLorg

Heather Morton

Director

Financial Services, Technology and
Communications

IMNCSL

Reach Out
Anytime!

heather.morton@ncsl.org

303.856.1475

www.ncsl.org
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