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Testimony Agenda

What is a deepfake?

• Machine Learning

• Generative Adversarial 
Networks (GANs)

State Action

• Online Impersonation State 
Statutes

• Deepfake State Laws

• Deepfake State Legislation

• Watermark and Disclosure 
Requirements

• Deepfakes: Elections

• Right to Publicity

Federal Action

• Deepfake Legislation

• Deepfakes: Election 
Campaigns

• Deepfakes: National Security
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Strengthening 
the legislative 

institution
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How NCSL Strengthens Legislatures

Policy Research

NCSL provides 
trusted,

 nonpartisan policy 
research and analysis

Connections

NCSL links legislators 
and staff with each 

other and with 
experts

Training

NCSL delivers 
training tailored 
specifically for 

legislators and staff

State Voice in D.C.

NCSL represents and 
advocates on behalf of 
states on Capitol Hill

Meetings

NCSL meetings 
facilitate information 
exchange and policy 

discussions
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What Are Deepfakes and How Are They Created?
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Online Impersonation State Statutes
Intent to intimidate, bully, threaten or harass a person 
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Deepfakes State Laws

Civil Penalties

• California, Illinois, 
Minnesota and 
New York

Criminal Penalties

• Florida, Georgia, 
Hawaii, Louisiana, 
Minnesota, New 
York, South 
Dakota, Texas and 
Virginia
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Deepfakes State Legislation
2023 Legislative Session
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Watermark and Disclosure Requirements

IL HB 3285

Watermark

Disclosure

NJ AB 1825

Disclosure

NY AB 216

Disclosure

NY SB 6859

Disclosure

PA HB 1598

Disclosure
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Deepfakes: Elections

Prior to 2023

• California, Texas 
and Wisconsin

2023 Enactments

• Michigan, 
Minnesota and 
Washington
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Right to Publicity
N.Y. Civil Rights Law §50-f

• Applies to deceased performers and deceased personalities.

• “Deceased Performer” means a deceased natural person domiciled in this state at the time of death who, for 
gain or livelihood, was regularly engaged in acting, singing, dancing, or playing a musical instrument.

• “Deceased Personality” means any deceased natural person domiciled in this state at the time of death whose 
name, voice, signature, photograph, or likeness has commercial value at the time of his or her death, or 
because of his or her death, whether or not during the lifetime of that natural person the person used his or 
her name, voice, signature, photograph, or likeness on or in products, merchandise, or goods, or for purposes 
of advertising or selling, or solicitation of purchase of, products, merchandise, goods, or services.
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Federal Deepfakes Legislation
Deepfakes Generally

H.R. 3106 H.R. 5586

DEEPFAKES Accountability ActPreventing Deepfakes of 
Intimate Images Act

H.R. 5808

Preventing Deep Fake Scams Act
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Federal Deepfakes Legislation
Election Campaigns

• Candidate Voice Fraud Prohibition 
Act

H.R. 4611

• Protect Elections from Deceptive AI 
Act

S. 2770
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Federal Deepfakes Legislation
National Security

• National Defense Authorization Act 
for Fiscal Year 2024

H.R. 2670 / S.2226

• Digital Defense Content 
Provenance Act of 2023

S.2222
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Stay Connected

• Learn about NCSL training

• Subscribe to policy newsletters

• Read State Legislatures News & Magazine

• Listen to an NCSL podcast

• Watch recorded policy webinars and 
training sessions

• Attend a training or meeting

• Follow @NCSLorg on social media
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https://www.ncsl.org/training/legislative-training-institute
NCSL.org/Subscribe
https://www.ncsl.org/news
https://www.ncsl.org/podcasts
https://videos.ncsl.org/
https://www.ncsl.org/training
https://twitter.com/NCSLorg
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Heather Morton
Director

Financial Services, Technology and 
Communications

Reach Out 
Anytime!

EMAIL heather.morton@ncsl.org

PHONE 303.856.1475

WEB www.ncsl.org
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