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Overview 

C.R.S. 24-33.5-1905 (4) directs the Department of Higher Education (DHE, the Department) to 
prepare a report detailing progress made towards critical state cyber-security goals at institutions 
of higher education that received an appropriation through SB 18-086. Specifically, the report 
must include, at a minimum:  
 

1. The number of faculty or adjunct faculty hired at each institution of higher education as 
a result of the funding; 

2. The number of student internships created with the funding at each institution of higher 
education; 

3. The number of degrees or certificates that have been awarded at each institution of 
higher education in connection with the funding; 

4. The number of scholarships awarded at each institution in connection with the funding; 
5. The number of presentations and seminars given on cybersecurity by each institution of 

higher education; and  
6. The amount of all other money that has been raised to match the state investment, which 

may include tuition, fees, federal funds, and industry donations.  
 
Six governing boards were awarded funding in the 2019-20 fiscal year. The following report 
summarizes their spending.  
 

Key Findings 

Fiscal Year 2019-20 was the second year in which funding was awarded to support cybersecurity 
and distributed ledger technology activities at institutions. Despite the impact of the COVID-19 
pandemic on campus operations, institutions remained committed to offering cybersecurity 
activities and programming to both students and their communities. 
 
Table 1 shows, by governing board, SB 18-086 appropriation, actual expenditures, required 
scholarship award total, and actual scholarships awarded. 
 

 SB 18-086 
Appropriation 

Total Amount 
Expended  

SB 18-086 Scholarship 
Requirement 

Total Amount Spent 
on Scholarships* 

Colorado Mesa 
University 

$300,000 $187,226 $30,000 $0 

Metropolitan State 
University of Denver 

$300,000 $264,805 $30,000 $17,500 

Western State 
Colorado University 

$200,000 $147,234 $20,000 $24,250 

Colorado State 
University System 

$1,200,000 $1,191,974 $180,000 $306,050 

University of Colorado 
System 

$2,800,000 $2,800,000 $420,000 $557,200 

Colorado Community 
College System 

$300,000 $300,000 $30,000 $30,000 

*See page 18 
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Fiscal Year (FY) 2019-20 was the second year in which institutions received this funding. In 
addition to several programs requiring a longer period of implementation, the COVID-19 
pandemic also caused interruptions on campuses across the state. As institutions continue to 
receive funding to support cybersecurity programs, the amount of programming they are able to 
offer will likely increase. Institutions that did not expend their full appropriation in FY 2019-20 
indicated their intent to “catch up” in FY 2020-21, primarily through offering additional 
scholarships.  
 
Table 2 summarizes activities funded by SB 18-086 funding.  
 

 Faculty and 
Adjuncts Hired 

Internships 
Created 

Degrees and 
Certificates 
Awarded 

Scholarships 
Awarded 

Presentations and 
Seminars Given 

Amount of Other 
Funding Raised 

Colorado Mesa 
University 

0 0 8 0 30 $70,000 

Metropolitan 
State University of 
Denver 

8 5 14 10 0 $190,244 

Western Colorado 
University 

0.9 1 2 5 2 $132,988 

Colorado State 
University System 

31 121 273 111 143 $7,700,000 

University of 
Colorado System 

5 28 234 211 55 $19,629,757 

Colorado 
Community 
College System 

2 10 45 12 6 $15,000 

 

Full Institutional Submissions 

Institutions used the funds received to support a wide range of public facing activities, such as 
hosting summer camps, presenting at conferences, and offering trainings for community 
members. Institutions also raised significant additional funds to support their work in the 
cybersecurity realm. For additional details on institutional activities and fund raised, each 
institution’s full submission to the Department has been included in the subsequent pages.  
Responses have been edited for formatting and grammar.
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COLORADO MESA UNIVERSITY 
 

 
 
 
 
  

<1> Governing Board Name

<2> Total SB 18-086 Appropriation 

<3> Actual Amount Spent on Scholarships

<3.5>

<4>

<5> At or above allotted amount of scholarship earmark

<6> Number of faculty/adjucts hired as a result of funding

<7>

<8>

<9>

Weekly and or bi-weekly student presentations; and workshops provided for local school district.

<10>

<11> Total Amount Expended Colorado Mesa University

<12>

<13> Faculty Wages and Benefits                  119,706 

Student Assistants                    49,310 

Software Maintenance                     2,565 

Supplies                          33 

Dues & Memberships                        330 

Equipment                    15,282 

In addition to the Cybersecurity center being closed from mid-March to August due to COVID-19 restrictions, 

the director of the center resigned in December of 2019 and an initial search for a new director failed to find an 

appropriate candidate.  The search has since been re-started and the duties of the director have been temporarily 

reassigned across various faculty members.  The resignation also affected the approvals necessary to disburse 

scholarships and so we are currently "catching up" of scholarship reimbursements in Fall 2020.  We are on track 

to award all scholarships designated in the allocation.  The Center's work toward NSA-CAE designation is 

ongoing but was interrupted by the NSA during the COVID crisis.

SB 18-086 Appropriation Expenditure Report
Colorado Mesa University

300,000$                              

-$                                     

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in lines 

6-9 and fundraising efforts as reported in FY20 and any other information you would like to be included 

in the report.

187,226$                              

0.0%

8

$70,000

Number of degrees/certificates awareded in connection with SB 086 funding

Number of presentations/seminars given on cybersecurity 30

Number of student interships created

Required Allotted Amount Earmarked for Scholarships

No

30,000$                                

Total number of scholarships awarded 0
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METROPOLITAN STATE UNIVERSITY 
 

 
 
The Bachelor of Science Degree in Cyber Security 
The Bachelor of Science Degree in Cyber Security successfully launched in Fall 2018 with 47 majors. Currently, 
(Spring of 2020) the B.S. in Cybersecurity has 218 majors. A Master’s Degree in Cybersecurity started in the Fall 
of 2019 with 15 students and current class has 29 students. Finally, a StemPath Cybersecurity Certificate with 
13 students started in Fall 2019 as well. 
 
Faculty 
The department hired a Cybersecurity Program Manager, a full-time Cybersecurity specialist faculty in Computer 
Information Systems and a Cyber Range Director with funding from Senate Bill 18-086. Additionally, MSU- 

<1> Governing Board Name

<2> Total SB 18-086 Appropriation 

<3> Actual Amount Spent on Scholarships

<3.5>

<4>

<5> At or above allotted amount of scholarship earmark

<6> Number of faculty/adjucts hired as a result of funding

<7>

<8>

<9>

<10>

<11> Total Amount Expended Metropolitan State University of Denver

<12>

<13>

SB 18-086 Appropriation Expenditure Report
Metropolitan State University of Denver

300,000$                              

17,500$                                

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in lines 

6-9 and fundraising efforts as reported in FY20 and any other information you would like to be included 

in the report.

264,805$                              

MSU-Denver created a scholarship in Fall of 2018 for $30,000 to be allocated for each academic year. For the 

2018/2019 academic year, 7 students were awarded $9,000. For the 2019/20 academic year 10 students were 

awarded $17,500; however, a COVID-19 pandemic struck the country and few applicants applied or were 

awarded money in the Spring 2020 semester due to a national pandemic. However, in FY21 the University will 

award above the required 10% to catch up.  As of Fall 2020, $52,500 has been awarded to 35 students to make 

up for lack of applicants in the Spring 2020 semester.  

In addition to faculty/adjuncts, funding was spent on a Cybersecurity Program Manager as well as a 

Cybersecurity range director. Finally, through MINDSpark, MSU-Denver was able to secure foundation 

funds/monies to support a STEMPath Certificate. The Fund was created to support the establishment and 

operations of the Cybersecurity Certificate Program, an educator preparation program that will create direct 

access and pathways for Colorado educators interested in pursuing STEM-Computer Science credentials. Grant 

funding of of approximately $180,000 for cohorts of 25 students for the Cybersecurity Certificate Program will 

be extended by the Donor, STEMPath, for subsequent years as the partnership develops.

8.00                                     

14

190,244.17$                       

Number of degrees/certificates awareded in connection with SB 086 funding

Number of presentations/seminars given on cybersecurity 0

Number of student interships created 5

Required Allotted Amount Earmarked for Scholarships

No

30,000$                                

Total number of scholarships awarded 10
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Denver has hired 5 part-time faculty to teach Fall, Spring and Summer cybersecurity undergraduate and 
graduate courses. 
 
Scholarship 
MSU-Denver created a scholarship in Fall of 2018 for $30,000 to be allocated for each academic year. For the 
2018/2019 academic year, 7 students were awarded $9,000. For the 2019/20 academic year 10 students were 
awarded $17,500; however, a COVID-19 pandemic struck the country and few applicants applied or were 
awarded money in the Spring 2020 semester due to a national pandemic. However, in Fall 2020, $52,500 was 
awarded to 35 students to make up for lack of applicants in the Spring 2020 semester.  Below is the language 
for the scholarship. 
 
Other areas and institutional matches 
Monies have been allocated to build a cyber range, $100,000 from SB 86 matched with $150,000 (Dean and 
Provost Office) and in process of raising $250,000 from public-private partnership from community participates.  
 
Graduates or Certificates 
There were 11 STEMPath students that earned graduate certificates in Cybersecurity. The 11 students are 
current teachers in Denver Public Schools (9) and Aurora Public Schools (2), who will teach Cybersecurity to K-
12 students in their respective school districts in their individual classrooms or Cybersecurity/Computer labs. 
Two schools have created labs for students to learn.  
 
There were 3 B.S. in Cybersecurity graduates for the 2019/2020 academic year.  
 
Amount of matching monies, including tuition, fees, federal funds, and industry donations 
To date, the university has received matching funds from our STEMPath Graduate Certificate. Through a 
partnership with MINDSpark a grant fund was established with a $180,000 to inaugurate and establish the 
Cybersecurity Certificate Program for the initial startup year and subsequent years as the partnership develops. 
Initially, $45,703 was raised for course development and program implementation. Additionally, the program 
has partnered on a 1.675-million-dollar Department of Defense grant with BAE Systems and IREUS to build a 
Cybersecurity range. The program is also partnering with Lockheed Martin to build a Cyber range with scenarios 
specific to satellites and securing cyberspace. $100,000 has be set aside to solicit matching donations from other 
private industries such as Bank of America, Xcel Energy and Plante Moran. 
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WESTERN COLORADO UNIVERSITY 
 

 
 
  

<1> Governing Board Name

<2> Total SB 18-086 Appropriation 

<3> Actual Amount Spent on Scholarships

<3.5>

<4>

<5> At or above allotted amount of scholarship earmark

<6> Number of faculty/adjucts hired as a result of funding

<7>

<8>

<9>

<10>

<11> Total Amount Expended Western State Colorado University

<12>

<13>

SB 18-086 Appropriation Expenditure Report
Western State Colorado University

200,000$                                             

24,250$                                               

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in lines 6-9 and 

fundraising efforts as reported in FY20 and any other information you would like to be included in the report.

147,234$                                             

50 flash drives purchased to distribute to the students. Copying costs. Two camps of 1 week each, from 7th to 12 grade - 

about 37 students total. Two trips to the front range for MWCC conferences. 

0.9

2

132,988

Number of degrees/certificates awareded in connection with SB 086 funding

Number of presentations/seminars given on cybersecurity 2

Number of student interships created 1

Required Allotted Amount Earmarked for Scholarships

Yes

20,000$                                               

Total number of scholarships awarded 5
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CSU SYSTEM 
 

 
 
  

<1> Governing Board Name

<2> Total SB 18-086 Appropriation 

<3> Actual Amount Spent on Scholarships

<3.5>

<4>

<5> At or above allotted amount of scholarship earmark

<6> Number of faculty/adjucts hired as a result of funding

<7>

<8>

<9>

<10>

<11> Total Amount Expended Colorado State University - Fort Collins

Colorado State University - Pueblo

<12>

<13>

SB 18-086 Appropriation Expenditure Report - FY 20
Colorado State University System

1,200,000$                           

306,050$                              

Blockchain courses were delivered, as well blockchain lectures in numerous other courses.

Amount of all other money raised to match state investment

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in lines 

6-9 and fundraising efforts as reported in FY20 and any other information you would like to be included 

in the report.

991,974$                              

CSU was able to sustain a very high level of activity, despite uncertainties introduced by covid-19.

CSU-Pueblo is ranked #5 in the U.S. in the U.S. Cyber Power cybersecurity rankings.

Interns significantly enhanced CSU's security posture in their operational environment.

Systems engineering was just awarded another $2.459 million CyberSecurity grant.

200,000$                              

31

273

$7,700,000

Number of degrees/certificates awareded in connection with SB 086 funding

Number of presentations/seminars given on cybersecurity 143

Number of student interships created 121

Required Allotted Amount Earmarked for Scholarships

Yes

180,000$                              

Total number of scholarships awarded 111
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COLORADO COMMUNITY COLLEGE SYSTEM 
 

<1> Governing Board Name

<2> Total SB 18-086 Appropriation 

<3> Actual Amount Spent on Scholarships

<4>

<5> At or above allotted amount of scholarship earmark

<6> Number of faculty/adjuncts hired as a result of funding - (see note 1)

<7>

<8> Number of degrees/certificates awarded in connection with SB 086 funding - (see note 3)

<9>

<10>

<11>

Total Amount Expended (see note 6) Colorado Community College System

<12>

<13>

Required Allotted Amount Earmarked for Scholarships

Yes

30,000$                                

Total number of scholarships awarded - (see note 5) 12

2

45

15,000

Number of presentations/seminars given on cybersecurity - (see note 4) 6

Number of student internships created - (see note 2) 10

Additional Information Narrative: Expenses outlines in note 6 represent the last of the expected spending to complete the Rampart 

Cyber War Room project. Because of the availability and lead time for capital equipment and final installation timing, the expenditures 

for FY20 should be seen as those made to complete a multi-fiscal-year project (purchase, installation, and optimization of the Cyber 

War Room/ Network-Operations-Center was completed in calendar year 2019 – spanning FY19 and FY20). Future SB 18-086 

(excluding personnel expenses and scholarships) are expected to support expansion of technologies and support of the cyber activities – 

as funding allows. 

Amount of all other money raised to match state investment - (see note 5)

Please discuss any additional ways in which SB 086 money was spent, which may not be captured in lines 6-9 and fundraising 

efforts as reported in F19 and any other information you would like to be included in the report.

300,000$                              

Note 1: SB 18-086 funds have been utilized to pay (salary and benefits) for 2 full-time cyber security faculty members (2.0 FTE). 

Personnel related expenses represent approximately two-thirds (66.28%) of all non-scholarship earmarked funds. 

Note 3: FY20 completers for the cybersecurity degree and certificates nearly tripled from FY19. Whereas FY19 saw 16 total 

completers (15 degree awards and 1 certificate award) – FY20’s mix of completers included 35 degree and 10 certificate awards in 

cyber security. The increased capacity in full-time personnel and equipment provided for with the SB 18-086 appropriation is directly 

related to this year-to-year increase in completions. Current enrollment trends indicate that completions in the program are primed to 

increase – annualized full-time equivalent (AFTE) numbers in the program rose by 18% from 2018 to 2019; while 2019 to 2020 saw a 

70% rise in AFTE.

Note 6: Excluding scholarships, personnel, and travel related expenses – remining SB 18-086 funds (approx. 32% of the overall award) 

were utilized to purchase technology infrastructure upgrades; to include collaborative classroom furniture; Information Technology (IT) 

equipment and services; secure networking modules; audio visual control units; and the programming and installation of said 

technologies and items within the newly established Cyber War Room/ Network Operations Center at PPCC’s Rampart Range campus 

(Room E204). 

Note 4: SB 18-086 has allowed for students in their final year of the Cyber Security program to participate in state cyber security 

competitions (Fall 2019). Though representing approximately 2% of overall non-scholarship-earmarked funds, monies used to facilitate 

in-state travel at events have paid huge dividends – with PPCC students consistently placing and excelling in CyberMaryland, Cyber 

Capture the Flag (CTF), and the Rocky Mountain Collegiate Cyber Defense (RMCCD) competitions.

Note 2: Grant funds have been utilized to facilitate student connections with internship sites by funding hiring events, community partner 

gatherings, and travel related to building community partnerships. Stemming from the utilization of funds to pay for job fair expenses 

(July 2019 – December 2019), the Cyber Security program saw the largest cohort of internship students in the Spring 2020 semester (10 

students total). Though modest, the number represents students from the first cohort of students to enter the fully realized Cyber Security 

program started just as initial SB 18-086 funds were appropriated – internship students are typically year-2/ final-semester students.

Note 5: In addition to the $30,000 apportionment of scholarship monies from SB 18-086, the PPCC Foundation raised $15,000 

additional dollars for cyber security related grants. In total, the PPCC Foundation was able to award (18 total) $2,500 grants to Cyber 

Security students. Additional monies raised by the Foundation allowed for 6 additional scholarship than what would have otherwise 

been awarded using SB 18-086 scholarship monies alone. 

SB 18-086 Appropriation Expenditure Report
Colorado Community College System

300,000$                              

30,000$                                



Report on the Implementation of SB 18-086 

 
18 

 

Failure to Meet Financial Aid Requirements 

C.R.S. 24-33.5-1905 (4)(b) reads:  
 
The governing board of each institution of higher education participating in activities related to 
cybersecurity and distributed ledger technologies shall ensure that at least the following 
percentages of the money allocated to the institution pursuant to subsection (4)(a) of this section 
is used to provide scholarships to students at the institution who are doing work in connection 
with cybersecurity and distributed ledger technologies:  

(I) For an institution of higher education receiving one million dollars or more 
pursuant to subsection (4)(a) of this section, for the first three years that the 
institution receives said money, the institution must ensure that at least fifteen 
percent of the money received is used to provide said scholarships. For the fourth 
and subsequent years of funding, the institution shall ensure that at least twenty 
percent of the money received is used to provide said scholarships; except that, for 
the five percent increase from years three to four, the institution may use private 
donations to account for the increase.  

(II) For an institution receiving less than one million dollars pursuant to subsection 
(4)(a) of this section, the institution must ensure that at least ten percent of the 
money received is used to provide said scholarships.  

 
Two institutions failed to meet the statutory requirements around the percentage of financial aid 
they were required to award based on the amount of funding received. In the next fiscal year, 
both governing boards fully expect to be able to award the full amount in required scholarship 
funds. Below are their responses as to why they were unable to offer the required amount of 
scholarship funding in FY 2019-20. 
 
Colorado Mesa University received a total appropriation of $300,000, resulting in a scholarship 
requirement of $30,000. The university did not award any scholarships in FY 2019-20. Per the 
institution, they were unable to award scholarships because “in addition to the Cybersecurity 
center being closed from mid-March to August due to COVID-19 restrictions, the director of the 
center resigned in December of 2019 and an initial search for a new director failed to find an 
appropriate candidate. The search has since been re-started and the duties of the director have 
been temporarily reassigned across various faculty members. The resignation also affected the 
approvals necessary to disburse scholarships and so we are currently "catching up" of scholarship 
reimbursements in Fall 2020. We are on track to award all scholarships designated in the 
allocation. The Center's work toward NSA-CAE designation is ongoing but was interrupted by the 
NSA during the COVID crisis.” 
 
Metropolitan State University of Denver received a total appropriation of $300,000, resulting in 
a scholarship requirement of $30,000. The university provided $17,500 in scholarships in FY 2019-
20. Per the institution, the scholarship amount was lower than required because “the COVID-19 
pandemic struck the country and few applicants applied or were awarded money in the Spring 
2020 semester due to a national pandemic. However, in FY21 the University will award above the 
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required 10% to catch-up.  As of Fall 2020, $52,500 has been awarded to 35 students to make up 
for lack of applicants in the Spring 2020 semester.” 
 

Conclusion  

Because FY 2019-20 was the second year of additional funding for cybersecurity and distributed 
ledger technologies, and because of the significant interruption caused by the COVID-19 
pandemic, institutions were limited in the 18-086 activities they were able to carry out in the 
second half of the fiscal year. However, institutions remain committed to fully implementing the 
goals of the legislation.  
 
Outside of offering scholarships to students pursuing degrees and credentials related to 
cybersecurity, and the hiring of faculty and staff, institutions focused funding on improving their 
cyber facilities and offering outreach events through cyber centers. With ongoing investment in 
cybersecurity and ledger technology, institutions will be well equipped to continue to invest in 
these programs and the students enrolled in them. 

 


