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December 30, 2022
Dear Coloradans,

I am honored to serve as your 39th Secretary of State. This agency continues to be a model for government
integrity, election security, valuable business and charitable services, and public transparency. The dedicated
employees at the Secretary of State’s office continue to promote our core mission of making government easy
and accessible for people to further democracy and support economic opportunity for all Coloradans.

Over the last year, the Department’s staff delivered new programs and continued to innovate across a variety
of services to better support hard-working Coloradans. We're proud to support Colorado businesses, which
are vital to our economy and our communities. The Department offers top-notch service and support for
businesses — from easy and affordable filing to ongoing technological advances like our remote notary
program, designed to enhance efficiency and convenience. In fact, nearly all of the services we provide to the
business community are available online, giving Coloradans the ability to receive services from wherever they
are in the state.

The Department is currently working on a significant multi-year system upgrade designed to make
transactions with the Department even easier. In the last year, we have implemented text notifications for
business filings and have launched a new periodic reporting system. Owning and running a business can be
challenging, which is why we work hard to eliminate red tape so businesses can focus on their day-to-day
operations.

When it comes to elections, the Department continues to deliver for Colorado voters. The 2021 State
Coordinated Election, 2022 State Primary Election, and 2022 State General Election were all a great success.
In each election, over 98% of voters chose to vote their mail ballot. This again demonstrates the strength of
the Colorado Election Model which is both accessible and secure.

Through the expansion of innovative programs like BallotTrax and Txt2Cure, voters can participate in
democracy with 21st century tools. Meanwhile, Colorado continues to lead when it comes to election security.
This year, the Department implemented the Colorado Election Security Act, a first-in-the-nation piece of
legislation which increased safeguards for the state’s election equipment and voting systems.

It has been a privilege to work across the State to build Colorado’s economic and democratic strength. | am
proud of the entire Department’s efforts to ensure all our programs and services have a positive impact on
Colorado’s communities. Together, we will continue to build a stronger Colorado where business and
democracy thrive.

Sincerely,

T

Jena M. Griswold
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BACKGROUND

The Department of State performs several functions,
ranging from registering businesses to overseeing
elections. The Business and Licensing Division
receives filings such as business and nonprofit
registrations, trade names, secured liens, notary public
applications, and bingo and raffle reports. Additionally,
the Division licenses durable medical equipment
providers, promotes availability of government data,
and makes performing rights society information
accessible. Most filings are submitted electronically,
and the office disseminates this information to the
public through its website.
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The Elections Division oversees state elections and
has responsibility for campaign finance disclosure,
statewide ballot initiative certification, and lobbyist
registration. Two other divisions in the Department,
Administration and Information Technology,
support the office’s programs. Cash funds generated
by business and other filings support nearly all of the
Department’s activities. Federal grants provide the
remainder of funding. The Department of State’s Long
Bill is organized into sections by division.
Appropriations are allocated based on the historical
utilization of resources in each division.



NOTABLE PRIOR YEAR LEGISLATION

Colorado Election Security Act (SB21-250 — Fenberg, Priola, Lontine) increases safeguards against potential insider threats to
voting equipment and election systems. The bill makes tampering with voting equipment a felony; bolsters training requirements to
serve as “designated election official”’; adds whistleblower protections for those reporting a breach of election laws, and more. Also, the
legislation provides $1,000,000 in funding for counties to improve security around election systems and voting equipment.

Reduce Fees for Business Filings (HB22-1001 — Cutter, Sullivan, Pettersen, Kolker) saves Colorado businesses and
entrepreneurs over $8.4 million in business fees for registering new LLCs and trade names with the Colorado Secretary of State’s
Office during the 2022-23 fiscal year. The Secretary of State’s Office will utilize general fund dollars to offset the foregone revenue from
the fee reductions. The reduction in filing fees under this fee relief program will remain in place during Fiscal Year 2022-23 until the
amount of the general fund transfer is exhausted.

Business Filing Address and Name Fraud (SB22-034 — Kolker, Priola, Bird, Sandridge) permits the Secretary of State’s Office and
Attorney General’s Office to establish an interagency process to field complaints of fraudulent documents filed with the state’s business
registry, investigate them, and remedy fraudulent filings before additional harm is done. Under this bill, when the Secretary of State’s
office receives a complaint of suspected fraudulent filings, that complaint will be referred to the Attorney General’s Office for
investigation. If the subsequent investigation determines the business filing to be fraudulent, the Secretary of State’s Office will then
redact the victim’s information from the fraudulent record and flag the fraudulent record as suspected fraudulent activity. A working
group was also established to consider additional measures to address fraudulent business filings.

The Vote Without Fear Act (HB22-1086 — Sullivan, Bacon, Fields, Jacquez Lewis) builds on existing laws that prohibit
electioneering at voting locations by prohibiting the open carry of firearms at a Voter Service & Polling Center (VSPC) or within 100 feet
of a drop box or any building in which a VSPC is located and requires clear signage of this prohibition to be displayed. There are
exceptions for private property within 100 feet of protected areas, peace officers acting within scope of authority and in performance of
their duties, as well as uniformed security guards acting within scope of a contract with the location.

Protections for Elections Officials (HB22-1273 — Duran, Sirota, Fenberg, Pettersen) establishes election officials and workers as a
protected class against doxing, which is the release of personal information on the internet for the purpose of threatening a person or
their family. This legislation allows professional election workers to file a request to government entities to remove their personal
information from online records if the person feels the release of their information could pose a threat to their safety. The bill also
prohibits intimidating, threatening, or coercing an election official while they are performing official duties or retaliating against them for
performing their official duties.
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HOT TOPICS

Colorado’s Automatic Voter Registration Doubles Registration
Rate, Reduces Costs for Taxpayers. In 2019, Secretary of State
Jena Griswold worked closely with the Colorado legislature to pass
into law Automatic Voter Registration (AVR) expansion and oversaw
its successful implementation in May 2020. New research shows
how improvements to Colorado’s AVR system made as a result of
this legislation, and through additional administrative improvements,
resulted in an additional 200,000 registered voters per year having
their out-of-date addresses updated and almost doubled the
registration rate for unregistered DMV customers when compared to
the old system.

Colorado Secretary of State engaged in passage of bills to
strengthen Colorado Election Model and Help Small
Businesses. The Department worked on a series of bills that
further secure the state’s elections. These changes included
increasing protections for election officials, workers and voters while
strengthening safeguards around Colorado’s voting equipment and
election systems. The Department also worked on a series of bills to
cut business fees and increase protections from business identity
theft.

Secretary of State’s Office launched New Periodic Reporting
Tool to Make Reporting Easier for Colorado Businesses. The
Department launched a new online process for business entities to
file Periodic Reports. The new process is easy to use, intuitive, and
provides help to filers on each page while using customer-friendly
language. The Department continues to promote our Secure
Business Filing tool to protect businesses against identity theft.
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Colorado adopts rules for elections, campaign finance and
notary services. The Department adopted permanent rule
revisions to the Colorado Department of State Campaign & Political
Finance Rules (8 CCR 1505-6) to implement House Bills 22-1060
(contributions for school district candidates) and 22-1156 (public
official reporting requirements modification). The Department also
adopted a new amendment to Notary Program Rule 2.3 to allow
greater access to notary services for individuals who are deaf, hard
of hearing, and deafblind by authorizing the use of interpreters
during notarial acts. The Department also adopted rules necessary
to implement House Bills 21-1011 (multilingual ballot access for
voters) and 21-1071 (ranked choice voting in nonpartisan elections);
a reorganization and re-adoption of current election security rules;
and permanent adoption of voting system security rules.

Colorado holds successful 2022 Primary, Statewide Recount,
and General Election. In June, Colorado carried out a successful
primary election. Following the Primary, Colorado’s 64 counties
conducted the first state-wide recount in 20 years of the Republican
Primary race for Secretary of State, as well as the recount of the
Republican Primary race for State Senate District 9. The winner in
each race, as initially confirmed by canvass boards and certified by
the Secretary of State on July 25, was confirmed again in the
recount. This November, Colorado held a secure and accessible
General Election with over 2.5 million voters casting a ballot.

RTD, Secretary of State’s Office Partner to Offer Two Zero Fare
Days to Encourage Voter Participation. The Secretary of State’s
Office and Regional Transportation District (RTD), which serves
eight counties in the Denver metro area, held two zero fare days to
encourage voter participation in the General Election. In recognition
of National Vote Early Day and General Election Day, RTD services
were available at no cost to all users on Friday, October 28th, and
Tuesday, November 8th.



INTRODUCTION

The Department of State primarily receives and makes information publicly available. Internet-based electronic filing
and retrieval of information with the Department is favored by the general public, and in many cases, is mandatory.
The Department is continually web-enabling documents and information for its customers.

Even though each division within the Department has its own unique functions, some functions are consistent
across programs, with the common thread being electronic information. For example:

Licensing/Registering. Businesses, charitable organizations, fund raisers, voter registration drives, lobbyists, and durable medical
equipment providers register with the Department. Bingo-raffle organizations are licensed, and notaries public receive commissions
from the State through the Department.

Communicating/Educating. Each division devotes significant time to communicating with and assisting its constituents, the public, the
private sector, governmental bodies, media, and others who require information regarding the Department’s programs.

Records Disclosure. Through its website, the Department’s divisions make available information about businesses in Colorado,
disclosure information of political candidates and committees, and the disclosure reports filed by registered charitable organizations.

Electronic Filings. Most of the records filed with the Department are filed electronically, including business filings, voter registrations,
campaign finance disclosure, administrative rules, lobbyist reports, and charitable organization reports.

In addition to serving as the “keeper of records”, the Secretary of State is the chief election official of the state,
charged with administering statutes that relate directly or indirectly to the conduct of elections for the State of
Colorado.

Legal Authority: The position of Secretary of State is created in Article IV of the Colorado Constitution. The
statutory duties for the Department of State are found in Title 24, Article 21, Colorado Revised Statutes.
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u u
Vision &%
Our vision is to ensure all Coloradans have a voice in our

future, help Coloradans and their businesses thrive, and be
the best at what we do.

Mission #

We make government easy and accessible for people in
order to further democracy, support economic opportunity
for all Coloradans, and demonstrate a standard of integrity
and excellence.

alues

We serve: We strive to put the -~ - We continuously innovate: We

customer first and be responsive work collaboratively to improve
to their needs. We believe in what we do.

government meeting Coloradans
where they are.

We strive for excellence: We
take pride in setting high
standards and aren’t satisfied
with the status quo.

We act with integrity: We put
honesty and public service at the
forefront of everything we do.

We are inclusive: We believe in being
accessible, empowering all people, and
ensuring that everyone’s voice is heard.

Colorado
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Service

Empowering our
Employees

Integrity

Inclusivity

Serving our
Customers

Innovation and
Technology

Innovation

Improving Our
Processes

Excellence

Communication, Accessibility,
and Visibility

Through partnership and
collaboration between
all divisions, we will
continue to diminish the
effect of unconscious
bias and work towards a
more equitable and
inclusive workplace for
all employees

Enhance Department
performance and
increase the knowledge
and skill level of
employees by
encouraging consistent
use of eLearning
platforms, conferences,
and classes in an
equitable and
measurable way
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Ensure expanded and
comprehensive support
to our customers
through enhancements
to systems and
upgrades to learning
resources for staff and
stakeholders

Focus on enhancing
physical and cyber
security for our
Department,
stakeholders, and staff

Streamline and
modernize current
technology in order to
better serve the user
and reduce costs and
technical debt

Dedicate time and
resources to analyzing
specific processes, and
improving them in order
to increase efficiency,
ensure consistency and
better our work

Build credibility and public trust
through transparency,
accessibility, efficiency and
communication

Establish innovative tools and
procedures to improve
Department-wide collaboration;
increasing the ease and
accessibility to communicate
across divisions



EMPOWERING OUR EMPLOYEES

Goal

Objectives FY 2023

Objectives FY 2024

Objectives FY 2025

Through partnership and collaboration
between all divisions, we will continue to
diminish the effect of unconscious bias and
work towards a more equitable and
inclusive workplace for all employees

Colorado
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Through Department-wide information
gathering, team building, communication,
development opportunities, and
assessments we will continue to work
towards a more equitable and inclusive
workplace

Use established EDI efforts to assist in
identifying the effects of unconscious bias,
and addressing its unintended
consequences

Increase division participation and support
of the department Inclusion Council

Build the partnership amongst the
established diverse representative council
and continue to create opportunities for
team building, communication, information
gathering, and development

Review any existing metrics to evaluate the
program’s progress. Revise or create new
measures to ensure the program’s
continued effectiveness.

Use established internal and external
resources to create procedures and
measures to mitigate potential biases in
organizational processes

Solicit regular office-wide feedback on
unconscious bias to promote inclusivity,
and expose any hidden biases within the
organization

Division employee plans and PDs have an
EDI component/focused goal centered
around unconscious bias

Evaluate the goals and accomplishments
of the representative council to asses its
success and progress.

Research current global trends as it
pertains to EDI to ensure that the agency is
using best practices

Analyze the created procedures and
measures to continue the improvement of
organizational processes and establish a
cultural norm of questioning potential areas
of bias

Create additional and varied ways to
collect office-wide feedback. Deliver
resources and communications around
unconscious bias in many formats to
promote inclusion.

Expand the best practices used to address
unconscious bias in our hiring and
managing of personnel



EMPOWERING OUR EMPLOYEES

Goal

Objectives FY 2023

Objectives FY 2024

Objectives FY 2025

Enhance Department performance and
increase the knowledge and skill level of
employees by encouraging consistent use
of eLearning platforms, conferences, and
classes in an equitable and measurable

way

Colorado
» Secretary of State

Increase division participation in eLearning
platform training and national conferences

Expand our division skillset on the use of
Lectora and eLearning best practices

Conduct internal training for program
managers to promote the best use of
elLearning tools



SERVING OUR CUSTOMERS

Goal

Objectives FY 2023

Objectives FY 2024

Objectives FY 2025

Ensure expanded and comprehensive
support to our customers through
enhancements to systems and upgrades to
learning resources for staff and
stakeholders

Colorado
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Improve and expand on the Department's
diverse eLearning technologies to meet the
evolving learning needs of both internal
and external customers

Expand the Division's eLearning courses to
address internal and external education

gaps

Expand online and targeted resources for
counties including training for newly
elected clerks. Provide additional one-on-
one resources for counties.

Objective is dependent on legislative action

Streamline the internal learning experience
by consolidating training resources

Review existing content and incorporate
best practices to enhance website usability
and customer experience through the use
of eLearning technology

Continued professionalization of elections
administration, including additional
resources and training for new clerks and
staff

Modernize courses with the latest
elLearning technology and best practices

Enhance, modernize, and promote
elLearning library content to accommodate
customer needs and feedback

Continued professionalization of elections
administration, including new and updated
online and in-person courses and
advanced training options for seasoned
election administrators
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INNOVATION AND TECHNOLOGY

Goal Objectives FY 2023 Objectives FY 2024 Objectives FY 2025
Focus on enhancing physical and cyber Expanding scope of county inspections Continuing to expand partnerships with Continue to maintain and expand
security for our Department, stakeholders,  and security assessments federal and state partners to improve partnerships with federal and state
and staff security postures partners to improve security postures
Continuing to expand partnership with
state and county IT staff to foster Continuing to support counties in improving Continue to support counties in improving
information sharing and best practices overall security posture of county networks. overall security posture of county networks.
Expedite implementation available federal Assist counties in identifying potential state
Continue work under the Whole of State grant programs and federal grant funds
plan to improve local government's security
posture; objective is to increase coverage Continue work under the Whole of State Continue work under the Whole of State
of county systems under CISA Cyber plan to improve local government's security plan to improve local government's security
Hygiene by 7-10% every year posture; objective is to increase coverage posture; objective is to increase coverage
of county systems under CISA Cyber of county systems under CISA Cyber
Hygiene by 7-10% every year Hygiene by 7-10% every year
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INNOVATION AND TECHNOLOGY

Goal Objectives FY 2023 Objectives FY 2024 Objectives FY 2025
Streamline and modernize current Evaluate current technologies for Modernize online services to improve Modernize online services to improve
technology in order to better serve the user opportunity to modernize, reduce costs and overall user experience (authentications overall user experience (commercial
and reduce costs and technical debt improve the overall user experience and mergers) registered agent)
Modernize online services to improve Continue to eliminate technical debt and Continue to eliminate technical debt and
overall user experience (external oaths) migrate to newer technologies, with an migrate to newer technologies, with an

emphasis on secure cloud-hosted options emphasis on secure cloud-hosted options
Continue to eliminate technical debt and

migrate to newer technologies Mitigate environmental impact and reduce
printing costs by eliminating unnecessary
Improve the Department’s ability to paper documentation

effectively and efficiently complete most
financial transactions in a remote work
environment
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IMPROVING OUR PROCESSES

Goal

Objectives FY 2023

Objectives FY 2024

Objectives FY 2025

Dedicate time and resources to analyzing
specific processes, and improving them in
order to increase efficiency, ensure
consistency and better our work
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Improving transparency and readability of
public facing reports

Expanding online training and other
resources for campaign finance and lobby
laws and regulations

Iteratively improve effectiveness of
performance monitoring of critical systems

Maintain an acceptable level of "unplanned
work" relative to business projects,
technical projects, and planned
maintenance and operational work

Continue integration of modern
development practices to all new
development and retrofit legacy apps into
new pipelines as appropriate

Develop and implement ability to conduct
RLA of instant run-off voting races

Develop and deploy of enhanced
campaign finance and lobbyist reporting
systems

Extend performance and diagnostic
monitoring to non-critical systems as
appropriate

Maintain an acceptable level of "unplanned
work" relative to business projects,
technical projects, and planned
maintenance and operational work

Continue integration of modern
development practices to all new
development and retrofit legacy apps into
new pipelines as appropriate

Continue to improve the RLA process to
create efficiency, reduce erroneous
discrepancies, and increase public
transparency

Expand online training and other resources
for campaign finance and lobby laws and
regulations following implementation of
new system

Continue to evaluate and extend
performance and diagnostic monitoring to
non-critical systems as appropriate

Maintain an acceptable level of "unplanned
work" relative to business projects,
technical projects, and planned
maintenance and operational work

Continue integration of modern
development practices to all new
development and retrofit legacy apps into
new pipelines as appropriate
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COMMUNICATION, ACCESSIBILITY, AND VISIBILITY

Goal

Objectives FY 2023

Objectives FY 2024

Objectives FY 2025

Build credibility and public trust through
transparency, accessibility, efficiency and
communication
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Intentionally commit capacity through
Public Engagement and Public Affairs staff
to engagement with Chambers of
Commerce, business groups, voting rights
organizations, and POC-led organizations

Utilize data analysis software to support
internal decision making and external
stakeholder education

Increase public trust through outreach and
transparent program administration.

Expand remote participation options for
boards and meetings

Improve public interface and advocacy to
increase awareness in under served
communities

Complete initial work for compliance with
state accessibility standards

Foster an environment of openness and
community by providing visibility on
engagement of IT resources supporting
division and department projects and
programs

Increase level of external engagement and
build internal capacity to provide data
analysis services

Enhance public consultation programs

Expanding partnerships to continue
improving the accessibility and usability of
voter resources

Communicate effectively with news media,
community groups, the public, and other
stakeholders on the execution of the 2024
Presidential Election

Expand delivery methods to stakeholders
from under served communities

Refine and improve accessibility of
department websites, published materials,
and official meeting recordings and
materials

Refine and improve strategies for
inclusiveness on department initiatives
requiring technology resources

Incorporate data analysis services in public
outreach efforts

Continue expanding and maintaining
partnerships to continue improving the
accessibility and usability of voter resource

Refine and improve accessibility of
department websites, published materials,
and official meeting recordings and
materials

Refine and improve strategies for

inclusiveness on department initiatives
requiring technology resources
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COMMUNICATION, ACCESSIBILITY, AND VISIBILITY

Goal

Objectives FY 2023

Objectives FY 2024

Objectives FY 2025

Establish innovative tools and procedures
to improve Department-wide collaboration;
increasing the ease and accessibility to
communicate across divisions

Colorado
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Refine and improve integration of
accessible collaboration platforms across
the department

Maintain key task redundancy and cross-
training of knowledge within teams to
insure smooth continuation of operations

Continue buildout of knowledge base and
standard operating procedure assets to
ensure efficient and effective knowledge
sharing

Refine and improve integration of
accessible collaboration platforms across
the department

Broaden peer-to-peer training within
division work units

Continue buildout of knowledge base and
standard operating procedure assets to
ensure efficient and effective knowledge
sharing

Refine and improve integration of
accessible collaboration platforms across
the department

Enhance cross-training with the use of
elLearning tools

Continue buildout of knowledge base and
standard operating procedure assets to
ensure efficient and effective knowledge
sharing
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EMPOWERING OUR EMPLOYEES

GOAL: Through partnership and collaboration between all divisions, we will continue to diminish the effect of unconscious bias and
work towards a more equitable and inclusive workplace for all employees

Objectives Strategies Measures

e  Through Department-wide information e  Implement activities and trainings selected and vetted by the Inclusion e Number of EDI related activities and trainings
gathering, team building, Council that support equity and inclusion. Create opportunities to solicit offered
communication, development feedback and monitor the process to ensure that it is adhering to best e Number of visits to the EDI SharePoint pages
opportunities, and assessments we practices for data collection, inclusiveness, and equity. monthly

will continue to work towards a more .
equitable and inclusive workplace
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Evaluate communication and collaboration strategies to mitigate
organizational silos by using inclusive practices

Utilize the Inclusion Council to assist in the collaboration needed for
continued team building, communication, information gathering, and
development opportunities

Review any existing metrics to evaluate the program’s progress. Revise
or create new measures to ensure the program’s continued
effectiveness.

Using the EDI mission statement and values as the guide, the Inclusion
Council will continue to create opportunities for equity and inclusion and
foster diversity throughout the department

Research current global trends as it pertains to EDI to ensure that the
agency is using best practices

e Number of office communications specifically
promoting EDI

e Number of EDI strategic dashboard items added
and accomplished

Numerical Metric Goals (FY23-24)

e 5 EDI related activities and trainings offered

e 30 views monthly
e 12 office communications around EDI

e 1 per subcommittee - 6 items added and
accomplished
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EMPOWERING OUR EMPLOYEES

GOAL: Through partnership and collaboration between all divisions, we will continue to diminish the effect of unconscious bias and
work towards a more equitable and inclusive workplace for all employees (Continued)

Objectives

Strategies

Measures

e Use established EDI efforts to assistin e
identifying the effects of unconscious
bias, and addressing its unintended

consequences .
e Increase division participation and

support of the department Inclusion °

Council

Colorado
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Use EDI efforts to gather information as it relates to unconscious bias,
its impact on diversity and inclusion, and other aspects of organizational
life

Use data to inform discussions, along with tools and resources to
determine the best practices and strategies for addressing biases

Use established internal and external resources to create procedures
and measures to mitigate potential biases in organizational processes
Solicit regular office-wide feedback on unconscious bias to promote
inclusivity, and expose any hidden biases within the organization
Evaluate effectiveness of ongoing training and activities

Explore ways to quantify the hard-to-measure elements of unconscious
bias (employee engagement, etc.)

Encourage participation and allot appropriate time for employees to
attend and support Inclusion council meetings and activities. Present
monthly briefing to division staff on current inclusion council activities

Number of unconscious bias trainings offered
Number of educational resources provided to
employees

Number of internal norms and best practices
reviewed and improved to address unconscious
bias

Create an open forum and SharePoint dashboard
for feedback and projects to challenge
unconscious bias

# of employees attending Inclusion council
# of division staff meeting briefings

Numerical Metric Goals (FY23-24)

3 unconscious bias trainings offered

24 education resources provided

5 internal norms and best practices reviewed and
improved

1 SharePoint dashboard created

2 employees attending

10 briefings
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EMPOWERING OUR EMPLOYEES

GOAL: Enhance Department performance and increase the knowledge and skill level of employees by encouraging consistent use of
elLearning platforms, conferences, and classes in an equitable and measurable way

Objectives Strategies Measures

e Increase core skills and advance e Increase usage of LinkedIn learning and seminars attendance using e # of training courses attended
employee skill levels across the office employee performance plans to set expectations e # of conferences attended
by utilizing existing eLearning e Regular attendance and leadership roles in MGIR, NASCO, NAGRA, e #of training courses attended

platforms, conferences, and classes

Colorado
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IIBA, IACA, NPA, ACR and CSIA conferences and training

Utilize performance plans requiring minimum Pluralsight or LinkedIn
learning training

Encourage staff to attend conferences and external training
Encourage staff to maintain or attain new certifications

Track and report on staff completed coursework,
conferences, and training

Numerical Metric Goals (FY23-24)

88 training courses attended

24 conferences attended

All employees complete 100% of mandatory
training

All employees participate in at least one seminar,

conference, or training session relevant to
professional improvement

All employees complete at least 2 formal training
classes relevant to regular work duties outside of
mandatory training

18



SERVING OUR CUSTOMERS

GOAL: Ensure expanded and comprehensive support to our customers through enhancements to systems and upgrades to learning

resources for staff and stakeholders

Objectives

Strategies

Measures

e Improve and expand on the °
Department's diverse eLearning
technologies to meet evolving learning o
needs and address the learning gaps
for both internal and external
customers

Colorado
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Continue to develop interactive eLearning to solve Department training
needs

Continue to develop short video tutorials to address single learning
objectives

Identify frequently asked questions and feedback for common areas for
improvement

Use diverse delivery methods to directly meet the learning needs of both
internal and external customers

Analyze feedback to improve the customer experience

Leverage resources at OIT and Cornerstone to improve LMS user
experience

Build eLearning courses for remote notary, UCC and business rebuild
tasks and identify, review and update three existing courses

e Number of eLearning videos created

e Number of interactive courses enhanced with
updated templates and features

e Hours of learning content viewed by employees
e Number of interactive courses created

e Areas of improvement identified and improved
e Number of courses completed

e Number of courses w/ content updated

Numerical Metric Goals (FY23-24)

e 40 videos created

e 15 courses enhanced

e 532 hours

e 86 courses created

e 6 areas identified and improved
e 3 courses updated

e 3 courses completed
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SERVING OUR CUSTOMERS

GOAL: Ensure expanded and comprehensive support to our customers through enhancements to systems and upgrades to learning
resources for staff and stakeholders (Continued)

Objectives

Strategies

Measures

e Provide expanded and comprehensive e
support and oversight to counties

e Increase the development staff to .
meet the backlog of project work

Colorado
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Regularly update all online training courses for legislative and
administrative rule changes and evolving best practices

Identify and develop new online training courses to meet needs of
county clerks (e.g., create a signature verification training course
integrating the Secretary of State’s Signature Verification Guide and
featuring video of a FBI-accredited forensic document examiner)

Continue developing a structured County Support Call schedule with
topical County Support Memos to better align and integrate county
support program with demands of each election cycle, online training
courses, SCORE user documentation, and other training and support
resources offered by the Election Division

Expand on-site county interaction (support, oversight, auditing)

Continue to update and modernize voter registration and elections
management system, including improving list maintenance and
integration, administrative auditing and reporting, development of
signature collection for voters without a state ID, and geospatial
integration

Add additional development headcount through legislation or budget
supplemental

e Regularly solicit county feedback regarding the
quality and efficacy of existing Election Division
training and support programs

e Use county feedback and questions into SCORE
customer support to identify deficiencies in
existing support programs and additional training
and support needs

e Use information collected during county onsite
visits to identify training and support needs in
particular counties

e Report on additional development staff hired

Numerical Metric Goals (FY23-24)

e  County officials currently certified by the
Secretary of State: 365

e Online courses for election official certification: 20

e Number of county consultative visits or audits: 60

e  (Goal is contingent on legislative action during the
2023 session
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INNOVATION AND TECHNOLOGY

GOAL: Focus on enhancing physical and cyber security for our Department, stakeholders, and staff

Objectives Strategies Measures

e Enhance Colorado’s Physical and e Help counties improve physical security for election-related e  Amount of presentations provided to and
Cyber Election Security infrastructure to ensure the safety of staff and election materials engagements with counties on cyber and

e  Work with and support our Department e  Help counties improve cyber security for election related systems physical threats
and its partners to have secure e Work with counties to implement Homeland Security or independent e Number of DHS’ free cyber and physical security
systems by addressing high-impact vulnerability scans reviews provided to counties

vulnerabilities e Provide monthly scanning and reporting for critical and high

vulnerabilities across CDOS infrastructure

Colorado
» Secretary of State

e Percentage of total available grant funding
provided to counties, and amount of additional
funding identified for counties, either through
legislation, additional election related money, or
otherwise

e  Report on percentage of counties performing
Homeland Security scans or independent party
scans against the county infrastructure

e Report on time to mitigate or resolve critical and
high vulnerabilities

Numerical Metric Goals (FY23-24)

e Presentations to counties on physical and cyber

security: 10

e  Free DHS physical and cyber reviews for
counties: 10

e Onboard additional 5 new counties during FY23-
24

e 100% of all vulnerabilities rated “critical” and
“high” are mitigated or resolved within the
timeline specified in our vulnerability
management policy (30 and 60 days
respectively)
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INNOVATION AND TECHNOLOGY

GOAL: Streamline and modernize current technology in order to better serve the user and reduce costs and technical debt

Objectives Strategies Measures

e Evaluate current technologies for e Release online Oaths system to external customers and conduct e # of webinar trainings offered
opportunity to modernize, reduce customer training to include offering an eLearning course e Release no less than 2 biz rewrite component/
costs and improve the overall user e Release additional business filing system products to include LLC transaction
experience amendments, articles of incorporation for profit, and mergers .

Colorado
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Attain 93% bingo/raffle quarterly online filing with focused outreach
Release additional BIC program dashboards to increase visibility of
program and improve on customer awareness of public data

Improve efficiencies and reduction of unnecessary physical printing
between divisions and internally for Finance

Rewrite biz application removing the struts framework and replacing it
with REACT

Review all new application builds for opportunities to upgrade other
Frameworks

Build SCORE 3 moving from the legacy published Citrix application to
new REACT framework

Consolidate ticketing and tracking systems across department

# of online filings of total filings

# of BIC program dashboards released
Collaborate with the Business & Licensing to
reduce remaining paper processes (e.g., Cash
Bag Checkout Process, unnecessary receipts
provided by CSS to Finance, etc.)

Track percentage of applications that have been
moved over to new frameworks

Track each application migration % as the new
framework is implemented

Report on number of ticketing and tracking
systems

Report on cost savings from product elimination
Report on e-mail migration user percentage

Numerical Metric Goals (FY23-24)

10

2 released

93% adoption

1 new BIC dashboard released

1 paper process eliminated

All new development is done on modern
frameworks

Application migration percentages are measured
based on transaction volume of filing activity on
modernized applications

No specific monetary goal for cost savings (since
we retire based on need and opportunity) but we
track cost savings

Achieve 100% migration of user and shared
email accounts from on-premise to hosted 22



INNOVATION AND TECHNOLOGY

GOAL: Streamline and modernize current technology in order to better serve the user and reduce costs and technical debt (Continued)

Objectives Strategies Measures
e Improve the Department’s ability to e Improve the ability of Finance staff to answer requests for information e Proportion of invoices sent to Finance inbox
effectively and efficiently complete from division and executive leadership in a remote work environment e Number of contracts and grant agreements
most financial transactions in aremote e  Where possible within existing rules and laws, enable electronic signed using DocuSign
work environment approvals of contract, interagency agreements, and grant agreements e Number of Procedures modified to reflect
e  Mitigate environmental impact and reduce printing costs by eliminating electronic approvals

unnecessary paper documentation

Numerical Metric Goals (FY23-24)

e 95%
e 35
o 1

Colorado
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IMPROVING OUR PROCESSES

GOAL: Dedicate time and resources to analyzing specific processes, and improving them in order to increase efficiency, ensure
consistency and better our work

Objectives

Strategies

Measures

Continue to improve the RLA process
to make the process more efficient,
reduce erroneous discrepancies, and
increase public transparency

Provide visibility and integrate
performance monitoring and
diagnostic tools into all critical systems
Utilize project priority management
and process improvement to reduce
unplanned work to <10%

Integrate development pipeline
processes, including automation and
testing, across all new software
development work underway in the
department

Continue to foster department-wide
collaboration, buy-in, and
communication around the
development and advancement of the
agency’s legislative agenda

c Colorado
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Satisfy the risk limit for each audit and provide Colorado voters with
statistical confidence that election outcomes are correct

Continue refining training and processes to eliminate discrepancies
attributable to auditor error

Increase transparency of RLAs
Increase accountability of county audit boards in conducting audits
Increase public understanding of risk-limiting audit methodology

Develop and deploy enhancements to the RLA software to incorporate
IRV races into the audit

Expand Dynatrace or build other tools to monitor additional applications
Expand Orion Monitoring across systems infrastructure components
Provide dashboards for critical systems across the department

Utilize tempo timesheets across the IT operations group

For new projects utilize CI/CD process

Create and refine systems for sharing information across divisions
relating to the creation and advancement of the legislative agenda and
reactive legislative work

o  Audit until the risk limit is met

e Investigate reported discrepancies or anomalies
to identify training, process, or technology
improvements for future audits

e Report on the number of systems monitored

e  Report on the number of applications monitored

e  Report on the number of critical applications
available in department dashboards

e Report on unplanned work percentage in IT
Department report

e Evaluate the percentage of build, test, and
release process that is automated

o Weekly legislative update call and/or email
throughout months of the legislative session

Numerical Metric Goals (FY23-24)

e  Elections in which RLA is used: 3

e Total contest audited: 175,988

e Total audited contests with zero discrepancies:
175,863

e 90% of all systems monitored

e  All critical applications monitored using
application performance monitoring tools

e  Enhance monitoring dashboards for all critical
applications

o 70% of all work time categorized to allow us to
measure and report on "unplanned work" time

e Achieve automated pipeline processes for build,
regression testing, and release deployment for
100% of applications built using modern
frameworks

o 18 legislative update meetings for department-
wide staff
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COMMUNICATION, ACCESSIBILITY, AND VISIBILITY

GOAL: Build credibility and public trust through transparency, accessibility, efficiency and communication

Objectives

Strategies

Measures

e Evaluate and improve both public and °
internal communications and
interfaces to increase accessibility and
remove barriers °

Colorado
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Complete CORA requests in a timely way and make the CORA process
more accessible by continuing to upgrade search capabilities, upgrading
the CORA logging system, and promoting transparency

Easing internal operations by effectively communicating rulemaking
procedures through the upgrade the SharePoint website, reference
materials for rulemaking and the on-time completion of the Department
Regulatory Agenda

Pertaining to policy and litigation, ensuring the timely turnaround of legal
analysis, a proactive outreach to Divisions for services, and facilitating
fast turnaround with the Attorney General's Office regarding inquiries
Utilize Jaws to determine current accessibility standards across site in
preparation for an external company assessment in future years

Ensure all new projects and vendor implementations are taking ADA
compliance into account

Build Jira projects with feedback, visibility, and communication across
the department

e Complete CORA requests 98% on time,
separating non-public requests and not entering
P1l when avoidable

e Aim to have legal analysis with a turnaround time
of 48 hours, if possible, and within a reasonable
timeframe if a more complex request

e Report compliance page percentage in Jaws

e Report on new contracts ADA compliance
percentage

e Hold retrospectives after projects or sprints are
completed to determine where improvements can
be made

e  Build customer facing dashboards to increase
visibility of work

Numerical Metric Goals (FY23-24)
e Complete CORA requests 98% on time

e 80% success on legal analysis turnaround time
(for less complex requests)

e (Goal is Digital Certainty Index of 88/100

o 95% of all defined sprints conclude with a formal
sprint retrospective meeting

e 80% of active, large projects have a specific
project dashboard, and work units are
progressing toward having unit-specific boards
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COMMUNICATION, ACCESSIBILITY, AND VISIBILITY

GOAL: Build credibility and public trust through transparency, accessibility, efficiency and communication (Continued)

Objectives

Strategies

Measures

e  Strengthen credibility and public trust .
through relationships, outreach and
accurate and transparent program °
administration

Colorado
» Secretary of State

Increase business leadership engagement and venture capital
participation in InnovateCO initiatives

Develop and release seven public data products across the state
Increase capacity to handle Remote Notarization investigations by
cross-training division staff

Expand on diverse stakeholder feedback for division programs to
include the "pulse of customer" dashboard

Expand connections with county and municipal agencies to provide
business-relevant datasets to CIM

# of business leaders participating in InnovateCO
# of products offered

# of personnel cross trained on RON

# of programs receiving feedback

# of dashboards created

# of datasets added to CIM

Numerical Metric Goals (FY23-24)

2 leaders

7 products

1 cross trained on process

2 new feedback methods

20 new data sources identified

26



COMMUNICATION, ACCESSIBILITY, AND VISIBILITY

GOAL: Build credibility and public trust through transparency, accessibility, efficiency and communication (Continued)

Objectives Strategies Measures
e  Utilize data analysis software to e Update and improve VRD training o The Department will use the number of
support internal decision making and e Celebrate more Eliza Pickrell Routt Award winning schools and increase registration transactions to determine bandwidth

external stakeholder education

Colorado
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participation of high school registrars

Explore ways to enhance automatic voter registration

Expand opportunities to engage in public meetings and rulemaking
processes

Continue increasing Coloradan’s resilience to disinformation and
encouraging Coloradans to use trusted sources, through public
awareness outreach, meetings, Op-Eds, and other articles

Maintain and expand amplification partnerships to increase our ability to
reach Coloradans by partnering with trusted community voices including,
professional athletes, religious and minority groups, and political leaders
Develop two new program dashboards using Power Bl incorporating
new data sources

Identify two new stakeholder groups for targeted education

and hardware necessary to accommodate users
as necessary

e  The Department will continue to evaluate current
technological trends to ensure the best user
experience possible

e Track emailed comments and remote
engagement with Title Board and BEAC

e Track number of Coloradans reached through the
public awareness outreach and success of
partnering with trusted community voices

e  # of program dashboards developed
e # of new stakeholder groups educated

Numerical Metric Goals (FY23-24)

e Online Voter Registration, new registrations:
15,000
e Online Voter Registration: updates: 14,000
o Number of UOCAVA voters ballots accessed
online: 11,000
e Number of UOCAVA voters issued a ballot in the
general election:
e Coordinated: 38,000
e  State Primary: 35,000

e Number of Voter Registration Drives using Online
Voter Registration to register new voters: 65

e Number of schools receiving the Eliza Pickrell
Routt award: 30

e 2 new program dashboards developed
e 2 new stakeholder groups educated
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COMMUNICATION, ACCESSIBILITY, AND VISIBILITY

GOAL: Build credibility and public trust through transparency, accessibility, efficiency and communication (Continued)

Objectives Strategies Measures
e Continue to foster greater connection e Intentionally commit capacity through Public Engagement and Public e Engage directly on policy and programming
to our customers and public through Affairs staff to engagement with Chambers of Commerce, business organizations each year that represent business
deepened community engagement groups, voting rights organizations, and POC-led organizations interests, voting rights, or are POC-led
and intentional communications. e Engage with Spanish language media on key initiatives and programs e Engage with Spanish language media on key
e Increase number of senior community outreach presentations on initiatives and programs
fraudulent charitable solicitations e  # of outreach presentations conducted

Numerical Metric Goals (FY23-24)

e Engagement with at least 30 different
organizations throughout the FY, including
engagement with nine organizations outside of
the Denver Metro (with at least three specific to
diverse communities)

e Two Spanish language media engagements for
general public information

e 6 Outreach presentations
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COMMUNICATION, ACCESSIBILITY, AND VISIBILITY

GOAL: Establish innovative tools and procedures to improve Department-wide collaboration; increasing the ease and accessibility to

communicate across divisions

Objectives

Strategies

Measures

e  Fully implement and utilize a common
office collaboration platform and
project tracking information across
divisions

e Maintain key task redundancy and
cross-training of knowledge within
teams to insure smooth continuation of
operations

Colorado
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Implement Jira SCRUM boards across all development projects
Implement Jira with Big Picture across department
Implement Microsoft Teams, Office Suite and One Drive

Identify key division tasks below 100% redundancy, train additional staff
and update process documentation

Implement confluence knowledge base for Staff support when opening
IT issues

Implement confluence knowledge base for IT Help Desk support
Implement confluence knowledge base for Engineer cross-training

e Tracking number of users with access to Jira

e Report on number of projects utilizing Jira
SCRUM

e Report on number of projects utilizing Big Picture
e Measure user training and adoption
e Percent cross-training redundancy on key tasks

e Report on number of knowledge base areas
implemented

e Report on number of knowledge base articles

Numerical Metric Goals (FY23-24)

e 100% of users for ticketing; Goal is additional 2
work units using Jira for daily activity tracking,
project tracking, etc.

e 100% of development projects are tracked used
Jira scrum

e Transition two large projects to Big Picture
o 100% cross training on key tasks

e Expand categories of knowledge base articles by
two additional work units

e Maintain cadence of 10 new knowledge base
articles each quarter
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