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HOUSE FLOOR AMENDMENT
Second Reading BY REPRESENTATIVE DeGraaf

1 Amend printed bill, page 22, after line 4 insert:

2 "SECTION 21.  In Colorado Revised Statutes, 1-5-601, add (3),
3 (4), and (5) as follows:
4 1-5-601.  Use of voting systems.
5 (3)  ALL ELECTION MANAGEMENT SYSTEMS MUST:
6 (a)  BE AIR-GAPPED FROM EXTERNAL NETWORKS DURING

7 TABULATION;
8 (b)  REQUIRE MULTIFACTOR AUTHENTICATION FOR SYSTEM ACCESS;
9 (c)  MAINTAIN TAMPER-EVIDENT LOGGING OF ALL ADMINISTRATIVE

10 ACTIONS.
11 (4)  COUNTIES SHALL CONDUCT ANNUAL INDEPENDENT

12 CYBERSECURITY ASSESSMENTS CONSISTENT WITH GUIDELINES ISSUED BY

13 THE FEDERAL CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

14 IN THE DEPARTMENT OF HOMELAND SECURITY.
15 (5)  THE SECRETARY OF STATE SHALL PUBLISH A SUMMARY REPORT

16 OF CYBERSECURITY COMPLIANCE ANNUALLY, EXCLUDING SENSITIVE

17 SYSTEM DETAILS.".

18 Renumber succeeding sections accordingly.
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