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CHAPTER 145

CONSUMER AND COMMERCIAL TRANSACTIONS

HOUSE BILL 06-1119

BY REPRESENTATIVE(S) Marshall, Harvey, Madden, Paccione, Berens, Borodkin, Boyd, Butcher, Carroll M., Carroll T.,
Frangas, Gallegos, Hodge, Kerr J., King, Knoedler, Liston, Massey, McCluskey, Penry, Stafford, Todd, White, Witwer, Coleman,
Crane, Larson, Merrifield, Romanoff, Schultheis, Solano, and Vigil;

also SENATOR(S) Keller, Bacon, Dyer, Fitz-Gerald, Groff, Grossman, Hagedorn, Isgar, Kester, Mitchell, Shaffer, Tochtrop, and
Veiga.

AN ACT

CONCERNING SECURITY BREACHES REGARDING PERSONAL IDENTIFYING INFORMATION.

Be it enacted by the General Assembly of the State of Colorado:

SECTION 1. Part 7 of article 1 of'title 6, Colorado Revised Statutes, is amended
BY THE ADDITION OF A NEW SECTION to read:

6-1-716. Notification of security breach. (1) Definitions. AS USED IN THIS
SECTION, UNLESS THE CONTEXT OTHERWISE REQUIRES:

(a) "BREACH OF THE SECURITY OF THE SYSTEM" MEANS THE UNAUTHORIZED
ACQUISITION OF UNENCRYPTED COMPUTERIZED DATA THAT COMPROMISES THE
SECURITY, CONFIDENTIALITY, OR INTEGRITY OF PERSONAL INFORMATION
MAINTAINED BY AN INDIVIDUAL OR A COMMERCIAL ENTITY. GOOD FAITH
ACQUISITION OF PERSONAL INFORMATION BY AN EMPLOYEE OR AGENT OF AN
INDIVIDUAL OR COMMERCIAL ENTITY FOR THE PURPOSES OF THE INDIVIDUAL OR
COMMERCIAL ENTITY IS NOT A BREACH OF THE SECURITY OF THE SYSTEM IF THE
PERSONAL INFORMATION IS NOT USED FOR OR IS NOT SUBJECT TO FURTHER
UNAUTHORIZED DISCLOSURE.

(b) "COMMERCIAL ENTITY" MEANS ANY PRIVATE LEGAL ENTITY, WHETHER
FOR-PROFIT OR NOT-FOR-PROFIT.

(c) "NOTICE" MEANS:

(I) WRITTEN NOTICE TO THE POSTAL ADDRESS LISTED IN THE RECORDS OF THE
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INDIVIDUAL OR COMMERCIAL ENTITY;
(IT)y TELEPHONIC NOTICE;

(IIT) ELECTRONIC NOTICE, IF A PRIMARY MEANS OF COMMUNICATION BY THE
INDIVIDUAL OR COMMERCIAL ENTITY WITH A COLORADO RESIDENT IS BY
ELECTRONIC MEANS OR THE NOTICE PROVIDED IS CONSISTENT WITH THE PROVISIONS
REGARDING ELECTRONIC RECORDS AND SIGNATURES SET FORTH IN 15 U.S.C. SEC.
7001 ET SEQ.; OR

(IV) SUBSTITUTE NOTICE, IF THE INDIVIDUAL OR THE COMMERCIAL ENTITY
REQUIRED TO PROVIDE NOTICE DEMONSTRATES THAT THE COST OF PROVIDING
NOTICE WILL EXCEED TWO HUNDRED FIFTY THOUSAND DOLLARS, THE AFFECTED
CLASS OF PERSONS TO BE NOTIFIED EXCEEDS TWO HUNDRED FIFTY THOUSAND
COLORADO RESIDENTS, OR THE INDIVIDUAL OR THE COMMERCIAL ENTITY DOESNOT
HAVE SUFFICIENT CONTACT INFORMATION TO PROVIDE NOTICE. SUBSTITUTE NOTICE
CONSISTS OF ALL OF THE FOLLOWING:

(A) E-MAIL NOTICE IF THE INDIVIDUAL OR THE COMMERCIAL ENTITY HAS E-MAIL
ADDRESSES FOR THE MEMBERS OF THE AFFECTED CLASS OF COLORADO RESIDENTS;

(B) CONSPICUOUS POSTING OF THE NOTICE ON THE WEB SITE PAGE OF THE
INDIVIDUAL OR THE COMMERCIAL ENTITY IF THE INDIVIDUAL OR THE COMMERCIAL
ENTITY MAINTAINS ONE; AND

(C) NOTIFICATION TO MAJOR STATEWIDE MEDIA.

(d) (I) "PERSONAL INFORMATION" MEANS A COLORADO RESIDENT'S FIRST NAME
OR FIRST INITIAL AND LAST NAME IN COMBINATION WITH ANY ONE OR MORE OF THE
FOLLOWING DATA ELEMENTS THAT RELATE TO THE RESIDENT, WHEN THE DATA
ELEMENTS ARE NOT ENCRYPTED, REDACTED, OR SECURED BY ANY OTHER METHOD
RENDERING THE NAME OR THE ELEMENT UNREADABLE OR UNUSABLE:

(A) SOCIAL SECURITY NUMBER;
(B) DRIVER'S LICENSE NUMBER OR IDENTIFICATION CARD NUMBER,;

(C) ACCOUNT NUMBER OR CREDIT OR DEBIT CARD NUMBER, IN COMBINATION
WITH ANY REQUIRED SECURITY CODE, ACCESS CODE, OR PASSWORD THAT WOULD
PERMIT ACCESS TO A RESIDENT'S FINANCIAL ACCOUNT.

(IT) "PERSONAL INFORMATION" DOES NOT INCLUDE PUBLICLY AVAILABLE
INFORMATION THAT IS LAWFULLY MADE AVAILABLE TO THE GENERAL PUBLIC FROM
FEDERAL, STATE, OR LOCAL GOVERNMENTRECORDS OR WIDELY DISTRIBUTED MEDIA.

(2) Disclosure of breach. (a) ANINDIVIDUAL OR A COMMERCIAL ENTITY THAT
CONDUCTS BUSINESS IN COLORADO AND THAT OWNS OR LICENSES COMPUTERIZED
DATA THAT INCLUDES PERSONAL INFORMATION ABOUT A RESIDENT OF COLORADO
SHALL, WHEN IT BECOMES AWARE OF A BREACH OF THE SECURITY OF THE SYSTEM,
CONDUCT IN GOOD FAITH A PROMPT INVESTIGATION TO DETERMINE THE LIKELIHOOD
THAT PERSONAL INFORMATION HAS BEEN OR WILL BE MISUSED. THE INDIVIDUAL OR
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THE COMMERCIAL ENTITY SHALL GIVE NOTICE AS SOON AS POSSIBLE TO THE
AFFECTED COLORADO RESIDENT UNLESS THE INVESTIGATION DETERMINES THAT THE
MISUSE OF INFORMATION ABOUT A COLORADO RESIDENT HAS NOT OCCURRED AND
IS NOT REASONABLY LIKELY TO OCCUR. NOTICE SHALL BE MADE IN THE MOST
EXPEDIENT TIME POSSIBLE AND WITHOUT UNREASONABLE DELAY, CONSISTENT WITH
THE LEGITIMATE NEEDS OF LAW ENFORCEMENT AND CONSISTENT WITH ANY
MEASURES NECESSARY TO DETERMINE THE SCOPE OF THE BREACH AND TO RESTORE
THE REASONABLE INTEGRITY OF THE COMPUTERIZED DATA SYSTEM.

(b) AN INDIVIDUAL OR A COMMERCIAL ENTITY THAT MAINTAINS COMPUTERIZED
DATA THAT INCLUDES PERSONAL INFORMATION THAT THE INDIVIDUAL OR THE
COMMERCIAL ENTITY DOES NOT OWN OR LICENSE SHALL GIVE NOTICE TO AND
COOPERATE WITH THE OWNER OR LICENSEE OF THE INFORMATION OF ANY BREACH
OF THE SECURITY OF THE SYSTEM IMMEDIATELY FOLLOWING DISCOVERY OF A
BREACH, IF MISUSE OF PERSONAL INFORMATION ABOUT A COLORADO RESIDENT
OCCURRED OR IS LIKELY TO OCCUR. COOPERATION INCLUDES SHARING WITH THE
OWNER OR LICENSEE INFORMATION RELEVANT TO THE BREACH; EXCEPT THAT SUCH
COOPERATION SHALL NOT BE DEEMED TO REQUIRE THE DISCLOSURE OF
CONFIDENTIAL BUSINESS INFORMATION OR TRADE SECRETS.

(c) NOTICEREQUIRED BY THIS SECTION MAY BE DELAYED IF A LAW ENFORCEMENT
AGENCY DETERMINES THAT THE NOTICE WILL IMPEDE A CRIMINAL INVESTIGATION
AND THE LAW ENFORCEMENT AGENCY HAS NOTIFIED THE INDIVIDUAL OR
COMMERCIAL ENTITY THAT CONDUCTS BUSINESS INCOLORADONOT TO SEND NOTICE
REQUIRED BY THIS SECTION. NOTICE REQUIRED BY THIS SECTION SHALL BE MADE IN
GOOD FAITH, WITHOUT UNREASONABLE DELAY, AND AS SOON AS POSSIBLE AFTER
THE LAW ENFORCEMENT AGENCY DETERMINES THAT NOTIFICATION WILL NO LONGER
IMPEDE THE INVESTIGATION AND HAS NOTIFIED THE INDIVIDUAL OR COMMERCIAL
ENTITY THAT CONDUCTS BUSINESS IN COLORADO THAT IT IS APPROPRIATE TO SEND
THE NOTICE REQUIRED BY THIS SECTION.

(d) IF AN INDIVIDUAL OR COMMERCIAL ENTITY IS REQUIRED TO NOTIFY MORE
THAN ONE THOUSAND COLORADO RESIDENTS OF A BREACH OF THE SECURITY OF THE
SYSTEM PURSUANT TO THIS SECTION, THE INDIVIDUAL OR COMMERCIAL ENTITY
SHALL ALSO NOTIFY, WITHOUT UNREASONABLE DELAY, ALL CONSUMER REPORTING
AGENCIES THAT COMPILE AND MAINTAIN FILES ON CONSUMERS ON A NATIONWIDE
BASIS, AS DEFINED BY 15 U.S.C. SEC. 1618a (p), OF THE ANTICIPATED DATE OF THE
NOTIFICATION TO THE RESIDENTS AND THE APPROXIMATE NUMBER OF RESIDENTS
WHO ARE TO BE NOTIFIED. NOTHING IN THIS PARAGRAPH (d) SHALL BE CONSTRUED
TO REQUIRE THE INDIVIDUAL OR COMMERCIAL ENTITY TO PROVIDE TO THE
CONSUMER REPORTING AGENCY THE NAMES OR OTHER PERSONAL INFORMATION OF
BREACH NOTICE RECIPIENTS. THIS PARAGRAPH (d) SHALL NOT APPLY TO A PERSON
WHO IS SUBJECT TO TITLE V OF THE FEDERAL "GRAMM-LEACH-BLILEY ACT", 15
U.S.C. SEC. 6801 ET SEQ.

(3) Procedures deemed in compliance with notice requirements. (a) UNDER
THIS SECTION, AN INDIVIDUAL OR A COMMERCIAL ENTITY THAT MAINTAINS ITS OWN
NOTIFICATION PROCEDURES AS PART OF AN INFORMATION SECURITY POLICY FOR THE
TREATMENT OF PERSONAL INFORMATION AND WHOSE PROCEDURES ARE OTHERWISE
CONSISTENT WITH THE TIMING REQUIREMENTS OF THIS SECTION SHALL BE DEEMED
TO BE IN COMPLIANCE WITH THE NOTICE REQUIREMENTS OF THIS SECTION IF THE
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INDIVIDUAL OR THE COMMERCIAL ENTITY NOTIFIES AFFECTED COLORADO
CUSTOMERS IN ACCORDANCE WITH ITS POLICIES IN THE EVENT OF A BREACH OF
SECURITY OF THE SYSTEM.

(b) AN INDIVIDUAL OR A COMMERCIAL ENTITY THAT IS REGULATED BY STATE OR
FEDERAL LAW AND THAT MAINTAINS PROCEDURES FOR A BREACH OF THE SECURITY
OF THE SYSTEM PURSUANT TO THE LAWS, RULES, REGULATIONS, GUIDANCES, OR
GUIDELINES ESTABLISHED BY ITS PRIMARY OR FUNCTIONAL STATE OR FEDERAL
REGULATOR IS DEEMED TO BE IN COMPLIANCE WITH THIS SECTION.

(4) Violations. THE ATTORNEY GENERAL MAY BRING AN ACTION IN LAW OR
EQUITY TO ADDRESS VIOLATIONS OF THIS SECTION AND FOR OTHER RELIEF THATMAY
BE APPROPRIATE TO ENSURE COMPLIANCE WITH THIS SECTION OR TO RECOVER
DIRECT ECONOMIC DAMAGES RESULTING FROM A VIOLATION, OR BOTH. THE
PROVISIONS OF THIS SECTION ARE NOT EXCLUSIVE AND DO NOT RELIEVE AN
INDIVIDUAL OR A COMMERCIAL ENTITY SUBJECT TO THIS SECTION FROM COMPLIANCE
WITH ALL OTHER APPLICABLE PROVISIONS OF LAW.

SECTION 2. Effective date - applicability. This act shall take effect
September 1, 2006, and shall apply to breaches of the security of the system, as
defined in section 6-1-716 (1) (a), Colorado Revised Statutes, occurring on or after
said date.

SECTION 3. Safety clause. The general assembly hereby finds, determines,
and declares that this act is necessary for the immediate preservation of the public
peace, health, and safety.

Approved: April 24, 2006
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