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OFFICE
OF THE STATE AUDITOR

June 6, 2016
Members of the Legislative Audit Committee:

Included herein is the report of the Statewide Single Audit of the State of
Colorado for the Fiscal Year Ended June 30, 2015. The audit was conducted
under the authority of Section 2-3-103, C.R.S., which authorizes the State
Auditor to conduct audits of all state departments, institutions, and agencies.

The purpose of this report is to present the results of the Statewide Single
Audit for the year ended June 30, 2015. The report includes our reports on
compliance and other matters, and internal control over financial reporting
in accordance with Government Auditing Standards and requirements
related to the federal Office of Management and Budget’s Circular A-133,
Audits of States, Local Governments, and Non-Profit Organizations, and
our audit opinion on the Schedule of Expenditures of Federal Awards. This
report also contains our findings, conclusions, and recommendations, and
the responses of the respective state departments, agencies, and institutions.
Our opinion on the State’s financial statements is presented in the State’s
Comprehensive Annual Financial Report for Fiscal Year 2015, which is
available under separate cover.

This report does not include all of the findings and recommendations related
to audits performed of state departments, agencies, and institutions. Some
findings and recommendations are issued under separate report covers.
However, in accordance with the federal Single Audit Act, this report
includes all findings and questioned costs related to federal awards that came
to our attention through either the Statewide Single Audit or other audits.

The report is intended solely for the use of management and the Legislative
Audit Committee and should not be used for any other purpose. This
restriction is not intended to limit distribution of the report, which, upon
release by the Legislative Audit Committee, is a matter of public record.

DIANNE E. RAY, CPA

STATE AUDITOR

OFFICE OF THE STATE AUDITOR
1525 SHERMAN STREET
7TH FLOOR
DENVER, COLORADO
80203
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STATEWIDE SINGLE AUDIT, FISCAL YEAR ENDED JUNE 30, 2015 STATE OF COLORADO

FINANCIAL AUDIT
FINANCIAL STATEMENT FINDINGS

§  The State’s financial statements covered $35.7 billion in total assets and $29.2 billion
in total expenditures.

§  We have issued an unmodified opinion on the State’s financial statements for the
Fiscal Year Ended June 30, 2015. That means the State’s financial statements
presented fairly, in all material respects, the State’s financial position, results of all
financial operations, and cash flows in conformance with generally accepted
accounting principles.

§  We identified 33 internal control weaknesses related to compliance with internal
control over financial reporting and other matters.

FEDERAL PROGRAM FINDINGS

§ The State expended approximately $11.5 billion in federal funds in Fiscal Year
2015. The four largest federal programs were:
Medicaid: $4.4 billion
Student Financial Assistance: $1.4 billion
Highway Planning and Construction: $837 million
Supplemental Nutrition Assistance Program: $832 million

§  We identified 42 internal control issues related to the State’s compliance with
requirements applicable to major federal programs.

§  We identified nearly $1.3 million in questioned costs related to federal awards
granted to the State. The federal portion of the questioned costs was over
$698,000.

AUTHORITY, PURPOSE, AND SCOPE

OVERVIEW

This report presents our financial
and compliance audit of the State
of Colorado for Fiscal Year 2015.

The report may not include all
financial- and compliance-related
findings and recommendations
from separately issued reports on
audits of state departments,
institutions, and agencies.

However, in accordance with the
federal Single Audit Act, this report
includes all findings and questioned
costs related to federal awards that
came to our attention through our
audit.

We made 63 recommendations to
state agencies and higher education
institutions. Recommendations
may be classified as both financial
and federal; therefore, the total
number of recommendations given
does not match the number noted
in the individual sections of this
summary.

This audit was conducted under the authority of Section 2-3-103, C.R.S., which authorizes the State Auditor to conduct
audits of all departments, institutions, and agencies of state government. The audit was conducted in accordance with
auditing standards generally accepted in the United States of America and with Government Auditing Standards issued by
the Comptroller General of the United States. We performed our audit work during the period of February 2015 through

April 2016. The purpose of this audit was to:

Express an opinion on the State’s financial statements for the Fiscal Year Ended June 30, 2015.

Express an opinion on the State’s Schedule of Expenditures of Federal Awards for the Fiscal Year Ended June 30, 2015.
Review internal accounting and administrative control procedures, as required by generally accepted auditing standards
and Government Auditing Standards.

Evaluate compliance with applicable State and federal laws, rules, and regulations.
Evaluate progress in implementing prior years’ audit recommendations.
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FINANCIAL STATEMENT FINDINGS

This section summarizes our report on the State’s compliance with internal controls
over financial reporting and on compliance and other matters based on an audit of
financial statements performed in accordance with Government Auditing
Standards.

INTERNAL CONTROLS OVER FINANCIAL
ACTIVITY AND FINANCIAL REPORTING

State agencies are responsible for having adequate internal controls in place to
ensure compliance with laws and regulations and with management’s objectives. In
addition, State agencies are responsible for reporting financial activity accurately,
completely, and in a timely manner. As part of our audit, we reviewed State
departments’ internal control processes, including policies and procedures, related
to financial reporting, and tested samples of financial transactions to determine
whether internal controls were adequate and that financial activity was reported
properly. We identified the need for improvements in these areas at the following
State agencies:

§  DEPARTMENT OF AGRICULTURE. The Department has not ensured that basic
internal controls over all financial activities have been developed or updated,
and put into practice. This is classified as a MATERIAL WEAKNESS.

§ OFFICE OF THE GOVERNOR. We identified three areas related to financial
controls in which the Office could make improvements to its operations.
Specifically, we identified the following:

» Controls over Capital Assets. The Office does not have adequate internal
controls in place over the recording of capital assets and related
depreciation. This is classified as a MATERIAL WEAKNESS.

» Internal Controls over Payroll. The Office does not have adequate controls
over its payroll processing. This is classified as a MATERIAL WEAKNESS.

» Internal Controls over Financial Reporting. The Office has not ensured
that basic controls, such as effective secondary review processes over
transactions entered in the State’s financial accounting system, TABOR
revenue accounts, and the preparation of fiscal year-end exhibits, are in
place and operating throughout the Office’s various divisions. This is
classified as a SIGNIFICANT DEFICIENCY.

§  DEPARTMENT OF LABOR AND EMPLOYMENT. The Department lacks adequate

internal controls to ensure that account balances are reconciled regularly and
that necessary corrections to accounts are made in a timely manner. In
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Professional standards define the
following three levels of financial-
related internal control weaknesses.
Prior to each recommendation in
this report, we have indicated the
classification of the finding.

A MATERIAL WEAKNESS is the most
serious level of internal control
weakness. A material weakness is a
deficiency, or combination of
deficiencies, such that there is a
reasonable  possibility that a
material misstatement of the
entity’s financial statements will
not be prevented, or detected and
corrected, on a timely basis.

A SIGNIFICANT DEFICIENCY is a
moderate level of internal control
weakness. A significant deficiency
is a deficiency, or combination of
deficiencies, in internal control that
is less severe than a material
weakness, yet important enough to
merit attention by those charged
with governance.

A  DEFICIENCY IN  INTERNAL
CONTROL is the least serious level
of internal control weakness. A
deficiency in internal control exists
when the design or operation of a
control does not allow
management or employees, in the
normal course of performing their
assigned functions, to prevent, or
detect and correct, misstatements
on a timely basis. Deficiencies in
internal control generally are
reported to agencies in separate
management letters and, therefore,
would not be included in this
report.



addition, the Department also lacks controls to ensure that exhibits contain
accurate information and are submitted to the Office of the State Controller in
a timely manner. This is classified as a MATERIAL WEAKNESS.

DEPARTMENT OF PERSONNEL & ADMINISTRATION’S OFFICE OF THE STATE
CONTROLLER (OSC). The OSC is responsible for managing the financial
affairs of the State of Colorado, which includes management of the State’s
payroll system, the preparation of the State’s financial statements, and
compliance with specific federal reporting requirements. As part of fulfilling
this responsibility, the OSC is the functional business owner of the
Colorado Operations Resource Engine (CORE), the State’s accounting
system, which was implemented in Fiscal Year 2015. The OSC is also the
business owner of the Colorado Personnel Payroll System (CPPS), the
State’s payroll system. As part of being the functional business owner of
these systems, the OSC is responsible for providing guidance on the use of
these systems, overseeing certain access and information security
requirements of these systems, and ensuring that the systems are working in
the way that they are intended. The following bullets describe notable
examples of issues identified that are related to CORE and CPPS:

» InfoAdvantage Financial Reporting. InfoAdvantage is a software
application used as the tool to report information entered into CORE.
Upon CORE implementation, InfoAdvantage reports were not
adequately designed, tested, and validated to ensure the contents of the
reports were accurate and sufficient to satisfy the needs of Statewide
agency/department staff, management, or OSC staff during Fiscal Year
2015. This is classified as a MATERIAL WEAKNESS.

» Labor Allocation. CORE initially was unable to capture timely or accurate
labor allocation costs during Fiscal Year 2015. The Colorado Labor
Allocation System and Payroll Accounting Management module systems
initially did not work as intended, and the OSC did not sufficiently test the
systems prior to the implementation of CORE. This is classified as a
MATERIAL WEAKNESS.

» CORE Edit Controls. Due to difficulties with implementing CORE, the
OSC did not review and configure data fields to require entry of detailed
information for certain classes of transactions prior to the beginning of
Fiscal Year 2015. The OSC performed a review and reconfigured required
data fields for all classes of transactions 11 months subsequent to CORE
implementation. This is classified as a SIGNIFICANT DEFICIENCY.

» Depreciation of Capital Assets. Capital assets were not depreciated on an
appropriate basis, assets obtained prior to Fiscal Year 2015 may have
inappropriate depreciation expense, and the automatic calculation of
depreciation resulted in large adjusting entries and missing depreciation.
This is classified as a MATERIAL WEAKNESS.

» Quarterly Reporting. We found that the OSC did not collect all required
quarterly reports, not all collected quarterly reports contained the
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Our opinion on the financial
statements is presented in the
State’s Comprehensive  Annual
Financial Report for Fiscal Year
2015, which is  available
electronically from the Office of the
State Controller’s website at:

HTTPS://WWW.COLORADO.GOV/PACIFIC/OSC/
CAFR.



requested information, and the diagnostic reports necessary for quarterly
reporting were not timely and contained errors. This is classified as a
SIGNIFICANT DEFICIENCY.

» Beginning Balances. The amounts posted in CORE for the beginning
balances for the State’s balance sheet accounts at the start of Fiscal Year
2015 were not accurate and required OSC adjustments to correct the
balances as well as department adjustments to further allocate the
balances. Further, the beginning balances were not fully reconciled until
December 2015, or 18 months later. This is classified as a SIGNIFICANT
DEFICIENCY.

» Central Payroll Reporting Staff have not ensured that effective internal
controls over federal payroll withholding requirements and payment
reporting are in place. We found that, while the OSC Central Payroll Unit
filed all amended returns to address errors identified in our Fiscal Year
2014 audit, the Unit continued to make reporting errors and did not
otherwise comply with federal payroll regulations during Fiscal Year 2015.
This is classified as a MATERIAL WEAKNESS.

§ DEPARTMENT OF PUBLIC SAFETY. The Department lacks adequate internal
accounting and administrative controls to reasonably ensure that
transactions are properly entered into CORE and that financial and federal
reporting is accurate and reliable. This is classified as a Significant
Deficiency.

INTERNAL CONTROLS OVER INFORMATION
TECHNOLOGY SYSTEMS

State agencies, often in cooperation with the Governor’s Office of Information
Technology (OIT), are responsible for implementing, maintaining, and
adequately securing the State’s computer systems. During our Fiscal Year 2015
audit, we determined that some State agencies' internal controls did not comply
with information technology and information security related standards and/or
the Colorado Information Security Policies. The following bullets describe
notable examples of these issues:

§ GenTax Information Security. We identified issues at the Department of
Revenue and OIT with the State’s taxation system, GenTax, related to new
user access, an inadequate access reconciliation process for the GenTax
application and supporting systems, inadequate audit log procedures, and a
lack of controls over accounts with access to Federal Taxpayer Information
data. This is classified as a SIGNIFICANT DEFICIENCY.

§ GenTax Change Management. OIT did not implement all necessary
controls to properly oversee the process to manage changes made within the
GenTax system. This is classified as a SIGNIFICANT DEFICIENCY.

§ CORE Application Implementation. The OIT project manager reports
indicated that up until May 2014, or 2 months prior to go live, the CORE
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implementation schedule was “at risk and there was no approved
mitigation plan to address the problems.” In total, the project manager
reports indicated that the project had been in an “at risk™ state since
November 2013, or for 7 months prior to the system implementation. This
is classified as a MATERIAL WEAKNESS.

§ CORE Application Implementation — Statutory Compliance. We found that
OIT did not follow all required procedures, or did not produce
documentation during project planning to meet statutory requirements. This
is classified as a SIGNIFICANT DEFICIENCY.

§ CORE Interface Server Configurations: We identified issues at OIT related
to information security and change management within the interface server.
This is classified as a SIGNIFICANT DEFICIENCY.

§ CORE Interface Server Logical Access Controls. OIT failed to implement
required account management access controls over the CORE interface
server. This is classified as a SIGNIFICANT DEFICIENCY.

§ Colorado Personnel Payroll System (CPPS). We identified problems at the
Department of Personnel & Administration and OIT related to
configuration and account management of the mainframe system. This is
classified as a MATERIAL WEAKNESS.

§  CPPS Audit log Reports. OIT failed to implement required IT controls over
the CPPS application audit logs. This is classified as a SIGNIFICANT
DEFICIENCY.

§ CPPS Change Management. OIT staff did not follow all required Colorado
Information Security Policies for ensuring that provisioned access was
appropriate and access reviews to the change management environments
were completed during Fiscal Year 2015. This is classified as a SIGNIFICANT
DEFICIENCY.

FEDERAL PROGRAM FINDINGS

This section summarizes our report on the State’s compliance with requirements
applicable to major federal programs and internal controls over compliance in
accordance with the federal Office of Management and Budget’s Circular A-133,
Audits of States, Local Governments, and Non-Profit Organizations. We planned
and performed the audit to obtain reasonable assurance about whether
noncompliance with the types of compliance requirements that could have a direct
and material effect on a major federal program had occurred. As part of our audit,
we determined the State’s compliance with federal regulations and grant
requirements, such as activities allowed or unallowed, allowable costs, cash
management, eligibility, reporting, and subrecipient monitoring.



INTERNAL CONTROLS OVER FEDERAL
PROGRAMS

The following table shows the breakout of types of internal control weaknesses
over compliance with federal requirements that we identified during our Fiscal Year
2015 audit. Prior to each recommendation in this report, we have indicated the
classification of the finding.

FEDERAL COMPLIANCE
INTERNAL CONTROL WEAKNESSES
FISCAL YEAR 2015

11 FINDINGS
26%

B MATERIAL WEAKNESS

M SIGNIFICANT DEFICIENCY

31
FINDINGS
74%

COMPLIANCE WITH FEDERAL PROGRAM
REQUIREMENTS AND FEDERAL REPORTING

Various State departments administer federal programs in Colorado and are
required to comply with federal program requirements. We identified problems
with several departments’ compliance with those requirements. In the following
bullets, we first discuss federal compliance issues at two departments—the
Department of Human Services and the Department of Health Care Policy and
Financing—that administer the State’s largest federal programs that provide health
care and human services benefits. We also describe federal compliance problems at
two other state agencies that administer federal programs.

§  DEPARTMENT OF HUMAN SERVICES. We identified the following examples of

federal compliance issues with the Department’s administration of its federal
programs:
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» Cash Management. The Department did not request federal
reimbursement for expenditures in a timely manner during Fiscal Year
2015. This is classified as a MATERIAL WEAKNESS.

» Supplemental Nutrition Assistance Program (SNAP). The Department has
not fully implemented its SNAP corrective action plan as demonstrated by
reducing the SNAP payment error rate to a level at or below the national
average for eligible and ineligible cases and requiring county caseworkers
to attend SNAP training on at least an annual basis. This is classified as a
MATERIAL WEAKNESS.

» Vocational Rehabilitation Program (Program). We found that staff
training and supervisory reviews have not been effective in ensuring that
Program counselors comply with Program requirements. In addition, the
Department’s monitoring process over the Program does not appear to be
effective in identifying and addressing the types of errors identified through
our audits. This is classified as a SIGNIFICANT DEFICIENCY.

» Temporary Assistance for Needy Families Program. Based on our review
of the Department’s Work Participation Rates (WPRs) for Federal Fiscal
Years 2010 through 2013, and its related communication from HHS, we
found that the Department missed its required WPRs for 2 of the 4 Fiscal
Years. In addition, we noted that the Department’s calculated WPRs have
declined over the past 4 Fiscal Years. Further, the Department did not
provide adequate guidance and training to counties over the
documentation of work activity hours in CBMS; case file documentation;
and addressing Income, Eligibility, and Verification System hits. This is
classified as a SIGNIFICANT DEFICIENCY.

» Colorado Child Care Assistance Program. The Department did not
properly monitor the counties or provide adequate training to county
caseworkers regarding eligibility and case management procedures. This is
classified as a SIGNIFICANT DEFICIENCY.

DEPARTMENT OF HEALTH CARE POLICY AND FINANCING. We identified
SIGNIFICANT DEFICIENCIES in the Department’s federal reporting and
certification of personnel costs for both the Medicaid and the Children’s
Basic Health Plan (CBHP) programs. SIGNIFICANT DEFICIENCIES for the
Medicaid program were also identified due to lack of case file
documentation, inadequate tracking of survey and certification
requirements, and claims processing.

DEPARTMENT OF EDUCATION. The Department was not in compliance with the
required draw pattern approved under the federal Treasury-State Cash
Management Improvement Act agreement for the Child Nutrition Grants,
Special Education (IDEA) grants, and Title 1 Grants to Local Educational
Agencies. This is classified as a SIGNIFICANT DEFICIENCY.

DEPARTMENT OF TRANSPORTATION. We identified federal compliance issues
with the Department’s administration of its federal programs, as follows:

»  Subrecipient Monitoring. The Department does not have a fully developed
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subrecipient monitoring plan in place which clearly defines the frequency
and the nature of subrecipient monitoring activities that will be performed.
This is classified as a MATERIAL WEAKNESS.

» Cash Management. The Department was not in compliance with the
required draw pattern approved under the Treasury-State agreement for
the Highway Planning and Construction grant. This is classified as a
SIGNIFICANT DEFICIENCY.

SUMMARY OF PROGRESS IN IMPLEMENTING
PRIOR RECOMMENDATIONS

This report includes an assessment of our disposition of audit recommendations
reported in previous Statewide Single Audit Reports. Prior years’ recommendations
that were fully implemented in Fiscal Year 2014 or earlier are not included.

OUTSTANDING STATEWIDE SINGLE AUDIT REPORT
RECOMMENDATIONS
BY FISCAL YEAR
2014 2013 2012 2011 2010 2009 2008

IMPLEMENTED [l 38 5 3 0 1 0 1
PARTIALLY - gl o lo o |o
IMPLEMENTED

Nor n 8 0 0 O 0O 0 O
IMPLEMENTED

DEFERRED | 2 1 0 O O 0 0
NoOT AppLICABLE [ 0 0 0
m--n-“-
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STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

FINANCIAL STATEMENTS

Type of auditor’s report issued: UNMODIFIED.

INTERNAL CONTROL OVER FINANCIAL REPORTING
Material Weakness Identified? YES
Significant deficiencies identified that are not
considered to be material weaknesses?
Noncompliance material to financial
statements noted?

=S

FEDERAL AWARDS

Type of auditor’s report issued on compliance for major programs:
MODIFIED FOR ALL MAJOR PROGRAMS.

INTERNAL CONTROL OVER MAJOR PROGRAMS
Material Weakness Identified? YES

Significant deficiencies identified that are

. ) YES
not considered to be material weaknesses?

Any audit findings disclosed that are
required to be reported in accordance with
Section 510(a) of OMB Circular A-133?

IDENTIFICATION OF MAJOR PROGRAMS

CFDA NUMBER NAME OF FEDERAL PROGRAM OR CLUSTER
Supplemental Nutrition Assistance Program,
10.551, 10.561 State Administrative Matching Grants for the

Supplemental Nutrition Assistance Program
(SNAP Cluster)
School Breakfast Program, National School
10.553, 10.555, Lunch Program, Special Milk Program for
10.556, 10.559 Children, Summer Food Service Program for
Children (Child Nutrition Cluster)
Child and Adult Care Food Program
(CACFP)
Distribution of Receipts to State and Local
Governments
17.225 Unemployment Insurance

10.558

15.227



IDENTIFICATION OF MAJOR PROGRAMS

CFDA NUMBER

17.258, 17.259,
17.278

20.205, 20.219

84.010
84.027, 84.173
84.032
84.126
93.268
93.558
93.563

93.575, 93.596

93.767

93.775, 93.777,
93.778

93.959

97.036

Various
Various

NAME OF FEDERAL PROGRAM OR CLUSTER
WIA/WIOA Adult Program, WIA/WIOA
Youth Activities, WIA/WIOA Dislocated
Worker Formula Grants (WIA/WIOA
Cluster)

Highway Planning and  Construction,
Recreational Trails Program

(Highway Planning & Construction Cluster)
Title 1 Grants to Local Educational Agencies
Special Education — Grants to States, Special
Education — Preschool Grants (IDEA Cluster)
Family Federal Education Loans
Rehabilitation Services - Vocational
Rehabilitation Grants to States

Immunization Cooperative Agreements
Temporary Assistance for Needy Families
(TANF)

Child Support Enforcement

Child Care and Development Block Grant,
Child Care Mandatory and Matching Funds
of the Child Care and Development Fund
(CCDF Cluster)

Children’s Health Insurance Program

State Medicaid Fraud Control Units, State
Survey and Certification of Health Care
Providers and Suppliers (Title XVIII)
Medicare, Medical Assistance Program
(Medicaid Cluster)

Block Grants for Prevention and Treatment of
Substance Abuse

Disaster Grants - Public  Assistance
(Presidentially Declared Disasters)

Research and Development Cluster

Student Financial Aid Cluster

Dollar threshold used to distinguish between type A and B programs:

$29 MILLION.

Auditee qualified as low-risk auditee?

I-11
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CLASSIFICATION OF FINDINGS
STATE OF COLORADO STATEWIDE SINGLE AUDIT
FISCAL YEAR ENDED JUNE 30, 2015

SIGNIFICANT DEFICIENCY IN
MATE(,'?A@‘:-S\Q{E?SNESS DEFICIENCY INTERNAL CONTROL
(Moderately Serious) (Least Serious) GRAND

FEDERAL FEDERAL FEDERAL TOTALS
FINANCIAL FINANCIAL FINANCIAL
PROGRAM PROGRAM PROGRAM
REPORTING REPORTING REPORTING
COMPLIANCE COMPLIANCE COMPLIANCE

AGENCY

AGRICULTURE
CORRECTIONS =
EDUCATION

OFFICE OF THE
GOVERNOR

HEALTH CARE
PoLicy AND
FINANCING

HIGHER
EDUCATION

[
1

[N

o

HISTORY
COLORADO

HUMAN SERVICES =

JUDICIAL
DEPARTMENT

LABOR AND 1
EMPLOYMENT
LAw -

LOCAL AFFAIRS =

NATURAL
RESOURCES

MILITARY AFFAIRS

PERSONNEL & 5 3 i )
ADMINISTRATION

PuBLIC HEALTH
AND - - - - - -
ENVIRONMENT

PuBLIC SAFETY - - - - -

REGULATORY
AGENCIES

REVENUE - -
STATE - -

OFFICE OF THE
STATE TREASURER

TRANSPORTATION -

:

* Findings may be classified as both financial reporting and federal program compliance internal control weaknesses. Therefore,
the total number of findings reported in this table may not equal the total number of recommendations in the report.
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DEPARTMENT OF
AGRICULTURE

The Department of Agriculture (Department) regulates, promotes, and
supports various agriculture activities throughout Colorado.
Department personnel perform a wide range of services including
regulatory and inspection services; agricultural-related policy analysis;
and efforts to foster and encourage the standardizing, grading,
inspection, labeling, handling, storage, and marketing of agricultural
products. The Department is composed of the following eight
divisions:

Animal Health Division

Brand Inspection Division

Colorado State Fair

Commissioner’s Office

Conservation Services Division

Inspection and Consumer Services Division
Markets Division

Plant Industry Division

w W W W L W W W

In Fiscal Year 2015, the Department was appropriated a total of
approximately $44 million in federal and state funds and about 274
full-time-equivalent (FTE) staff.

The following charts show the appropriations by funding source and
FTE staff by major areas, respectively, within the Department for
Fiscal Year 2015.

IR
=
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STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

DEPARTMENT OF AGRICULTURE
FISCAL YEAR 2015 APPROPRIATIONS
BY FUNDING SOURCE (IN MILLIONS)

REAPPROPRIATED
FUNDS
$1.6

FEDERAL FUNDS
$4.1

CASH FUNDs
$29.2

GENERAL FUND
$9.3

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

DEPARTMENT OF AGRICULTURE
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

COMMISSIONER'S
OFFICE AND
ADMIN SERVICES
19

BRAND BOARD
59

AGRICULTURAL
SERVICES

AGRICULTURAL 123

MARKETS DIVISION
41

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

We identified one overall area in which the Department could make
improvements to its operations related to financial controls.



ACCOUNTING CONTROLS

The Department’s Business Services Unit (Unit), within the
Commissioner’s Office, is responsible for all financial reporting,
including the accuracy and completeness of financial transactions
recorded in the State’s accounting system, Colorado Operations and
Resource Engine (CORE). The Department’s payroll transactions are
processed by the State’s payroll system, the Colorado Personnel
Payroll System (CPPS), and posted in CORE automatically.

The Brands Division (Division) inspects and verifies ownership of
more than 4 million livestock. Under the Division’s livestock brand
registration cycle, which occurs every 5 years, a fee is assessed on
every brand issued by the Division. Livestock owners are required to
pay the fee in the first year of the cycle or be subject to a late fee and
the non-renewal of their respective brand. The Division recognizes the
fee as revenue over the 5-year period of the brand registration.
Division staff track the revenue associated with the brand registration
fee assessments received on a monthly basis, calculate the amount of
revenue to be recognized annually, and reconcile this information with
the revenue recorded in CORE for the brand registration fees for the
fiscal year.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

To assess the Department’s internal controls over its financial
accounting and reporting processes, we inquired if the Department
had developed and implemented formal policies and procedures over
all financial activities during Fiscal Year 2015. We performed physical
walkthroughs over various financial processes and made inquiries
about the Department’s controls over processing of payroll
transactions, including monitoring payroll data as the information was
posted in CORE, during Fiscal Year 2015.

-3
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The purpose of the audit work was to assess the adequacy and
effectiveness of the Department’s internal controls over financial
activities, including its overall control environment, during Fiscal Year
2015.

Additionally, we reviewed the Department’s progress in implementing
our Fiscal Year 2014 audit recommendation to strengthen the
Department’s internal controls over financial activities within the Unit
and Brands Division. This recommendation included formalizing
written policies and procedures over all financial activities, providing
adequate internal controls training to staff, enforcing existing policies
and procedures for Brand Inspectors, and changing the reporting
structure of staff performing financial activities within the Brand
Division. The Department agreed with our audit recommendation and
planned to implement it by June 2015.

HOW WERE RESULTS OF THE AUDIT
WORK MEASURED?

We measured our results against the following criteria:

State Fiscal Rule 1-8, Preaudit Responsibility for Accounting
Documents and Financial Transactions, issued by the Office of State
Controller, requires state departments to “implement internal
accounting and administrative controls that reasonably ensure that
financial transactions are accurate, reliable, and conform to state fiscal
rules.” Examples of these internal controls would be written policies
and procedures, periodic reconciliations of amounts to CORE, and
periodic staff training over policies and procedures.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Our Fiscal Year 2015 audit identified several issues with the
Department’s financial and accounting processes:



§ The Department did not perform monthly payroll reconciliations
between CPPS and CORE. We requested four monthly
reconciliations to ensure that payroll information was properly
documented, reconciled, reviewed and recorded during Fiscal Year
2015. Based on the test work performed, we determined that the
Department did not prepare monthly reconciliations of payroll
data during Fiscal Year 2015. As a result, the Department cannot
ensure that payroll information recorded in CORE is accurate and
complete, as required by State Fiscal Rules.

§ The Department did not fully implement our prior year audit
recommendation. We noted that the Department instituted
segregation of duties and secondary review processes during Fiscal
Year 2015, however, the Department still needs to implement the
remaining parts of our prior year recommendation. Specifically,
the Department failed to:

Formalize its financial policies and procedures across all
divisions, and enforce the policies and procedures for staff
including Division inspectors at the district level.

Provide staff training on the effective implementation of
internal controls and related procedures over financial
activities.

Consider reorganizing the Division’s accounting staff to ensure
more consistent internal controls are followed across the
Department.

WHY DID THESE PROBLEMS OCCUR?

The Department has not ensured that basic internal controls including
documented formal policies and procedures over all financial activities
have been developed or updated, and put into practice. The
Department reported that it had postponed the formalization of the
policies and procedures and reorganization of the Division until
February 2016 due to staff turnover. Due to this delay, the
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Department has also not provided any training to staff to stress the
importance of properly designed controls over financial activities and
effectively performing those controls.

WHY DO THESE PROBLEMS MATTER?

Without performing regular reconciliations between the payroll
information contained in CPPS and payroll expenses reported in
CORE, the Department cannot ensure the accuracy and completeness
of its payroll expenditures for Fiscal Year 2015. This is significant
because the Department paid out nearly $22.8 million in payroll
during Fiscal Year 2015. Further, formalizing and implementing
written policies and procedures that prescribe strong internal controls,
and requiring staff to effectively perform those controls will aid in
reducing errors and omissions, as well as detecting and correcting
errors that occur in a more timely manner.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.

RECOMMENDATION
2015-0001

The Department of Agriculture (Department) should strengthen its
internal controls over financial activities by:

A Performing monthly reconciliations of payroll data between the
State’s payroll system, Colorado Personnel Payroll System (CPPS),
and the State’s accounting system, the Colorado Operations
Resource Engine (CORE).

B Formalizing and enforcing written policies and procedures over all
financial activities, including the inspectors at the Brand Division.

C Providing adequate training to staff over the effective
implementation and performance of internal control procedures.



D Considering the reorganization of the Brand Division’s accounting
staff to ensure more consistent internal controls are followed
across the Department.

RESPONSE

A AGREE. IMPLEMENTATION DATE: JULY 2016.

The Department agrees and will begin performing monthly
reconciliations of payroll data between CPPS and CORE.

B AGREE. IMPLEMENTATION DATE: JuLY 2016.

The Department will formalize and enforce policies and procedures
for all financial activities.

C AGREE. IMPLEMENTATION DATE: JuLY 2016.

The Department will train staff on new and existing policies to
enforce the importance of properly designed controls.

D  AGREE. IMPLEMENTATION DATE : JUNE 2016.

The Department will consider reorganizing the Brand Division’s
accounting staff.

T
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OFFICE OF THE
GOVERNOR

The Office of the Governor (Office) is responsible for carrying out the
directives of the Governor of the State of Colorado. In addition to the
Governor’s Office, the Office also comprises the following:

Office of the Lieutenant Governor
Office of State Planning and Budgeting
Office of Economic Development and International Trade
(OEDIT)
§ Office of Information Technology (OIT)

In Fiscal Year 2015, the Office was appropriated a total of
approximately $293 million in federal and State funds and
approximately 1,073 full-time-equivalent (FTE) staff.

The following charts show the appropriations by funding source and
FTE staff by major areas, respectively, within the Office for Fiscal
Year 2015.

OFFICE OF THE GOVERNOR
FISCAL YEAR 2015 APPROPRIATIONS
BY FUNDING SOURCE (IN MILLIONS)

FEDERAL FUNDS
$6.4

GENERAL FUND

$35.0
REAPPROPRIATED
FUNDS
$210.0 CASH FUNDs
$41.9

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.
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OFFICE OF THE GOVERNOR
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

OFFICE OF THE
GOVERNOR
67

OFFICE OF THE LT.
GOVERNOR
5

OFFICE OF STATE
PLANNING AND
BUDGETING

19

OFFICE OF OFFICE OF
INFORMATION EcoNnomiIc
TECHNOLOGY DEVELOPMENT

AND
INTERNATIONAL
TRADE
56

926

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

We identified 14 overall areas which the Office could make
improvements to its operations—three related to financial controls,
and eleven related to information technology controls. Seven of the
areas related to information technology are located in the Office of the
Governor chapter within SECTION Ill: FEDERAL AWARD FINDINGS.

CONTROLS OVER
CAPITAL ASSETS

The Office’s accounting and finance staff are responsible for all
financial reporting, including accurate accounting and reporting for
the Office’s capital assets, including the Colorado Operations
Resource Engine (CORE), the State’s accounting system that was
implemented in Fiscal Year 2015. As of June 30, 2015, the Office had
capital assets totaling approximately $214 million recorded in its
accounting records, including $45 million for CORE. Responsibilities
related to the processing and recording of expenditures for CORE
through Fiscal Year 2015 were shared between the Office and the
Office of the State Controller (OSC) within the Department of
Personnel & Administration (DPA). The OSC is the business owner of



CORE, and is therefore responsible for approving payment for CORE
expenditure invoices whereas the Office is responsible for
appropriately accounting for and reporting all CORE-related
transactions.

Expenditures related to capital assets can be either expensed or
capitalized based on the nature of the expenditure and relevant rules
and regulations. An expense is recorded immediately and the full
amount is included as an expense for the current fiscal year. In
contrast, expenditures meeting criteria for capitalization should be
recorded as an asset, and capitalized, and expensed as depreciation
over time. Criteria for capitalization include whether the purchase is
over an established dollar threshold, is expected to benefit future
years, and/or meets other accounting requirements.

Office staff indicated that the CORE asset will be transferred from
OIT’s accounting records to DPA’s accounting records as of Fiscal
Year 2016; therefore, the OSC will have responsibility for
appropriately accounting for and reporting CORE expenditures as of
that time.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

For Fiscal Year 2015, we performed testwork to determine whether
the Office had adequate internal controls in place related to the
financial accounting and reporting of the Office’s capital assets and
depreciation and to determine whether the Office was in compliance
with its own capital asset policies. To achieve our audit objectives, we
reviewed additions made by Office staff to the CORE asset during
Fiscal Year 2015 and relevant supporting documentation, as well as
the related depreciation entries to determine whether additions were
appropriately capitalized and whether the CORE asset was
depreciated in accordance with State Fiscal Rules and regulations.
Specifically, we reviewed significant additions totaling approximately
$12 million that were capitalized to CORE during Fiscal Year 2015.
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We reviewed the invoices and supporting documentation to determine
whether these expenditures were appropriately capitalized in
accordance with Governmental Accounting Standards Board
Statement No. 51 (GASB 51), Accounting and Financial Reporting for
Intangible Assets requirements, and State Fiscal Rules.

The purpose of the audit work was to determine whether the Office
had adequate internal controls in place over the accounting and
reporting of capital assets and related depreciation, and to determine
the Office’s actions taken to implement our Fiscal Year 2014
recommendation related to capital assets. At that time, we
recommended that the Office formalize policies and procedures over
all financial accounting areas, including capital assets, and provide
adequate training to personnel to ensure accurate financial accounting
and reporting at year-end. The Office agreed with our
recommendation and planned to implement it by June 2015.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following:

§ GASB 51 was issued to aid governments in the recognition of, and
accounting for, intangible assets such as government-developed
software. The guidance in GASB 51 outlines phases during the
design and construction of intangible assets in which expenditures
should be expensed or when they should be capitalized as part of
the asset. Specifically, GASB 51 provides that when an asset is
placed into service, any expenditure associated with the *““post-
implementation/operation stage” should be expensed. Activities in
post implementation stage include training and software
maintenance. According to GASB 51, expenditures at this stage
should only be capitalized if they are related to the continuing
design and construction of software, and they increase the
software’s functionality or its efficiency or extend its estimated
useful life. Guidance also clearly indicates that training



expenditures incurred at any stage of software development need
to be expensed.

§ State Fiscal Rule 1-8, Preaudit Responsibility for Accounting
Documents and Financial Transactions, requires that State
departments implement internal accounting and administrative
controls that reasonably ensure that financial transactions are
accurate, reliable, and conform to State Fiscal Rules.

§ Fiscal Procedures Manual (Manual), Chapter 4, Section 2.12,
provides additional guidance on accounting and reporting of
intangible assets of the State. For example, it states that
capitalization of costs related to a software project should “cease
no later than the point at which a computer software project is
substantially complete and ready for its intended use.”

§ Fiscal Procedures Manual, Chapter 4, Section 2.7, also provides
that all “exhaustible fixed assets™ be depreciated using the straight-
line method with estimated salvage value (department option). The
Department may determine the asset’s estimated useful life, or may
use guidance contained in the Manual. It also provides that the
depreciation guidance applies equally to assets that are amortized,
such as software and other intangibles, and depreciable fixed
assets.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Overall, we identified problems with the Office’s capitalization of
expenditures and calculation of depreciation of CORE for Fiscal Year
2015.

EXPENDITURES FOR CORE TOTALING APPROXIMATELY $5 MILLION
WERE INCORRECTLY CAPITALIZED WHEN THEY SHOULD HAVE BEEN
EXPENSED. These expenditures represented training and post-
implementation support and were not related to the continuing design
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and/or construction of CORE. As a result, the CORE asset was
overstated on the Office’s accounting records by approximately $5
million as of June 30, 2015. As of the end of our audit, the Office had
submitted a correcting entry related to training expenses for
approximately $718,000, but the Office had not taken any steps to
correct the errors identified related to post-implementation support.

CORE DEPRECIATION WAS REPORTED INCORRECTLY ON THE OFFICE’S
ACCOUNTING RECORDS. We found that depreciation was not calculated
in accordance with the Manual. Specifically, we noted that
depreciation expense for CORE was underreported by approximately
$1.2 million as of fiscal year-end. In addition, due to the incorrect
capitalization of expenditures identified above, the depreciation
expense was overstated by approximately $490,000 resulting in
overall understatement of approximately $730,000 as of fiscal year-
end.

WHY DID THESE PROBLEMS OCCUR?

Overall, the Office does not have adequate internal controls in place
over the recording of capital assets and related depreciation. We
identified the following specific reasons for the problems identified:

§ LACK OF FORMALIZED POLICIES AND PROCEDURES AND TRAINING.
We noted that the Office had started drafting policies and
procedures related to capital assets during Fiscal Year 2015;
however, these policies were not finalized during Fiscal Year 2015
and had not been finalized as of the end of our audit in March
2016. The current draft policies lack basic internal controls such as
defined roles and responsibilities for the calculation and review of
depreciation. Further, the Office did not conduct any training over
internal control procedures related to capital assets during Fiscal
Year 2015. We made a recommendation to the Office to address
this in RECOMMENDATION 2015-0004 related to Internal Controls
Over Financial Reporting.
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§ LACK OF COMPREHENSIVE ANALYSIS OVER CAPITALIZATION OF
EXPENDITURES RELATED TO CORE. We noted that the Office does
not have a comprehensive process in place to analyze significant
capital asset additions related to computer software projects, such
as CORE, in accordance with GASB 51 requirements. As a result,
Office staff were unable to provide evidence of such analysis
during Fiscal Year 2015.

§ LACK OF RECONCILIATION AND CORRECTION OF ERRORS RELATED
TO CORE. The Office also did not have a process in place to
reconcile calculated depreciation to the depreciation recorded in
CORE, or work with the OSC to correct related errors and
omissions in CORE for Fiscal Year 2015.

d011dNY 31V1S OdvdO1090 IHL 40 140d3d

Based on the issues identified, we concluded that the Office has not
implemented our Fiscal Year 2014 audit recommendation.

WHY DO THESE PROBLEMS MATTER?

Without strong internal controls over capital assets, the Office risks
misstating its assets on the State’s accounting system and, ultimately,
on the State’s financial statements. Because the Office will be
transferring the CORE asset from the Office’s accounting records to
DPA'’s accounting records for Fiscal Year 2016, it is critical that the
CORE capital asset information to date, be analyzed, recorded, and
presented correctly in CORE prior to the transfer, including additions
and depreciation, and that the related records be provided to DPA.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.

RECOMMENDATION
2015-0002

The Office of the Governor should strengthen its internal controls
over capital assets by:
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A Developing a comprehensive process to analyze significant capital

asset additions, including computer software projects, and ensure
they are appropriately capitalized or expensed in accordance with
Governmental Accounting Standards Board Statement No. 51
(GASB 51) and State Fiscal Rules.

Completing an analysis and reconciliation of capitalized
expenditures and related depreciation recorded in the State’s
accounting system, the Colorado Operations Resource Engine, in
Fiscal Year 2015 and working with Office of the State Controller
to correct the errors and omissions.

RESPONSE

A  AGREE. IMPLEMENTATION DATE: DECEMBER 2016.

B

OIT will establish standardized policies and procedures to
document the process to analyze significant capital assets and
additions in accordance with GASB 51 and State Fiscal Rules.

AGREE. IMPLEMENTATION DATE: DECEMBER 2016.

OIT will work with OSC to analyze, reconcile and reclassify any
required capitalization and related depreciation related to CORE.

INTERNAL CONTROLS
OVER PAYROLL

Employees of the Office are paid on either a monthly or biweekly
basis through the State’s payroll system, the Colorado Personnel
Payroll System (CPPS), and payroll expenditures are reflected in
CORE. The Office’s payroll and human resources staff across the
various divisions are responsible for ensuring that employees are paid
appropriately through CPPS and that payroll amounts are accurately
reflected in CORE. Payroll staff are also responsible for performing



monthly and biweekly reconciliations of expected to actual payroll for
each employee and making adjustments where appropriate. Human
resources staff are responsible for initiating payroll changes such as
salary adjustments on a tracking form called a Personnel Action Form
(PAF) and entering the information into CPPS. Human resources staff
are also responsible for ensuring that appropriate documentation is
included in each employee’s personnel file, such as an approved PAF
and hiring documentation such as an offer letter. During Fiscal Year
2015, the Office spent approximately $105 million on salaries and
wages for 1,073 FTE. As noted above, the Office’s OIT Division
comprises the majority of FTEs totaling 926 with salaries and wages
of approximately $90 million.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

During our Fiscal Year 2015 audit, we reviewed the Office’s policies
and procedures and tested the effectiveness of its internal controls
applicable to personnel actions and payroll transactions to determine
whether the Office was in compliance with State Fiscal Rules and its
own policies. Specifically, we performed the following testwork:

§ We reviewed a sample of 60 PAFs prepared during Fiscal Year
2015 to determine whether the forms were appropriately approved
and supported by offer letters, as applicable.

§ We requested four monthly payroll reconciliations to determine
whether payroll adjustments were recorded appropriately, agreed
to supporting documentation, and contained evidence of
supervisory review.

The purpose of the audit work was to assess the Office’s controls over
payroll processing. Our testwork focused on review of PAFs for
required signatures and supporting documentation, and reconciliations
between CPPS and CORE to ensure that payroll information was
properly documented, reconciled, reviewed, and reported. In addition,
the audit work was designed to determine the Office’s progress in
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implementing our Fiscal Year 2014 recommendation to formalize
payroll policies and procedures, institute an effective secondary review
process, and provide adequate training over payroll policies and
procedures. The Office agreed with our recommendation.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

According to State Fiscal Rule 1-8, Preaudit Responsibility for
Accounting Documents and Financial Transactions, the Office ““shall
implement internal accounting and administrative controls that
reasonably ensure that financial transactions are accurate, reliable,
and conform to state fiscal rules.”

The Office’s internal procedures require personnel action forms to
have signatures of appropriate managers and supervisors and contain
supporting documentation such as offer letters, as applicable. The
procedures also indicate monthly payroll reconciliations are to be
performed between CPPS and CORE to identify and correct
differences in a timely manner.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Our audit work identified an overall lack of payroll internal controls.
Specifically, we found the following:

§ OIT did not perform monthly reconciliations of its payroll
expenses between CPPS and CORE during Fiscal Year 2015.

§ We identified deficiencies in 5 out of 60 PAFs (8 percent) we
reviewed (two at OIT and three at other divisions). For example, 4
out of the 5 forms (three Non-OIT and one OIT) lacked necessary
signatures and supporting documentation as required by the
Office’s current policies and procedures.



WHY DID THESE PROBLEMS OCCUR?

Overall, the Office does not have adequate controls over its payroll
processing. We identified the following reasons for the problems
noted:

§ The Office has not updated and formalized payroll policies and
procedures to ensure payroll expenses are accurately reflected in
CORE. We found that the current payroll policies are incomplete
and inconsistent across various divisions within the Office. For
example, current Office policies lack defined roles and
responsibilities related to payroll processing. We also noted that
various divisions followed different procedures to process and
report payroll in CORE.

§ The Office did not provide training to staff during Fiscal Year
2015 stressing the importance of properly designed controls,
effectively performing those controls, and complying with the
Office policies and procedures and State Fiscal Rules.

Based on these identified issues, we determined that the Office had not
implemented our Fiscal Year 2014 recommendation in this area.

OIT staff indicated that delays in monthly close subsequent to the
launch of CORE prevented them from reconciling payroll on a
monthly basis. OIT staff also indicated that they performed a
comparison at year-end between the information that automatically
transferred from CPPS to CORE, and the payroll balances reported in
CORE to verify whether the expenditures are appropriately stated at
year-end. The comparison identified an overstatement of payroll
expenses by approximately $741,000 in CORE. As of March 2016,
OIT has not taken any further steps to reconcile and correct the
overstatement of payroll expenses in CORE.

WHY DO THESE PROBLEMS MATTER?

Without appropriate internal controls in place over payroll, the Office
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cannot ensure that employees are paid accurately and appropriately.
Due to the lack of monthly payroll reconciliations, payroll errors may
not be detected and corrected in a timely manner. Further, strong
internal controls help to ensure payroll expenditures reported on the
State’s financial statements are accurate and complete. This is
especially important given the large amount of payroll expenditures
the Office incurs each year.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.

RECOMMENDATION
2015-0003

The Office of the Governor (Office) should strengthen internal
controls over payroll by:

A

Updating and formalizing policies and procedures for completeness
and consistency across divisions to ensure accurate and timely
payroll accounting and reporting.

Ensuring monthly reconciliations are performed between the
State’s payroll system, the Colorado Personnel Payroll System, and
the State’s accounting system, the Colorado Operations Resource
Engine.

Ensuring Personnel Action Forms contain required signatures and
are supported by offer letters, as appropriate.

Providing training to personnel over the effective implementation
of internal controls that enforces the importance of properly
designed controls, effectively performing those controls, and
complying with Office procedures and State Fiscal Rules.

Reconciling the overstatement of $741,000 in payroll expenses and
identifying and correcting the cause of the overstatement.
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RESPONSE

A AGREE. IMPLEMENTATION DATE: JANUARY 2017.

The Office of the Governor will establish standardized policies and
procedures over all functional payroll areas. The standardized
policies and procedures will be implemented throughout all
departments within the Governor’s Office and encompass any
applicable State Fiscal Procedures and/or other applicable rules.
Payroll procedures will define roles and responsibilities for all
payroll related documents and transactions associated with Human
Resources, Payroll Operations and Accounting departments. It is
anticipated these standardized policies and procedures will be
revised on an as needed basis.

d011dNY 31V1S OdvdO1090 IHL 40 140d3d

B AGREE. IMPLEMENTATION DATE: JANUARY 2017.

The standardized policies and procedures will be implemented
throughout all departments within the Governor’s Office and
monthly reconciliations will be performed between the State’s
payroll system, the Colorado Personnel Payroll System, and the
State’s financial accounting system, the Colorado Operations
Resource Engine.

C AGREE. IMPLEMENTATION DATE: JANUARY 2017.

The standardized policies and procedures (detailed in PART A
above) will include instituting a process to ensure personnel action
forms contain required signatures and are supported by offer
letters, as appropriate. These documents will be reviewed
thoroughly by Human Resources and Accounting to ensure
documentation is complete and correct before the payroll
information is input into the State’s payroll system.

D  AGREE. IMPLEMENTATION DATE: APRIL 2017.

Training on internal controls will be provided to personnel prior to
April 1, 2017.
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E  AGREE. IMPLEMENTATION DATE: JUNE 2016.

The Office of Information and Technology will review the initial
work completed at year-end and identify, correct or validate
variances.

INTERNAL CONTROLS
OVER FINANCIAL
REPORTING

The Office’s accounting and finance staff are responsible for all
financial reporting of the Office, including the accurate and timely
entry and approval of financial transactions into CORE. The Office is
also responsible for appropriately classifying revenues in accordance
with the provisions of the Taxpayer’s Bill of Rights (TABOR).
TABOR limits the annual growth in state revenues to the sum of the
inflation rate and the percentage change in the State’s population. Any
money the State raises above that amount must be returned to the
taxpayers. In addition, the Office staff are responsible for reporting
fiscal year-end accounting information through ““exhibits” to the OSC
for inclusion in the State’s financial statements.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

During our Fiscal Year 2015 audit, we reviewed the Office’s internal
controls, such as policies and procedures over its financial accounting
and reporting processes. We also tested controls over various
functional areas, such as revenue, expenditures, and capital assets, to
determine whether the Office was in compliance with its own policies
and whether controls were effective. Additionally, we reviewed the
Office’s exhibits and related supporting documentation that were
prepared and submitted to the OSC for Fiscal Year 2015 to determine
whether Office staff prepared this information in accordance with the



OSC’s Manual. Further, we tested a sample of 30 expenditure
transactions and 14 revenue transactions for Fiscal Year 2015, to
determine whether transactions were recorded properly, agreed to
supporting documentation, and contained evidence of supervisory
review. We also reviewed training documentation for trainings
provided by the Office over financial internal controls during the fiscal
year.

The purpose of the audit work was to determine whether the Office
had adequate internal controls in place over its financial reporting
processes during Fiscal Year 2015 and to determine whether the
Office had implemented our Fiscal Year 2014 audit recommendation.
At that time we recommended that the Office formalize policies and
procedures for all functional areas, institute an effective secondary
review process over transactions and exhibits, and provide adequate
training to staff over the effective implementation of these internal
controls. The Office agreed with our recommendation and indicated it
would implement it by June 2015.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following:

§ State Fiscal Rule 1-8, Preaudit Responsibility for Accounting
Documents and Financial Transactions, requires that State
departments “implement internal accounting and administrative
controls that reasonably ensure that financial transactions are
accurate, reliable, and conform to state fiscal rules.”

§ The OSC’s Manual, Chapter 1, Section 2.14, Pre-Audit Sensitive
Account Codes, states that revenue accounts relevant to the
TABOR reporting ““should be carefully reviewed for proper
classification throughout the year and again prior to close.”

§ The Manual contains specific instructions regarding what
information each exhibit should provide and how the exhibit
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should be completed. For example, Exhibit W1, Schedule of
Changes in Capital Assets is utilized to report capital assets
additions, deductions, and depreciation.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Overall, we identified several internal control issues related to
financial accounting and reporting and determined that the Office has
not fully implemented our prior year audit recommendation, as noted
below.

§ THE OFFICE LACKS COMPLETE INTERNAL CONTROL POLICIES AND
PROCEDURES AND FAILED TO PROVIDE TRAINING. While the Office
created drafts of the internal controls policies and procedures for
some of the financial accounting areas, such as cash or inventory
handling, the Office did not complete drafts of policies and
procedures for all financial accounting and reporting processes. As
a result of not completing the drafts, the Office was not able to
train its staff on all the financial policies and procedures during
Fiscal Year 2015.

§ ERRORS WERE MADE IN ACCOUNTING FOR AND PROCESSING OF
TRANSACTIONS.

Seven of 14 revenue transactions tested (50 percent) had
deficiencies. For example, the transactions lacked supporting
documentation and evidence of supervisory review and
approval, were not posted in a timely manner, and were posted
to the incorrect accounting period.

Seven of 30 expenditure transactions (23 percent) had
deficiencies. For example, transactions were coded to incorrect
expenditure accounts and were not processed in a timely
manner.



§ EXHIBITS WERE INACCURATELY PREPARED.

Exhibit C, Schedule of Changes in Long Term Liabilities. We
noted that beginning balances reported on the exhibit did not
include Fiscal Year 2014 post-closing entries; instead, these
entries were presented as increases to the liabilities for Fiscal
Year 2015. As a result, the information was not presented in
accordance with State Fiscal Rules.

Exhibit F2, Schedule of Operating Leases. Annual lease
amounts reported on exhibits for two divisions did not agree to
supporting documentation. As a result, one division
understated lease payments by approximately $345,000 and
the other division overstated lease payments by approximately
$91,000.

Exhibit W1, Schedule of Changes in Capital Assets. On one
division’s exhibit depreciation was calculated incorrectly,
resulting in an overstatement of depreciation and
understatement of the asset by approximately $1,600.

§ REVENUE WAS MISCLASSIFIED.

Approximately  $832,000 in TABOR revenue was
inappropriately recorded as non-TABOR revenue, resulting in
an understatement of TABOR revenue reported in CORE. In
addition, one of the Office’s divisions did not record $150,000
in TABOR revenue accruals as of fiscal year-end.

WHY DID THE PROBLEM OCCUR?

The Office’s current financial internal control policies and procedures
over all functional areas are not formalized across various divisions.
The Office staff indicated that they had waited to fully implement
formal policies and procedures because they wanted to test current
processes during the first year of CORE implementation before
making process improvements and formalizing and adopting these
policies. As a result, until the policies and procedures are formalized,
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the Office has not ensured that basic controls, such as effective
secondary review processes over transactions entered in CORE,
TABOR revenue accounts, and the preparation of fiscal year-end
exhibits, are in place and operating throughout the Office’s various
divisions. In addition, the Office lacks a comprehensive staff training
plan to stress the importance of properly designed controls, effectively
performing those controls, and complying with authoritative guidance.

WHY DOES THIS PROBLEM MATTER?

Strong financial accounting internal controls, including effective
review processes and procedures, are necessary to ensure that the
Office is reporting financial information appropriately and accurately,
in accordance with rules and regulations. Further, comprehensive
training over internal control processes is essential for aiding staff in
preventing, detecting, and correcting errors on a timely basis.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0004

The Office of the Governor should strengthen its internal controls
over financial accounting and reporting processes across various
divisions by:

A Formalizing policies and procedures over all functional accounting
areas to ensure accurate and timely financial accounting and
reporting, and instituting an effective secondary review process
over transactions entered in the State’s accounting system, the
Colorado Operations Resource Engine, Taxpayer Bill of Rights
(TABOR) revenue accounts, and the preparation of fiscal year-end
exhibits.

B Providing comprehensive training to staff over the effective
implementation of internal controls that enforces the importance



of effective performance of those controls, and compliance with
authoritative guidance.

RESPONSE

A AGREE. IMPLEMENTATION DATE: DECEMBER 2016.

B

The Office of the Governor will establish standardized policies and
procedures over all functional accounting areas. The policies and
procedures will define roles and responsibilities to ensure accurate
and timely financial accounting and reporting, and instituting an
effective secondary review process over transactions entered on the
State’s accounting system, TABOR revenue accounts and the
preparation of fiscal year-end exhibits.

AGREE. IMPLEMENTATION DATE: JANUARY 2017.

Comprehensive training will be provided to all staff regarding
internal controls which will enforce the importance of the controls
and compliance with authoritative guidance. All staff will be
required to attend training either in person or electronically.

DENTIFICATION OF
ROLES AND
RESPONSIBILITIES

OIT s responsible for the operation and delivery of information and
communications technology services and innovation for 16 state
agencies within the Executive Branch as outlined in statute [Sections
24-37.5-102 through 112 C.R.S.] including the Departments of
Human Services and Health Care Policy and Financing. The agencies
pay OIT for the services received. Within OIT, staff work with the 16
Executive Branch agencies to ensure a service-level agreement (SLA)
for each agency is drafted, negotiated, and in place for each fiscal year.
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State statutes specifically exclude responsibility for the operation and
delivery of information and communications technology services for
the remaining Executive Branch agencies—the Departments of State,
Law, Treasury, and the State institutions of higher education—from
OIT.

An SLA is a documented list of roles and responsibilities assigned to
the stakeholders involved in performing a particular function. For
example, an SLA between an IT service provider and the customer will
list the IT service provider’s responsibilities, such as maintaining the
IT system, performing backups according to a customer-established
timeline, and responding to customer problems with the system. The
SLA will also describe the customer’s decision-making authority over
the system and all business requirements for the system, as well as the
customer’s responsibilities. These responsibilities could include
collecting, classifying, and processing information in the system;
approving user access or restrictions; establishing timelines for
backups and disaster recovery; and disseminating or disposing of the
information housed in the system.

A well-defined and well-executed SLA allows for better risk
management, improved quality and performance of business services,
demonstration of IT value, improved IT and business accountability,
and IT priorities that align with improved business outcomes. The key
to achieving these benefits is establishing realistic and measurable
SLAs that support business and customer needs at acceptable costs.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We performed inquiries of OIT staff and reviewed supporting
documentation to determine OIT’s progress in implementing our
Fiscal Year 2012 recommendation related to SLAs. Specifically, during
our Fiscal Year 2012 audit, we recommended that OIT work with the
other Executive Branch agencies to establish clear roles and
responsibilities related to its service provider operations by developing



SLAs that define the performance expectations for each required
security control, describe measureable outcomes, and identify remedies
for any identified instances of noncompliance, and ensure that SLAs
are kept current. Based on our audit work performed during our Fiscal
Years 2013 and 2014 audits, we determined that OIT had clarified
each agency’s respective responsibilities with the 16 agencies, but did
not fully execute SLAs with each of the agencies.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured our testing against industry best practices. We reviewed
the Information Systems Audit and Control Association’s (ISACA)
Control Objectives for Information and Related Technologies
(COBIT), version 5 of ISACA’s globally accepted IT governance
framework. COBIT version 5 states that a formal contract agreement,
such as an SLA, should be in place to provide for customer and vendor
accountabilities and expectations to be clearly understood and to
define minimum performance targets for a deliverable and how the
performance targets will be measured and reported.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We requested all 16 SLAs that OIT had in place during Fiscal Year
2015 and found issues with 11 of the 16 SLAs (69 percent):

§ One SLA did not exist and was not provided.

§ Three SLAs were provided, but in a draft form and did not contain
all necessary signatures from the agency and/or OIT officials.

§ For seven SLAs, we could not identify if the SLA was effective for
Fiscal Year 2015, as it was not clearly documented within the SLA.
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WHY DID THE PROBLEM OCCUR?

We identified the following reasons for the issues we found:

§ OIT does not have a written procedure in place that establishes
and communicates the process for and responsibilities of OIT staff
working with the Executive Branch agencies in drafting and
managing the annual SLAs.

§ OIT staff indicated that a centralized template was not in place
during Fiscal Year 2015 and, therefore, that staff preparing the
SLAs may have used various forms to create the Fiscal Year 2015
SLAs, causing inconsistencies in the preparation of the SLAs.

§ OIT did not have a mechanism in place during Fiscal Year 2015 to
track the status and completion of SLAs.

WHY DOES THIS PROBLEM MATTER?

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

Without processes to ensure that consistent SLAs are in place with all
agencies or customers with whom OIT provides IT support services,
roles and responsibilities for providing and managing those required
services may be unclear and lack transparency and accountability,
which may, ultimately, result in a lack of required or expected service
level quality.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0005

The Governor’s Office of Information Technology (OIT) should
improve internal controls over its service-level agreement (SLA)
processes with other Executive Branch agencies by:



1-31

A Documenting a written SLA procedure and communicating it to
OIT staff responsible for drafting and managing SLAs between
OIT and the Executive Branch agencies.

B Developing an SLA template that clearly outlines the minimum
requirements to be included in each SLA, such as effective dates.
This template should be included with the service level agreement
procedure recommended in PART A.

C Instituting a tracking mechanism to ensure that SLAs are in place,
reviewed, and updated, as necessary.

RESPONSE

GOVERNOR’S OFFICE OF INFORMATION
TECHNOLOGY

d011dNY 31V1S OdvdO1090 IHL 40 140d3d

A AGREE. IMPLEMENTATION DATE: MAY 2016.

The Governor’s Office of Information Technology (OIT) agrees
that it is critical to document and communicate a standard
procedure for drafting and managing service level agreements
between OIT and the Executive Branch agencies. The service level
agreement procedure will be documented by OIT’s Service Level
Commitment TaskForce, which is comprised of internal
stakeholders to the document. Once documented, the procedure
will be submitted to the executive leadership team for approval.
Once approved, the procedure will be made available to all OIT
staff responsible for drafting and managing service level
agreements between OIT and the Executive Branch agencies.

B AGREE. IMPLEMENTATION DATE: MAY 2016.

The Governor’s Office of Information Technology (OIT) agrees
that service level commitment templates should clearly outline the
minimum requirements to be included in each service level
agreement, such as effective dates. This template will be included
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with the service level agreement procedure recommended in PART
A.

C  AGREE. IMPLEMENTATION DATE: MAY 2016.

The Governor’s Office of Information Technology (OIT) agrees
that for each of the Executive Branch agencies that OIT provides
service to, there shall be an active service level agreement in place.
Rather than putting in place new service level agreements annually,
OIT has determined that as of Fiscal Year 2016, signed service
level agreements will remain in place until replaced by the next
revision. The determination to make the service level agreements
active until replaced by another is a direct response to Executive
Branch agencies requesting that service level commitments extend
longer than one year.

INFORMATION
TECHNOLOGY SERVICE
AGREEMENT

OIT is statutorily responsible for initiating contracts between
Executive Branch agencies and vendors related to IT goods and
services. OIT’s Procurement Unit handles the acquisition of goods and
services for OIT, establishes IT service agreements, and establishes
policies and procedures for IT service procurements for the Executive
Branch agencies. OIT has developed specific vendor management
policies that require agencies to establish procedures in various areas
including selection of vendors, documenting terms of service delivery,
security controls, and notification requirements in the event of a
system compromise. In addition, OIT has established specific
requirements for language in the vendor contracts, such as provisions
that vendors adhere to applicable state policies and procedures and
comply with certain reporting requirements.



Executive Branch agencies rely on both OIT and the Statewide
Internet Portal Authority (SIPA) to provide IT related services, which
aid in the agencies meeting their strategic goals and mission
statements. According to its vision, SIPA looks to “transform
Colorado government service delivery through the use of technology,
allowing a single point of contact for members of the public to access
state and local government information, products, and services.”” Some
of the services SIPA offers to state governments are payment
processing, website hosting and development, and cloud services.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We inquired with OIT staff and reviewed supporting documentation
to determine OIT’s progress in implementing our Fiscal Year 2012
recommendation related to improving information technology service
agreements, specifically related to Executive Branch agreements with
the SIPA. We recommended at that time that OIT ensure the
agreements comply with Colorado Information Security Policies
(Security Policies), and include provisions required by OIT’s vendor
management policy and other applicable legal and regulatory
information security requirements.

Through our audit work performed during our Fiscal Years 2013 and
2014 audits, we determined that OIT had partially implemented this
recommendation. Specifically, during Fiscal Year 2014, OIT updated
the contract template to ensure that it included the relevant Security
Policies, provisions of OIT’s vendor management policy, and other
applicable legal and regulatory information security requirements.
However, OIT did not amend any contracts with SIPA during Fiscal
Year 2014 to reflect the updated policy requirements.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against statute [Section 24-
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37.5-105(3)(i), C.R.S.] which requires OIT to “...initiate or approve
all procurements of information technology resources, enterprise
facilities, and any goods or services related to such procurements for
state agencies and enter into any agreement, contract, or enterprise
agreement in connection with such procurements on behalf of a state
agency or agencies.”

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We identified the following problems during our Fiscal Year 2015
audit:

§ OIT WAS UNAWARE OF THE TOTAL NUMBER OF EXECUTIVE BRANCH
AGENCY CONTRACTS IN PLACE WITH SIPA THROUGHOUT THE
STATE. OIT stated that they were only aware of three contracts
between Executive Branch agencies and SIPA, when we first
inquired. Subsequent to our initial inquiries, though, OIT reviewed
the State’s Contract Management System that contains all executed
contracts and identified 22 additional contracts with SIPA that had
not been initiated or approved by OIT.

§ OIT DID NOT ENSURE THAT 24 OF 25 CONTRACTS WITH SIPA
INCLUDED THE UPDATED POLICY REQUIREMENTS. OIT stated that
only one of the three contracts it was aware of was renewed in
Fiscal Year 2015 to include the updated policy requirements.
However, OIT did not perform a review of or update the 22
additional contracts to ensure each included the current policy
requirements.

WHY DID THE PROBLEM OCCUR?

Although OIT has stated that they have worked with SIPA to ensure
SIPA does not execute any Executive Branch contracts without OIT’s
review and approval, this is only an informal verbal agreement and
OIT has been unsuccessful in procuring a master agreement with
SIPA. In addition, we identified that OIT does not have an effective
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method in place to track vendor service agreements with SIPA. Finally,
as there is no formalized agreement in place with SIPA, OIT has not
effectively communicated to Executive Branch agencies that OIT must
review and approve all SIPA contracts.

WHY DOES THIS PROBLEM MATTER?

If IT service agreements do not comply with Security Policies or
include provisions required by the OIT’s vendor management policy
and other applicable legal and regulatory information security
requirements, and vendors who handle outsourcing of IT services are
not held to a consistent level of security, then the security of State data
may be at higher risk of a data breach. Further, in the event of a data
breach, the State may be liable for the associated costs. For example,
the costs associated with a breach involving credit card processing
data could be high and could include fines from the credit card
company as well as the costs associated with notifying Colorado
residents of the breach. When roles and responsibilities are not clearly
established at the time that a contract is negotiated, the vendor could
refuse to perform services necessary to address a security breach or
charge the State additional fees to perform those services.

d011dNY 31V1S OdvdO1090 IHL 40 140d3d

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0006

The Governor’s Office of Information Technology (OIT) should
improve information technology service agreement controls by:

A Formalizing an agreement with the Statewide Internet Portal
Authority (SIPA) to ensure that SIPA complies with Colorado
Information Security Policies, includes provisions required by
OIT’s vendor management policy and other applicable legal and
regulatory information security requirements, and requires OIT’s
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review and approval of any contract initiated by an Executive
Branch agency for IT services provided by SIPA. This could be
accomplished through a master agreement to ensure coverage of all
state contracts.

B Instituting an effective mechanism to track vendor agreements with
SIPA.

C Communicating with  Executive Branch agencies OIT’s
responsibility to review and approve all SIPA contracts, in the
event a formalized agreement is not put in place, as described in
PART A.

D Updating all existing and future information technology service
contracts between Executive Branch agencies and SIPA, as
applicable, to comply with Colorado Information Security Policies
and include the provisions required by the OIT’s vendor
management policy and other applicable legal and regulatory
information security requirements, in the event that a formalized
agreement is not put in place, as described in PART A.

RESPONSE

GOVERNOR’S OFFICE OF INFORMATION
TECHNOLOGY

A AGREE. IMPLEMENTATION DATE: OCTOBER 2017.

OIT continues to work with SIPA on executing a master agreement
that contains the appropriate provisions. While working on the
details of a master agreement, OIT has worked with SIPA on an
agreement that contains some basic terms for engagements with
SIPA. Although this agreement does not contain all of the required
terms and conditions, it provides some protections while a master
agreement is finalized.



B AGREE. IMPLEMENTATION DATE: MAY 2016.

OIT will incorporate review of the State’s Contract Management
System to identify agreements executed with SIPA into its existing
monthly process for generating OIT’s contract log/tracking report.

C AGREE. IMPLEMENTATION DATE: JULY 2016.

OIT will send a communication to all Executive Branch agencies
reminding them of their responsibility to obtain OIT approval
before executing any agreements with SIPA.

D  AGREE. IMPLEMENTATION DATE: ONGOING OR OCTOBER 2017.

OIT will continue to update all existing and future information
technology contracts between Executive Branch agencies and SIPA,
as applicable, or until we are able to execute a master agreement as
discussed in our response to PART A.

GENTAX CHANGE
MANAGEMENT

The Department of Revenue (DOR) is the business owner of the
GenTax application. GenTax is the State’s primary information
system for processing taxes collected by the State, including estate,
sales, severance, business, and individual and corporate income taxes.
Most GenTax users work for DOR’s Division of Taxation, but other
divisions within DOR have a variety of access types that provide
reporting, accounting, monitoring, or address data sharing needs.

Because the GenTax system contains Federal Taxpayer Information
(FTI), the system must adhere to the Federal Internal Revenue Service
(IRS) policies. DOR is audited by the IRS every 3 years to ensure that
it is adhering to IRS policies. The most recent IRS audit report was
produced in February 2015. The IRS is next scheduled to audit
GenTax in Calendar Year 2018. During Fiscal Year 2015, the system
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was responsible for collecting over $14 billion in revenue and paying
out approximately $900 million in refunds.

OIT provides primary change management support services and
develops change management procedures for the GenTax application,
database, and operating system. A third party contractor provides
additional support and holds responsibilities including developing
code changes and applying them to the GenTax system. OIT
maintains a current listing of all third party contractors who have
access to the GenTax change management environments. Maintaining
separate environments ensures that changes developed in the
development environment are tested adequately in the test
environment before they are migrated to the production environment
where the live instance of the GenTax system resides. The OIT staff
and the contractors that provide the above services have
administrative access privileges within GenTax and have access to FTI
data as well.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed and tested change management controls related to
GenTax by interviewing relevant staff, reviewing policies and
procedures, and analyzing agency-provided lists of GenTax users and
configuration files as well as other system-generated reports and
information. Specifically, we tested controls to ensure that segregated
development, test, and production environments exist for the GenTax
system. We also inquired with DOR and OIT staff and reviewed
supporting documentation to determine their progress with
implementing our prior recommendations from Fiscal Year 2014.

Specifically, our audit work reviewed the following areas, as identified
through our prior recommendations:

§ Whether DOR has implemented a mechanism in the GenTax
change management environments to ensure that developers do not
submit and approve their own changes.



§ Whether the Department has disabled access for third party
contractors who should no longer have access to the GenTax
change management environments.

The purpose of our audit work was to determine whether the IT
control activities related to GenTax change management, individually
or in combination with others, were properly designed, in place, and
operating effectively to prevent, or detect and correct material
misstatements in financial transactions, account balances, or
disclosures relevant to the DOR’s tax collection and reporting
activities.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We tested for compliance with the following Colorado Information
Security Policies (Security Policy or Policies) and IRS Guidelines.

§ Security Policy [P-CISP-008 Access Control] requires that the IT
Department implements procedures to immediately terminate all
facility and system access rights on notice of termination.

§ Security Policy [P-CISP-009 Change Control] requires that all
system changes must have approval by the agency information
security officer or the system owner and that system changes be
applied only by authorized personnel.

§ DOR’s Infrastructure Security and Change Control procedures for
GenTax require that migrations to the staging and production
environments be approved by a manager or lead; and developers
cannot approve their own changes.

§ IRS guidelines [IRS Publication 1075] require the following:

Agencies must manage information system user accounts,
including establishing, activating, changing, reviewing,
disabling, and removing user accounts. The agency must ensure
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that only authorized employees or contractors (if allowed by
statute) of the agency have access to FTI.

Agencies must ensure that the information system enforces
separation of duties through assigned access authorizations.
The information system must enforce the most restrictive access
capabilities users need (or processes acting on behalf of users)
to perform specified tasks.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified the following issues related to change management
processes within the GenTax system.

INCOMPLETE LIST OF CONTRACTORS. We found that although OIT
implemented controls to remove access for third party contractors
who should no longer have access to the GenTax system or the
GenTax database production and test environments, we were unable
to determine if OIT had fully implemented our prior recommendation
related to this control area because the current access listing of third
party contractors provided to us by OIT was incomplete. Specifically,
through a review of the current access listing of all third party
contractors, we found one contractor with access to GenTax who was
not documented on the list of third party contractors. Without a
complete and accurate list of third party contractors, OIT cannot
demonstrate that they have fully implemented our recommendation to
disable GenTax access for contractors who are past their contract end
date.

SEPARATION OF DUTIES NOT IMPLEMENTED. We found problems related
to separation of duties within the GenTax change management
process. We determined that a total of 79 changes made to the
GenTax environments containing FTI data were submitted and
approved by the same individual employed by the third party
contractor. Although OIT staff stated that a GenTax system setting
has been implemented to restrict individuals from submitting and
approving their own changes, we found that this system setting was
not operating effectively.
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WHY DID THE PROBLEMS OCCUR?

We identified the following issues related to the change management
process within the GenTax system:

INEFFECTIVE PROCESS TO TRACK CONTRACTORS. OIT does not have
a centralized process to maintain and track all its third party
contractors. When new users are set up in the GenTax system, OIT
tracks all contractors by a specific code assigned to their desk
location. In the case of the exception we noted, OIT staff failed to
assign the desk location accurately. As a result, the user did not
appear in the system generated report of contractors. Other than
assigning specific desk location codes in their user profiles, GenTax
contractors are not maintained and tracked by OIT management.

d011dNY 31V1S OdvdO1090 IHL 40 140d3d

INEFFECTIVE CHANGE MIGRATION TOOL CONFIGURATION. A
migration tool is used to move GenTax application code changes
between the development, test, and production environments. In
December 2014, OIT configured the migration tool to restrict
individuals from submitting and approving their own changes.
This mechanism was implemented in response to our Fiscal Year
2014 recommendation to establish a supervisory approval process
before changes are applied to GenTax change management
environments. However, upon follow-up inquiry with OIT, we
determined that the third party contractor bypassed the migration
tool setting, which restricted this access, and the developers were
therefore able to promote their own changes. OIT was not able to
provide documentation to support that management approvals
were obtained before this system setting was bypassed by the third
party contractor.

LACK OF MANAGEMENT OVERSIGHT OVER THE CHANGE
MANAGEMENT PROCESS. The third party contractor was able to
bypass the system setting with the GenTax migration tool without
obtaining management approval due to lack of adequate
management oversight over the change management process.

WHY DOES THIS PROBLEM MATTER?

In combination, these problems increase the risk of unauthorized
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changes being made to the GenTax system and threaten the
confidentiality, integrity, and availability of the GenTax application
and the information it contains. If GenTax change control processes
are not appropriately managed, it could adversely impact the State’s
ability to conduct tax processing operations in an effective, efficient,
and accurate manner.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0007

The Governor’s Office of Information Technology should improve
GenTax change management controls by:

A Establishing an efficient centralized process to maintain, review,
and update its list of contractors with access to GenTax’s change
management environments to ensure accuracy and completeness.

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

B Developing an effective mechanism, with appropriate management
oversight, to ensure that developers do not submit and approve
their own changes within the GenTax change management
environment to ensure effective control around segregation of
duties.

RESPONSE

GOVERNOR'’S OFFICE OF INFORMATION
TECHNOLOGY

A AGREE. IMPLEMENTATION DATE: IMPLEMENTED.

The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations, and change



management controls over the environments it manages. In this
case, the audit was successful in helping to identify that a user had
been inaccurately identified in the access system. During the audit
investigation, a report was produced that identified users who were
granted access to the Gentax system. The account in question did
not appear on the original report request because a specific field
used to construct the report had not been accurately populated on
the user’s account. OIT agrees with this irregular issue identified in
the audit and has reviewed the established and approved process in
place to ensure contractors granted access to the Gentax change
management environments is accurate. Upon completing the
review an email communication was distributed to the appropriate
OIT access control personnel instructing them of the process
change made. This item has been implemented. In addition, OIT’s
termination procedures were followed in January 2015, as the
identified user left the State’s employment and access to systems
were revoked.

AGREE. IMPLEMENTATION DATE: IMPLEMENTED.

The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations, and change
management controls over the environments it manages. OIT
agrees with this finding that the vendor did not have a complete
system-based, change management control to ensure developers do
not submit and approve their own changes within the GenTax
change management environment. As of November 2015, the
vendor has since completed their effort and the issue has been
implemented.

GENTAX INFORMATION
SECURITY

During Fiscal Year 2015, we conducted audit work that resulted in a
finding and recommendation addressed jointly to OIT and DOR
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related to information security for the GenTax application. This
finding and recommendation and the responses of these agencies are
included in the Department of Revenue chapter within SEcTION II:
FINANCIAL ~ STATEMENT  FINDINGS of  this  report.  SEE
RECOMMENDATION 2015-0020.

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015



OFFICE OF THE GOVERNOR

The following recommendations relating to deficiencies in internal
control classified as SIGNIFICANT DEFICIENCIES were communicated to
the Office in the previous year and have not been remediated as of
June 30, 2015, because the original implementation dates provided by
the Office are in a subsequent fiscal year. These recommendations can
be found in the original report and SECTION IV: PRIOR
RECOMMENDATIONS of this report.

OFFICE OF THE GOVERNOR
OFFICE OF INFORMATION TECHNOLOGY
PRIOR RECOMMENDATIONS
SIGNIFICANT DEFICIENCIES
NOT REMEDIATED BY THE DEPARTMENT
AS OF JUNE 30, 2015

CURRENT PRIOR SINGLE IMPLEMENTATION DATE
REC. NO AUDIT REPORT ~ RECOMMENDATION/ CLASSIFICATION PROVIDED BY THE
S AND REC. NO. DEPARTMENT
GenTax — Change A (1]
2015-0008  2014-004 Management B SEPTEMBER 2015

SIGNIFICANT DEFICIENCY C 1]
GenTax — Information Security A DECEMBER 2015
2015-0009  2014-022 — Logical Access B [1]
SIGNIFICANT DEFICIENCY € [1]
SOURCE: Office of the State Auditor’s recommendation database.
11 This part of the recommendation has been implemented, partially implemented, not
implemented, or is no longer applicable. SEE SECTION IV: PRIOR RECOMMENDATIONS of this
report for information regarding this part of the recommendation.
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DEPARTMENT OF LABOR
AND EMPLOYMENT

The Department of Labor and Employment (Department) is
responsible for providing services to employers and job seekers, and
enforcing laws concerning labor standards, unemployment insurance,

workers’ compensation, public safety, and consumer protection.

The Department comprises the following major organizational units:

= Executive Director’s Office

=  Unemployment Insurance Division

= Division of Employment and Training
= Division of Workers” Compensation

= Division of Oil and Public Safety

= Division of Labor

In Fiscal Year 2015, the Department was appropriated approximately
$167.5 billion and approximately 1,017 full-time-equivalent (FTE)
staff.

The following charts show the appropriations by funding source and
FTE staff by major areas, respectively, within the Department for
Fiscal Year 2015.
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DEPARTMENT OF LABOR AND EMPLOYMENT
FISCAL YEAR 2015 APPROPRIATIONS
BY FUNDING SOURCE (IN MILLIONS)

CASH FUNDS

$66.2
FEDERAL FUNDS _
REAPPROPRIATED
$100.0
FUNDS
$0.6

GENERAL FUNDS
$0.7

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

DEPARTMENT OF LABOR AND EMPLOYMENT
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

OTHER
87

DIVISION OF

EXECUTIVE UNEMPLOYMENT

DIRECTORS INSURANCE
OFFICE 479
100

DIVISION OF
‘WORKERS'
COMPENSATION
111

DIVISION OF

EMPLOYMENT

AND TRAINING
240

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

We identified one overall area in which the Department could make

improvements to its operation related to financial controls.

The following comments were prepared by the public accounting firm
of CliftonLarsonAllen, LLP, which performed Fiscal Year 2015 audit



work at the Department of Labor and Employment under contract
with the Office of the State Auditor.

LACK OF TIMELINESS
WITH EXHIBITS AND

RECONCILIATION OF
YEAR-END BALANCES

The Department’s accounting section is responsible for all financial

reporting for the Department. This includes instituting internal
controls, such as timely reconciliations and supervisory reviews of
general ledger account activity, to ensure the accurate and timely entry
and approval of financial transactions into the State’s accounting
system, the Colorado Operations Resource Engine (CORE). In
addition, this section is responsible for preparing and submitting
uniform reports, or exhibits, to the Office of the State Controller
(OSC) at the end of each fiscal year.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE OF THE
AUDIT WORK?

We reviewed the Department’s internal controls in place during Fiscal
Year 2015, including its policies and procedures for preparing the

following exhibits:

= Exhibit F2, Schedule of Operating Leases

= Exhibit K1, Schedule of Federal Assistance

= Exhibit P, Major Estimates

= Exhibit W1, Schedule of Changes in Capital Assets—
Governmental and Internal Service Funds
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= Exhibit W2, Schedule of Changes in Capital Assets—Enterprise
Funds

We also reviewed the Department’s reconciliations of information
contained on the exhibits to the general ledger as well as its internal
controls and reconciliation procedures related to year-end balances for

state assets, liabilities, revenues, and expenditures.

The purpose of the audit work was to determine if the Department
prepared and submitted accurate information on exhibits in a timely
manner to the OSC for inclusion in the State’s financial statements for
Fiscal Year 2015. We also assessed the accuracy of the Department’s
reconciliations of general ledger accounts for the Fiscal Year Ended
June 30, 2015.

HOW WERE RESULTS MEASURED?

State statute [Section 24-17-102, C.R.S.] requires departments to
institute and maintain a system of internal accounting and
administrative controls to provide for adequate authorization and
record-keeping procedures to ensure effective accounting controls over

state assets, liabilities, revenues, and expenditures.

As noted above, the Department is responsible for reporting accurate
and complete financial information for inclusion in the State’s
financial statements through the submission of exhibits to the OSC.
The Fiscal Procedures Manual (Manual) prepared by the OSC states
that each agency is responsible for accurate, timely, and complete
year-end accounting information. The Manual outlines specific
requirements for what information should be included on each exhibit
and when each exhibit is due. Specifically, for Fiscal Year 2015,
Exhibit F2, Exhibit P, and Exhibits W1 and W2 were due to the OSC
on October 21, 2015. Exhibit K1 was due December 15, 2015.

State Fiscal Rule 1-8, issued by the OSC, requires departments to have
controls in place to reasonably ensure that financial transactions are

accurate, reliable, and conform to State Fiscal Rules.



WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We determined that the Department lacks adequate internal controls
to ensure that account balances are reconciled regularly and that
necessary corrections to accounts are made in a timely manner. In
addition, the Department also lacks controls to ensure that exhibits
contain accurate information and are submitted to the OSC in a timely

manner.

We identified errors requiring audit adjustments during the fiscal year
and after the fiscal year-end closing period totaling $291.7 million as a

result of our testwork. Specifically, we found the following:

= Unemployment Insurance Fund Taxes Receivable in CORE
required an adjustment of nearly $272.6 million at year-end in
order to reconcile the account to the balance contained in the
Department’s unemployment information system. The error was
not identified during the supervisor’s review. Of the $272.6

million, $256.7 million was corrected during the fiscal year.

=  Unemployment Insurance Fund Benefits Payable in CORE required
an adjustment of nearly $8.4 million at year-end related to

Intergovernmental Receivables.

=  Unemployment Insurance Fund Interest Income included about
$2.9 million, which should have been recorded as Premium

Revenue.

= The Petroleum Storage Tank Fund balance required a
reclassification of approximately $7.8 million from a College
Opportunity Fund Stipend expense account to the proper

Distributions to Nongovernmental Organizations expense account.

Exhibits contained inaccurate or missing information and were not
submitted in a timely manner to the OSC. Specifically, we found the
following;:

I-51

VOLIANV 4LV.LS OAVIOTOO HHL A0 LYOddY



||
||

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

D
[\

= Exhibit K1. The Department provided five separate versions of
Exhibit K1 to the OSC due to errors identified subsequent to the
initial submission. The Department initially submitted this exhibit
to the OSC on January 7, 2016, more than three weeks after the
initial deadline, and submitted the final exhibit on March 3, 2016,
or nearly 3 months after the OSC’s deadline. The Department was
still making adjustments to the exhibit after the initial submission,
including eliminating $7.9 million in Unemployment Insurance
(UI) expenditures related to bad debt expense that should not have
been included as part of the exhibit. In addition, none of the Fiscal
Year 2015 beginning balances agreed to the ending balances
reported on the Fiscal Year 2014 Exhibit K1, resulting in
adjustments to CORE and Exhibit K1.

= Exhibit F2. This exhibit was initially filed on time; however due to
changes the Department made to the trial balance after the
submission date, the Department submitted a revised Exhibit F2 on
December 22, 2015, or 2 months after the required due date.

= Exhibits W1 and W2. The Department initially submitted these
exhibits by the required due date; however, we found that the
Department had failed to report software depreciation on both
exhibits. As a result, the Department submitted a revised Exhibit
W1 on December 29, 2015, and a revised Exhibit W2 on
December 22, 2015, or 2 months after the required due date.

= Exhibit P. The Department initially submitted this exhibit by the
required due date; however, due to corrections made to the related
account balances after the submission date, the Department
submitted a revised Exhibit P on December 14, 2015, or 2 months
after the required due date.

WHY DID THE PROBLEM OCCUR?

Although the Department has procedures for fiscal year-end exhibit
preparation, it does not have an adequate review process in place to

ensure that exhibits include accurate information and are submitted in
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a timely manner. In addition, the Department does not have adequate
internal controls to ensure the timely reconciliation of general ledger
account balances and lacks an adequate supervisory review process to
ensure effective accounting controls over state assets, liabilities,

revenues, and expenditures.

WHY DOES THIS PROBLEM MATTER?

A lack of adequate internal controls, including an adequate review
process, increases the risk that misstatements will occur and that

balances will not be reported accurately in accordance with generally

FOLIdNV 4LV.ILS OAVIOTOO dHL 40 LYOdTd

accepted accounting principles. In addition, without sufficient internal
controls for statewide reporting of financial information, the
Department cannot ensure that it provides complete and accurate
financial information to the OSC and that, ultimately, the State’s

financial statements are accurate.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.

RECOMMENDATION
2015-0010

The Department of Labor and Employment (Department) should
improve its internal controls over the preparation and submission of
exhibits to the Office of the State Controller by ensuring its
supervisory process includes detailed reviews of all supporting
documentation used to prepare exhibits. In addition, the Department
should improve its review and reconciliation process throughout the
year and at fiscal year-end to ensure that all general ledger accounts
are properly stated in accordance with generally accepted accounting
principles and meet the due dates prescribed in the Fiscal Procedures
Manual.
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RESPONSE

DEPARTMENT OF LABOR AND
EMPLOYMENT

PARTIALLY AGREE. IMPLEMENTATION DATE: AUGUST 2016.

The department recognizes the importance of timeliness and accuracy
in reconciling financial data both for internal control and for
statewide financial reporting purposes. Like all other state agencies,
during the fiscal year, the department worked diligently to learn the
new statewide financial system, CORE, and adapt to a new way of
doing financial business. During this past year reconciliations were
delayed, many times due to lacking InfoAdvantage reports and late
payroll postings which were not within the department’s control. With
many accounting periods open concurrently due to payroll delays,
timely interim reconciliations were often impractical. Of the
adjustments identified, $256.6 million related Unemployment
Insurance and were posted later than past years, but were still posted
within the State Controller’s Office normal adjustment period. The
department believes the majority of the later entries were one-time in
nature due to the rapid implementation of the CORE system. The
department will continue to look at and formalize its review and
reconciliation processes to ensure issues are appropriately identified
and resolved by the close of Fiscal Year 2016.
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DEPARTMENT OF
PERSONNEL &
ADMINISTRATION

The primary function of the Department of Personnel &
Administration (Department) is to support the business needs of the
Executive Branch of State government. The Department administers
the classified personnel system, which includes approximately 31,500
full-time-equivalent (FTE) staff across state government (excluding the
Department of Higher Education), and provides general support for
State agencies. The Department includes the following divisions and
offices:

d011dNY 31V1S OdvdOT1090 FHL 40 140d3d

Division of Central Services

Division of Accounts and Control

Division of Human Resources

Executive Director’s Office

Office of Administrative Courts

Constitutionally Independent Entities Division, including the State
Personnel Board

w W W W W W

The Department was appropriated total funds of approximately
$174.8 million and approximately 393 FTE staff for Fiscal Year 2015.
Approximately 4 percent of the funding was from general funds, 9
percent was from cash funds, and 87 percent was from reappropriated
funds. Reappropriated funds are provided by sources including, but
not limited to, vehicle and building rentals; copying, printing, graphic
design, and mail services; and user fees from state agencies for the
administration of the State’s selection, classification, and
compensation programs. The following charts show appropriations by
funding source and FTE staff, by major areas, respectively, within the
Department for Fiscal Year 2015.
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DEPARTMENT OF PERSONNEL & ADMINISTRATION
FISCAL YEAR 2015 APPROPRIATIONS
BY FUNDING SOURCE (IN MILLIONS)

CAsH FUNDS
$14.9

GENERAL FUNDS
$7.1

REAPPROPRIATED
FUNDs
$152.8

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

DEPARTMENT OF PERSONNEL & ADMINISTRATION
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

DIVISION OF
ACCOUNTS AND
CONTROL
76.1
DIVISION OF
CENTRAL SERVICES OFFICE OF
179.7 ADMINISTRATIVE
COURTS
40
EXECUTIVE
DIRECTOR'S OFFICE
45.8
CONSTITUTIONALLY
INDEPENDENT DIVISION OF HUMAN
ENTITIES DIVISION RESOURCES
4.8 46.7

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

OFFICE OF THE STATE CONTROLLER

The Office of the State Controller (OSC) is located within the
Department’s Division of Accounts and Control. The OSC is
responsible for managing the financial affairs of the State of Colorado,
which includes management of the State’s payroll system, payment
processing, overseeing the State’s budget, the preparation of the State’s
financial statements, and specific federal reporting requirements. As
part of fulfilling this responsibility, the OSC is the functional business



owner of the State’s accounting system, the Colorado Operations
Resource Engine (CORE), and the State’s payroll system, the
Colorado Personnel Payroll System (CPPS). As part of being the
functional business owner of these systems, the OSC is responsible for
providing guidance on the use of these systems, overseeing the certain
access and information security requirements of these systems, and
ensuring that the systems are working in the way they are intended.

We identified 12 overall areas in which the OSC could make
improvements to its operations—seven related to financial controls,
and five related to federal findings. We identified six MATERIAL
WEAKNESSES and six SIGNIFICANT DEFICIENCIES.

INFOADVANTAGE
FINANCIAL REPORTING

In conjunction with the State’s implementation of CORE at the
beginning of Fiscal Year 2015, the State partnered with the CORE
vendor (vendor) to implement InfoAdvantage, a web-based software
application, as the tool to report information entered into CORE.
InfoAdvantage and CORE are two separate systems. Staff statewide
enter a wide variety of information into CORE on an ongoing basis,
including accounting transactions, budgeting information, grant
information, and inventory management information. This
information is then processed, summarized, and transferred to
InfoAdvantage nightly.

Statewide accounting staff rely on InfoAdvantage reports to assess the
results of operations, verify financial information and validate data
entered into CORE. Additionally, OSC staff rely on InfoAdvantage
reports to monitor state and departmental operations, and verify
compliance with various statutes, regulations, fiscal policies, fiscal
rules, and other applicable requirements. OSC staff create the State’s
financial statements using a unique module of InfoAdvantage.
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InfoAdvantage provides a variety of reports to users. These reports
provide information in areas such as budgeting, procurement, cost
accounting, system security, and general accounting, as well as
reference documents. The general accounting reports include reports
such as expenditure details, revenue details, and budget versus actual
expenditures. In addition to these statewide reports available to all
InfoAdvantage users, OSC staff have created customized reports
tailored to individual needs as requested by specific users. Many of
these reports provide subtotals by accounting period. To facilitate the
reporting and analysis of financial information, CORE and
InfoAdvantage segment accounting transactions into accounting
periods throughout the fiscal year. Periods one through 12 correspond
to the months of the fiscal year (July through June, respectively), and
sequentially numbered subsequent periods are used as necessary to
record any required adjusting entries to correct errors or reclassify
information as may be necessary to create the State’s financial
statements.

InfoAdvantage reporting responsibilities have continued to evolve over
time. The vendor worked with state staff to program an initial set of
approximately 250 statewide reports for use upon implementation.
These reports were created and tested by the vendor using notional
data in a test environment, as actual State financial data was not yet
available in CORE. As operations transferred from the State’s
previous financial accounting system, Colorado Financial Reporting
System (COFRS), to the new CORE system in July 2014, the OSC
assumed the responsibility for InfoAdvantage reporting and assigned
this area to its CORE Operations section. In November 2014, the
OSC began relying upon a group of accounting, procurement, and
budgeting employees within various state departments who were
InfoAdvantage users, referred to as the Super User Group (Group), to
inventory and assess the usefulness and validity of the various
InfoAdvantage reports. The Group worked with CORE Operations
staff to incorporate necessary revisions to InfoAdvantage reports. Also
in November 2014, OSC management made a programmatic decision
to transfer InfoAdvantage reporting responsibility from its CORE
Operations section to its Financial Analysis and Reporting section to



better align InfoAdvantage reporting responsibilities with the section
that is also responsible for creating the State’s financial statements.
The OSC Financial Operating and Reporting section hired a full-time
reporting specialist in March 2015. As the reporting specialist took
charge of the responsibilities of report inventory, validation, and
revisions, the specialist continued to rely on the experience of the
Group to improve InfoAdvantage reports. The reporting specialist left
this position in November 2015 and, as of January 2016, the OSC
hired two full-time staff to fulfill these responsibilities related to
InfoAdvantage reporting.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed and tested the OSC’s internal controls to determine
whether the OSC took timely and sufficient measures to ensure the
sufficiency, accuracy, and reliability of InfoAdvantage reports during
Fiscal Year 2015. We inquired of OSC management about the
processes they used to validate InfoAdvantage reports and reviewed
the mechanisms the OSC employed for resolving identified problems
on InfoAdvantage reports. We gathered information from
InfoAdvantage users regarding issues via two methods. First, we
analyzed data from user-submitted InfoAdvantage service tickets.
Second, we solicited information from InfoAdvantage users by making
specific inquiries through a survey. We surveyed 41 controllers of
various state agencies and departments and their auditors during
August 2015 to determine (1) the extent of issues with InfoAdvantage
reporting during the fiscal year; (2) whether department or agency
staff had performed any procedures to ensure validity, reliability, or
accuracy of InfoAdvantage reporting during the fiscal year; and (3) if
departments were relying on InfoAdvantage reports as part of their
internal controls processes. Finally, we inspected data contained in
InfoAdvantage reports for completeness and accuracy.

The purpose of this audit work was to determine whether the OSC
implemented effective internal controls over financial reporting during
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Fiscal Year 2015, including whether InfoAdvantage reports used by
the OSC and the State’s various departments and agencies were
accurate and reliable.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Statute requires the State Controller to manage the State’s finances,
interact with departments and agencies statewide to assess their
financial needs and results, and to process and respond to inquiries
regarding the State’s finances [Section 24-30-201, C.R.S.]. To meet
these statutory requirements, the State Controller must have access to
accurate, reliable, available, and timely financial reports. Further,
Chapter 3, Section 3, of the Fiscal Procedures Manual charges each
State department with the responsibility for *““accurate, timely, and
complete year-end accounting.” Departments rely on accurate,
reliable, available, and timely reports as part of their internal control
processes to ensure they fulfill this responsibility.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Overall, we found that InfoAdvantage reports were not adequately
designed, tested, and validated to ensure the contents of the reports
were accurate and sufficient to satisfy the needs of Statewide
agency/department staff, management, or OSC staff. Specifically, we
noted a significant number of issues reported by InfoAdvantage report
users and a lack of a basic reconciliation between the CORE and
InfoAdvantage systems.

§ INFOADVANTAGE SERVICE TICKETS. During Fiscal Year 2015, State
staff reported issues they encountered with InfoAdvantage reports
to the CORE help desk by opening a service ticket (ticket). CORE
Operations staff provided a report of all tickets opened for
InfoAdvantage between July 2014 and January 2016. We
specifically analyzed tickets opened after Fiscal Year 2015—those



opened between July 2015 and January 2016—as this time period
corresponds with the time period state accounting staff were
working to close out Fiscal Year 2015 financial information. We
also eliminated any tickets pertaining to password lockouts or
resets from our analysis, as these tickets are not indicative of issues
with InfoAdvantage reports. The following table shows the service
tickets opened related to InfoAdvantage reports during that time
period.

INFOADVANTAGE SERVICE TICKETS OPENED
FROM JULY 2014 THROUGH JANUARY 2016
160

140

120

100 -

80 -
B TICKETS

60 - OPENED

40 -

20 -

Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan
14 14 14 14 14 14 15 15 15 15 15 15 15 15 15 15 15 15 16

SOURCE: Office of the State Auditor’s analysis of data provided by the Office of the
State Controller’s CORE Operations section.

As shown in the table, users reported the majority of the issues
during the first half of Fiscal Year 2015, coinciding with the initial
implementation of CORE. User-reported issues tapered off during
the second-half of the fiscal year, with higher than average activity
seen in June and August of 2015. The increases during these 2
months can be explained by the heightened InfoAdvantage
reporting activity required during the period of time at fiscal year-
end for financial staff to ensure they have entered all the
transactions necessary for the OSC to close the financial
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accounting records and the additional scrutiny necessary to ensure
that all financial information is accurately and completely reported
in CORE. Overall, users opened 1,219 service tickets for various
issues with InfoAdvantage reports, such as reports not containing
necessary data, report reliability concerns, inconsistent information
in reports, and unreliable access to InfoAdvantage reports.

Although the trend in the data demonstrates significant
improvements in InfoAdvantage reports during the time period of
July 2014 through January 2016, it also highlights that the
reporting functionality was not sufficient for operations upon
deployment of InfoAdvantage and CORE. The data also reinforces
the fact that although significant strides were made to provide
relevant and reliable reports to InfoAdvantage users, these
improvements were late in the fiscal year and reports were not
sufficient during the majority of the year to satisfy the State
Controller’s statutory responsibilities in a timely manner.

§ USER RESPONSES TO SURVEYS. Ten of the 41 parties surveyed (24

percent) responded that overall, InfoAdvantage reports were
unreliable or unusable for a significant portion of the fiscal year
and/or that they had reported issues with InfoAdvantage report
content by opening service tickets. Almost half reported that they
rely on InfoAdvantage reports as a component of their internal
control monitoring processes, such as a component of their
financial monitoring processes, although the information they
received from the InfoAdvantage system was insufficient to meet
their needs.

CORE TO INFOADVANTAGE RECONCILIATION. The OSC did not
perform timely reconciliations between the two systems. As
previously discussed, CORE information is processed, summarized,
and transferred to InfoAdvantage nightly. A basic reconciliation
between the two systems is a fundamental step to ensure
information is transferred and recorded properly. During
discussions with the OSC, we learned that neither OSC staff nor
vendor staff had a process in place to reconcile financial



information in the various databases. After our discussions, the
OSC did reconcile financial information between CORE and
InfoAdvantage during October 2015, as of the State’s accounting
period 14. We also noted that, while OSC staff indicated that they
performed an additional reconciliation of financial information
transferred from CORE to InfoAdvantage for the State’s accounting
period 15, OSC staff did not retain any records of the
reconciliation. The OSC did not note any discrepancies with the
financial information stored in the databases based on its
reconciliations.

WHY DID THE PROBLEMS OCCUR?

Some key factors that led to the issues we noted above included a lack
of timely adequate user training, a lack of a timely and sufficient
quality control review process, and a lack of dedicated InfoAdvantage
support staff as discussed below.

§ INFOADVANTAGE USER TRAINING. Although OSC staff and the
CORE vendor provided training to InfoAdvantage users prior to
the system implementation date of July 1, 2014, the training
provided was of a general, higher level nature. This is primarily
because there was no actual state financial data available for testing
the system and providing sample reports prior to July 1, 2014.
Instead, early demonstration and training sessions relied on data in
a test environment rather than actual state data. Further, after July
1, 2014, the OSC did not provide any additional formal
InfoAdvantage training until April 2015. The OSC indicated that
this gap was due to inadequate staffing to handle the volume of
InfoAdvantage reporting related issues, which is discussed in more
detail below. We noted that training sessions beginning in April
2015 were more detailed in nature and tailored to the needs of the
users. Although availability of InfoAdvantage training has
improved, and the availability of State financial data has improved
training quality, a recent CORE user survey conducted by CORE
Operations highlighted the need for additional InfoAdvantage
training.
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§ LACK OF INFOADVANTAGE PROCEDURES. The OSC had not

sufficiently documented the procedures necessary to ensure quality
InfoAdvantage reports are available to users. The OSC’s
InfoAdvantage report quality control review and approval process
was not documented in a formal procedure until June 2015, or 11
months after CORE implementation. Further, this procedure does
not designate responsibilities among various staff or define the
appropriate segregation of duties over report creation/modification,
review, and approval. We also noted that although the OSC has
developed procedures for the creation of new InfoAdvantage
reports, modification of existing InfoAdvantage reports, and has
documented its process for responding to service requests upon
changing the method for reporting issues in December 2015 from
opening service tickets through CORE Operations to reporting
problems to the Financial Analysis and Reporting section via email,
these procedures were not in place during Fiscal Year 2015. Finally,
we noted that the OSC does not have formal procedures to
reconcile data within the CORE and InfoAdvantage systems. OSC
management indicated that they plan to formalize and automate the
reconciliation process once they begin to close periods in CORE
more regularly in the future. Until then, OSC management said they
plan to manually perform the process as they close periods.

STAFFING FOR INFOADVANTAGE SUPPORT. The OSC has not
consistently maintained the necessary expertise in the staff charged
with the responsibility for supporting the InfoAdvantage system.
Because InfoAdvantage provides reports on a variety of information
recorded in CORE, and the data the system houses is detailed and
complex, staff supporting the function must be familiar with many
facets of general accounting and financial reporting. Staff also must
be sufficiently trained to understand the way the system stores and
processes information. These skills are necessary to effectively
create, test, and deploy reports to satisfy the needs of a wide variety
of users. Since the beginning of Fiscal Year 2015, the OSC has
taken steps to improve the necessary knowledge staff supporting
InfoAdvantage reporting possess by better aligning the reporting
function with internal reporting experts and dedicating staff solely



to support InfoAdvantage reporting. However, the necessary
knowledge was siloed and the reporting specialist’s departure in
November 2015 created a void. As previously discussed, the OSC
has currently backfilled the position with two new full-time staff
members.

WHY DO THESE PROBLEMS MATTER?

The availability of accurate, complete, timely, and relevant financial
reports is essential to the State. State accounting staff and management
need accurate and reliable financial reports in order to ensure that
accurate and complete financial information has been entered into
CORE and is reported appropriately. In order to effectively use
financial reports, InfoAdvantage report users need to understand the
various reports available, how to run the reports accurately, and what
information these reports provide in order to ensure that they are
using the correct reports to monitor the results of their finances and
operations. Without timely, accurate, and reliable financial reports,
State accounting staff and management may not be able to detect and
correct material errors on a timely basis and the OSC cannot comply
with its various statutory obligations.

For a significant portion of Fiscal Year 2015, the delay in availability
of robust financial information prevented the various state
departments and agencies from assessing their financial information in
a timely manner; this contributed to departments preparing and
entering a backlog of necessary accounting entries into CORE, which
in turn contributed to the OSC’s inability to publish the Basic
Financial Statements by its statutory deadline of September 20.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.
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RECOMMENDATION
2015-0011

The Department of Personnel & Administration’s Office of the State
Controller (OSC) should strengthen its internal controls over financial
reporting by:

A Ensuring current InfoAdvantage training is sufficient to address the
needs of the InfoAdvantage user community, and developing and
implementing a long-term training plan to ensure user needs are
met if it is not.

B Creating and implementing formal InfoAdvantage procedures that
define the roles and responsibilities for staff involved in the
process; ensuring proper segregation of duties over creating,
modifying, reviewing, and approving reports; and requiring a
regular reconciliation of data between the State’s accounting
system, the Colorado Operations Resource Engine (CORE), and
InfoAdvantage systems.

C Ensuring staff with the knowledge necessary to support
InfoAdvantage reporting are assigned InfoAdvantage support
responsibilities, and training additional staff on the various aspects
of the InfoAdvantage system to ensure continuity in the event of
employee turnover.

RESPONSE

OFFICE OF THE STATE CONTROLLER

A AGREE. IMPLEMENTATION DATE: MARCH 2016.

The OSC agrees that training is important to help departments
understand how to best utilize InfoAdvantage reporting to meet



their needs. The OSC faced significant resource challenges early in
the fiscal year that delayed regularly scheduled training sessions.
The InfoAdvantage team has begun to provide three levels of
training to state employees requesting such training beginning in
March 2016 on an as needed basis. These levels include beginner,
intermediate, and advanced. In addition, the InfoAdvantage team
has developed a long-term training plan to provide regular training
for new employees requesting it, existing employees who are
interested in a refreshing their knowledge, and with different levels
of training.

AGREE. IMPLEMENTATION DATE: JUNE 2016.

With the move of responsibility for InfoAdvantage from CORE
Operations to the Financial Analysis and Reporting section, the
InfoAdvantage team defined roles and developed processes for
implementing new reports or making changes to existing reports.
Further, to ensure data integrity, it is essential that the
InfoAdvantage reporting tool matches the data within CORE itself.
The OSC began reconciling the InfoAdvantage and CORE systems
in October 2015 with the close of period 14 for FY2015 and has
continued reconciling both systems with each close thereafter. The
OSC will continue to refine its documentation of these processes
and look for opportunities to further automate the reconciliation.

AGREE. IMPLEMENTATION DATE: MARCH 2016.

After the OSC moved the responsibilities of the InfoAdvantage
reporting from CORE operations to the Financial Analysis and
Reporting section, an additional staff member was hired in January
2016 to address the increased demands to support InfoAdvantage
reporting. Each of the two team members, as well as the manager,
is cross-trained on the significant aspects of each other’s duties.
The team members have the necessary skill sets to manage
infoAdvantage reporting, one with a technical background in type
of information technology used by infoAdvantage and one with an
accounting background and familiarity with the account structure
of the State. Further, each has attended formal training courses to
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expand the knowledge base available to support the reporting
function beyond what was provided by the vendor during the
implementation period. The cross-training of three employees on
the InfoAdvantage team should help to ensure continuity in the
event of employee turnover.

LABOR ALLOCATION

Labor allocation is the distribution of payroll expenditures for both
gross earnings and fringe benefits that are recorded in CPPS across
relevant sources of funding. Labor allocation is a vital piece of the
State’s payroll and accounting processes because it affects federal
funding, financial reporting, and several other key components of the
State’s operations. The OSC is responsible for ensuring the accuracy of
the State’s labor allocation process.

In the State’s previous accounting system, COFRS, labor allocation
was a specially built in module. There were interfaces between CPPS
and COFRS that provided the information needed for the module
which allowed labor costs to be allocated on a timely basis. CORE,
like many modern enterprise financial systems, does not contain a
payroll/labor allocation module. As a result of budget constraints, the
OSC evaluated alternatives for labor allocation using the existing
CPPS payroll system. This system could be used as a temporary
solution until the State implements a human resource information
system (HRIS), which will include payroll/labor allocation
functionality. The OSC worked with OIT, the CPPS vendor, and the
CORE vendor during the CORE implementation to create a process
that would allocate payroll data. The OSC, OIT, and the CPPS
contractor developed a temporary labor allocation system, the
Colorado Labor Allocation System (CLAS). In addition, the OSC and
OIT purchased a portion of a payroll accounting system, the Payroll
Accounting Management module (PAM), from the CORE contractor.

According to DPA, CLAS cost approximately $1.1 million to develop
and the cost of PAM for the first year was about $400,000. Under the



new process, CPPS was intended to feed payroll data into CLAS,
which would perform the allocation for earnings and then feed the
allocated data into PAM. PAM would then allocate benefits and feed
the data to CORE. CORE creates the appropriate journal entries. The
process required numerous manual entries and processes to move data
between the four systems (CPPS, CLAS, PAM, and CORE).

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We conducted interviews with staff at the OSC as well as OIT, and
gained an understanding of the labor allocation process both before
and after the implementation of CORE.

The purpose of the audit work was to review the State’s labor
allocation process during Fiscal Year 2015 to determine if the process
was appropriate and whether costs were accurately allocated across
relevant sources of funding.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

The federal Office of Management and Budget Circular A-87, Cost
Principles for State and Local Governments (Circular A-87),
establishes principles and standards for determining costs for federal
awards carried out through grants, cost reimbursement contracts, and
other agreements with state and local governments.

To comply with Circular A-87, State Fiscal Rule 8-3 requires that state
agencies use a cost allocation methodology that assures that the
allocations made through the methodology represent a service/benefit
or other equitable relationship between the cost of the services
provided and the value of the benefits received by users of the services.
Costs are defined as all expenses incurred by a project or program,
either directly or indirectly. Costs include such items as labor,
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material, supplies, rent or building charges, operating expenses, and
administrative expenses that might properly be assigned to the project
or program.

State statutes [Section 24-30-204 (1) and (3), C.R.S.] require the OSC
to prepare the State’s financial statements in accordance with generally
accepted accounting principles and to submit the financial statements
to the governor and the General Assembly no later than September 20
each year. This section also specifies that the official books of the State
shall be closed no later than 35 days after the end of the fiscal year. As
of that date, all adjusted revenue, expenditures, and expense accounts
shall be closed into the state accounting system in order to divide the
financial details of the state into comparable periods.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Initially, CORE was unable to capture labor allocation costs
accurately or timely during Fiscal Year 2015. According to the OSC,
upon the implementation of CORE, the OSC brought together “super-
users” (experts on allocation requirements for their specific agencies)
from various agencies to verify that the CLAS and PAM systems were
performing correctly and accurately. The super-users conducted
testing of statewide samples in order to review the labor allocation
and the breakdown before it was entered into CLAS, and to compare
the allocation from CLAS and PAM to the information in CORE.
Errors such as incorrect allocation rules or missing allocation codes
were found on the samples, which meant that if the samples contained
an error, it was likely that all employees’ labor costs were not
allocated correctly. During the fiscal year, the super-users found new
errors, and as a result, the labor allocation process was temporarily
stopped while the team corrected these errors. Due to the labor
allocation issues, the OSC delayed the monthly closing of the
accounting records for every month of Fiscal Year 2015 from the
historical closing dates and did not comply with the statutory



requirement to close the official State books by August 5, or 35 days
after the end of the fiscal year.

WHY DID THE PROBLEM OCCUR?

The CLAS and PAM systems initially did not work as intended and
the OSC did not sufficiently test the systems prior to the
implementation of CORE. In addition, the process was manually
intensive; as a result, there were many opportunities for inaccuracies
due to human error. The OSC also indicated that there was initially no
written documentation for the new labor allocation process, but the
OSC subsequently developed such documentation. The labor
allocation team included eleven employees who also had other full-

time jobs. There was not a dedicated project team for labor allocation.

WHY DOES THIS PROBLEM MATTER?

The labor allocation issues experienced with the implementation of
CORE ultimately caused the OSC to be out of compliance with state
statutes regarding the submission of the State’s financial statements.
Specifically, the Financial Statements for Fiscal Year 2015 were
statutorily required to be submitted to the governor and the General
Assembly by September 20, 2015. The OSC did not submit the
Statements to the governor and the General Assembly until late

January 2016—more than 4 months after the statutorily-required
deadline.

Month-end accounting procedures and the budget to actual variance
analyses cannot be completed without labor being allocated. Also,
federal funding has strict reporting requirements, either monthly or
quarterly, that require labor allocation in order to submit reports.
Most agencies with federal funding had to request extensions in order
to ensure that funding was not lost, which could impact future federal
awards.
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The State expects to replace the CPPS payroll system with a new
human resources information system during Fiscal Year 2018. Thus, it
is essential that the OSC address any potential labor allocation issues
resulting from the new system change for the period prior to system

implementation.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.

RECOMMENDATION
2015-0012

The Department of Personnel & Administration’s Office of the State

Controller should strengthen controls over the labor allocation process

by:

A Ensuring that payroll costs are allocated appropriately and in a
timely manner across programs, with adequate documentation for
staff to follow.

B Coordinating with the new human resource information system
implementation team during the planning and testing phases to
address potential deficiencies to ensure that the new human
resources information system interfaces with the State’s accounting
system, the Colorado Operations Resource Engine (CORE), before

the new system becomes functional.

RESPONSE

OFFICE OF THE STATE CONTROLLER

A AGREE. IMPLEMENTATION DATE: NOVEMBER 20135.

The labor allocation team developed a process to allocate labor
and benefit costs to the appropriate grants and programs. It is an
interim approach until the State implements an HRIS. The



approach includes a sequence that begins with time and leave
system or a process to report labor hours, moves to Colorado
Personnel and Payroll System (CPPS) to calculate payroll, then to
the Colorado Labor Allocation System (CLAS) to allocate salaries,
then to Payroll Accounting Module (PAM) to allocate benefits, and
finally to the Colorado Operations Resource Engine (CORE) to
post salary and benefits to the appropriate grants and projects in
the financial system. Central Payroll has developed guidance for
departments to use in balancing the data in each of these systems
with other systems in the labor allocation process. Departments
balance these systems for each payroll. For instance, for each
payroll, departments balance CPPS with CLAS with PAM and with
CORE. The office of the state controller website includes several
processes, procedures, and job aids to assist agencies with better
understanding the labor allocation process. Central Payroll
developed a monthly close calendar for FY2016 with specific dates
for each monthly close. To date, departments are meeting the

timing in the monthly close calendar.
B AGREE. IMPLEMENTATION DATE: DECEMBER 2017.

The entire business process of recording time, calculating payroll,
allocating salary and benefits costs to the appropriate grants and
programs, and posting these costs to the financial system will be a
critical requirement of the HRIS. The Central Payroll manager will
be involved in the HRIS selection process. The HRIS selection
committee will be able to involve subject matter experts in labor
allocation to ensure that the HRIS meets the State’s needs for labor
allocation. Central Payroll will be involved in configuration and
testing of the HRIS to identify and address potential deficiencies
before the HRIS is implemented.

CORE EDIT CONTROLS

Beginning with the implementation of CORE by the State in Fiscal
Year 2015, nearly all departments throughout the State utilize CORE
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to record daily transactions and generate reports. CORE has the
capability to require that specific information be input for each
transaction. In addition to recording daily transactions, departments
use CORE to record and manage their annual budgets. Budget
controls contained in CORE are designed to prevent departments from
overspending their appropriations. When a transaction is processed in
CORE that would cause expenditures to exceed the budgeted amount,
CORE is designed to display a warning message and not allow the
expenditure to process without a higher level override. However,
should a department decide to over-expend the budget, an individual
at the department who has proper authority in CORE can override the
budget control and approve the transaction. The OSC must enable the
budget controls within the first quarter of each fiscal year.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We performed interviews with OSC staff, reviewed CORE
transactional data, and reviewed CORE budget control documents as

part of our audit testwork.

The purpose of our audit testwork was to determine if CORE had
proper edit controls enabled over transactions, including budgetary
controls, during Fiscal Year 20135.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

State statute [Section 24-30-201(1), C.R.S.] indicates that the powers,
duties, and functions concerning accounts and control shall be the
responsibility of the State Controller. Some of the key responsibilities
listed in this statute are to coordinate all financial procedures for the
State, including creating, prescribing, and installing all accounting
forms, records, and procedures for all state agencies. As part of these
responsibilities, we would expect to see controls in place over financial
information processing, such as edit checks of entered data.



State statute [Section 24-75-102(1)(a), C.R.S.] also requires that all
moneys appropriated by the General Assembly be expended or
encumbered, if authorized by the State Controller, only in the fiscal
year for which appropriated. However, statute [Section 24-75-109,
C.R.S.] outlines specific instances where the State Controller can
approve over-expenditures by departments. For example, over-
expenditures may be authorized for Medicaid and the worker’s
compensation self-insurance program, among others.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Based on our testwork, we identified the following problems with
CORE data during Fiscal Year 2015.

TRANSACTIONS MISSING DATA FIELDS. We noted during our audit that
transactions entered into CORE did not include all necessary data
fields for financial reporting. For example, we identified
approximately 13,400 transactions in July 2015, the first month of
CORE implementation, which contained missing data fields such as
fund, revenue source code, object code, department code, and balance

sheet account.

BUDGETARY CONTROLS NOT ENABLED. We determined that the OSC
did not enable budgetary controls in CORE within the first quarter of
Fiscal Year 2015. Rather, the controls were not activated until after
the end of Fiscal Year 2015. According to CORE budget control
documents, the budgetary controls activation was first enabled in July
2015—subsequent to the June 30, 2015, fiscal year-end. As a result,
although CORE generated a warning message during Fiscal Year 2015
for any transaction that would cause an over-expenditure, CORE did

not require an override in order to allow an over-expenditure to occur.
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WHY DID THESE PROBLEMS OCCUR?

Due to difficulties with implementing CORE, the OSC did not review
and configure data fields to require entry of detailed information for
certain classes of transactions prior to the beginning of Fiscal Year
2015. The OSC performed a review and reconfigured required data
fields for all classes of transactions 11 months subsequent to CORE

implementation.

OSC staff reported that they did not enable the CORE budget controls
in Fiscal Year 2015 because a CORE programming error caused the
budget controls to improperly prevent departments from spending
federal award funds. Also, another system defect caused over-
expenditures to be routed back to the preparer subsequent to the
transaction’s prior approval by a supervisor. In order to allow
departments to continue expending their budgets, OSC staff did not

turn on budget controls until they were able to fix the noted errors in
July 2015.

WHY DO THESE PROBLEMS MATTER?

Without timely edit controls to ensure that transactions are coded
appropriately in CORE, the users of the State’s financial information
do not have assurance that the information presented for decision-
making purposes is accurate. Furthermore, excessive over-

expenditures could cause the programs to be in violation of statutes.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0013

The Department of Personnel & Administration’s Office of the State
Controller (OSC) should ensure the accurate recording of financial
information into the State’s accounting system, the Colorado



Operations Resource Engine (CORE) by:

A

Reviewing and configuring data fields in CORE to ensure that the
system captures necessary information based on the class of

transaction.

Verifying that CORE budgetary controls are enabled and properly
working within the first quarter of each fiscal year.

RESPONSE

A

OFFICE OF STATE CONTROLLER

AGREE. IMPLEMENTATION DATE: MAY 20135.

The issue was identified early in the fiscal Year. The evaluation of
the configuration that resulted in the ability for departments to
enter data without all of the necessary fields occurred in February
2015. The reconfiguration could not occur until the transactions
that were processed with missing data were reversed. As part of the
clean up, the OSC created a series of InfoAdvantage reports to
identify transactions meeting these conditions. After a cleanup
period, the OSC reconfigured controls in May 2015. There is one
remaining class of transaction, the JVA document type, at risk for
missing data as it does not contain event requirements to control
required data. As riskier, these documents go through additional
workflow approval at a departmental controller level. The
InfoAdvantage reports that were created for the data clean up
became part of the package of activity that the OSC monitors in its
quarterly reporting that would identify missing data issues for the
JVA transaction class.

AGREE. IMPLEMENTATION DATE: MARCH 2016.

Budget control is an essential tool to help departments manage
their budgets within statutory requirements. While full budget
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control was not in place, warning messages were displayed. With
the technical issues resolved, the budget control has been
implemented. Budget control; however, cannot be enabled before
the start of the fiscal year. It cannot be enabled until the close-out
of the prior fiscal year as activity occurs, such as federal funds
where new custodial budgets are created based on unused closing
fiscal year balances. With the delays in closing Fiscal Year 2015,
the earliest that budget control could be turned on in Fiscal Year
2016 was in March 2016 and that occurred. In the future with a
more stable closing calendar, budget control could be turned on in
mid-September, which is consistent with the former accounting

system.

DEPRECIATION OF
CAPITAL ASSETS

With the implementation of CORE, OSC worked with a contractor to
develop a capital asset module (Module) to track all of the State’s
capital assets. Capital assets are assets owned by the State and are
primarily used in a department’s operations and programs, and have a
useful life greater than 1 year. Capital assets are assets that have a
value which decreases over time. The Module calculates depreciation
using the straight-line method. Using this method, the depreciation is
prorated in equal dollar amounts to interim periods throughout the
life of the asset.

When the Module was first implemented at the beginning of Fiscal
Year 2015, the Module calculated depreciation automatically and sent
the resulting transactions into CORE on a monthly basis. The OSC
changed the process during the year to require that staff manually
initiate the Module’s calculation of depreciation for all assets, and to
require that staff manually review the Module’s parameters for
calculating depreciation, such as fiscal year and accounting period.
The OSC does not review the depreciation calculation for accuracy,
but instead examines the errors identified in the data where an asset is



not being depreciated because of missing parameters. The parameters
used to calculate depreciation include the asset’s historical cost,
salvage value, useful life, and the date the asset’s life cycle started, or
its “in-service” date. When missing parameters are identified, OSC
staff report that they contact the appropriate department’s asset
manager to identify and enter the appropriate information.

During the conversion from the Colorado Financial Reporting System
(COFRS) to CORE, balance sheet account balances and accumulated
depreciation balances for capital assets were extracted from COFRS and
recorded by Departments in the Module for CORE. During the
Open/Close training provided by the OSC prior to the start of Fiscal Year
2015, OSC staff instructed department staff to verify that the balance
sheet information extracted and the information entered in the Module
was correct to ensure depreciation would be calculated accurately.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed depreciation transactional detail reports from CORE for
Fiscal Year 2015 activity for a sample of departments. We also
examined OSC- required Exhibit W1s, Changes in Capital Assets—
Governmental and In Service Funds, and Exhibit W2s, Changes in
Capital Assets—Enterprise Funds, submitted by departments for Fiscal
Year 2015 to disclose their changes in capital assets during the year. In
addition, we interviewed individual department staff and the OSC
related to the Module.

The purpose of the audit work was to evaluate the effectiveness of the
OSC’s processes, communications, and procedures regarding capital
assets and depreciation expense in Fiscal Year 2015.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Asset management policies and procedures established by the OSC
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(Depreciation Policy Statement AM.PO.04) require departments to use
the Module to record and manage each capital asset throughout the
asset’s useful life unless the OSC approves an exception.

Governmental Accounting Standards Board Statement No. 34,
Paragraph 20, states that capital assets that are being or have been
depreciated should be reported net of accumulated depreciation in the
statement of net assets.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

CAPITAL ASSETS WERE NOT DEPRECIATED ON AN APPROPRIATE BASIS.
Based on our review of CORE capital asset transaction detail reports
and related capital asset information contained in the Module, we
identified assets that had unusual parameters used to calculate
depreciation. For example, CORE was listed in the Module as having
a useful life of 120 years instead of 120 months. This is unusually
high, since COFRS, the state’s previous accounting system, was
replaced after 24 years. Further, staff at the Office of the Governor,
where the asset was recorded, indicated that the useful life used for
CORE is 10 years. In another instance, depreciation expense totaling
$5,150 for one asset was recorded for Fiscal Year 2015 even though
the historical cost in CORE had been adjusted to $0.

ASSETS OBTAINED PRIOR TO FISCAL YEAR 2015 MAY HAVE
INAPPROPRIATE DEPRECIATION EXPENSE IN FISCAL YEAR 2015. In prior
years, the first and last years of an asset’s useful life were based on a
6-month basis, or “half-year convention.” If an asset was placed into
service on any date other than July 1, the department was to book 6
months of depreciation expense in the first year of service. Similarly, if
an asset was in service for its entire useful life, in its final year of
service the department would recognize 6 months of depreciation
expense. For Fiscal Year 2015, the OSC changed the procedures for
calculating depreciation by switching from the half-year convention to
a daily basis calculation starting on the asset’s in-service date. For
assets that were placed in service prior to Fiscal Year 20135, the



difference between the expense calculated from the date the asset was
actually placed in service and the expense incurred under the old six-
month basis was recorded as Fiscal Year 2015 depreciation expense.
The OSC did not quantify the impact this change had on the financial
statements.

THE MODULE’S AUTOMATIC CALCULATION OF DEPRECIATION RESULTED
IN LARGE ADJUSTING ENTRIES AND MISSING FISCAL YEAR 2015
DEPRECIATION. In two instances, the Module automatically calculated
depreciation even though the OSC requested that the automatic
calculation be cancelled because information used to calculate
depreciation in the Module was not complete at that time.

As a result of the first instance, the OSC made correcting adjustments
totaling approximately $831 million to back out the automatic
depreciation entries. In the second instance, depreciation expense for
some assets that had been acquired in Fiscal Year 2015 was not
recognized in Fiscal Year 2015; rather, it was recognized for the first
time in Fiscal Year 2016. This error was never adjusted back to Fiscal
Year 2015. The OSC turned off the automatic running of depreciation
in the Module for the State’s assets, which was scheduled for the first
Friday of every month after these errors occurred, and manually
initiated the Module’s depreciation calculation. This led to a third
depreciation error because the wrong fiscal year was manually entered
into the depreciation entry in CORE. This error required
approximately $9.4 million in adjustments to correct depreciation.

WHY DID THE PROBLEM OCCUR?

FINAL RESPONSIBILITY FOR DEPRECIATION HAS NOT BEEN CLEARLY
ASSIGNED. Prior to CORE implementation, departments were responsible
for calculating and recording depreciation for their own assets and
depreciation was not calculated and recorded centrally by the OSC.
During Fiscal Year 2015, some departments believed that because the
OSC was using the Module to calculate depreciation centrally, the
departments were not required to recalculate depreciation or otherwise
ensure their records agreed to depreciation calculated by the Module.
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When the departments approached the OSC with questions, they
reported that they were advised by OSC staff that depreciation was being
calculated correctly based on the parameters entered in the Module and
not to make any adjustments in CORE. For example, one Exhibit W1
submitted by a department contained a note that stated the individual
preparing the exhibit did not believe the module was calculating the
department’s assets correctly, but they were not making adjustments
since the OSC had indicated the module was working.

NO ANALYSIS WAS PERFORMED RELATED TO THE CHANGE IN
DEPRECIATION CALCULATION. OSC staff indicated that they believe the
impact of changing the basis for calculating depreciation was
insignificant or immaterial to the financial statements. However, they
did not perform an analysis of the impact of the change and therefore,
could not provide documentation to substantiate that the impact on
the financial statements is immaterial. Also, the OSC did not perform

an analysis to determine the amount of depreciation that should have
been recorded in Fiscal Year 2015 versus Fiscal Year 2016.

WHY DOES THE PROBLEM MATTER?

A lack of strong internal controls over recording, monitoring, and
analyzing capital assets may increase the risk that capital assets and
the related depreciation expense are materially misstated on the State’s

financial statements.

CLASSIFICATION OF FINDINGS: MATERIAL WEAKNESS.

RECOMMENDATION
2015-0014

The Department of Personnel & Administration’s Office of the State
Controller (OSC) should improve internal controls over the processing
of capital assets to ensure capital assets are accurately presented on the

State’s financial statements by:



A Clearly communicating with departments and agencies their roles

and responsibilities related to capital assets. This should include
maintaining a detailed record of all capital assets using the capital
asset module as outlined in the asset management policies and
procedures.

Performing an analysis to ensure depreciation calculations are

correct.

RESPONSE

A AGREE. IMPLEMENTATION DATE: MAY 2016.

OSC CORE Operations runs the depreciation process centrally.
Departments have the responsibility for recording assets, verifying
balances, making corrections, and conducting an annual inventory
of assets. OSC will provide additional capital asset training for the
departments at the Open/Close Training that is scheduled in May
2016. This training will include the asset management policies and
procedures and will emphasize the departments’ roles and
responsibilities related to capital assets. The OSC will also provide
at the Open/Close Training information on how depreciation is
calculated and share the formula that is used to calculate
depreciation as it is presented in the AMS Advantage Financial
Fixed Assets User Guide.

AGREE. IMPLEMENTATION DATE: JUNE 2016.

This recommendation has been partially implemented. To ensure
the depreciation is charged to the correct accounting period and
fiscal year, the OSC Financial Analysis & Reporting (FAR) will
review the parameters that are input by the OSC CORE team
when running the Mass Depreciation Job. The OSC FAR will
verify that the Fiscal Year, Depreciation End Date, and Accounting

Period parameters are correct.
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The OSC CORE team will develop a screen print of the parameter
input screen and OSC FAR will review and approve prior to the
team running the job. Once the job is complete, OSC FAR will
select random samples and apply the depreciation formula to those

samples to ensure the depreciation calculation is correct.

QUARTERLY REPORTING

The OSC is responsible for managing the financial affairs of the State
of Colorado and preparing the Basic Financial Statements (Statements)
and the Comprehensive Annual Financial Report (Report) as required
by statute. To ensure the accuracy of the Report, the OSC requests
that each department submit quarterly reports. Toward the end of
each quarter, the OSC sends an email to all department controllers
with a list of questions that are used to gauge the accuracy of the
department’s finances. These questions vary each quarter but can
include such things as the status of abnormal balances, known over-
expenditures, instances in which cash is out of balance, and missing
data elements. The departments run special diagnostic reports created
by the OSC in InfoAdvantage specifically to address the inquiries from
the OSC. The results of these diagnostic reports show areas where
there may be a concern with a department’s financial statements. The
department reports these results and provides an action plan and
timeline for correcting issues that are found. Staff within the OSC’s
Consulting and Analysis Unit track these issues and provide assistance

to the departments in ensuring an accurate and timely resolution.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed a sample of six Fiscal Year 2015 quarterly reports
submitted by four different departments to the OSC. In addition, we
looked at three quarterly logs kept by the OSC for tracking the
quarterly reports received. We reviewed these samples to determine
whether the OSC adequately examined the Fiscal Year 2015 quarterly

reports in accordance with statute and the OSC’s internal controls,



processes and procedures.

The purpose of the audit work was to determine whether the OSC
adequately collected and reviewed department-submitted quarterly
reports to ensure the accuracy of the Statements and the Report.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

State statute [Section 24-30-204(2)(a), C.R.S.], requires all
departments, institutions, and agencies in the State government to
submit a quarterly report of financial information to the State
Controller no later than 30 days after the last day of each fiscal
quarter. This report should include such financial information as
deemed reasonable and necessary by the State Controller. The statute
also requires that the report should include sufficient financial
information for the State Controller to determine if such department,
institution, or agency is properly crediting monthly revenues and
accruals and is properly billing the federal government in a timely

manner.

The OSC’s Fiscal Year 2015 Report/Statements Internal Controls,
Processes, and Preparation Procedures document identifies the review
of departmental quarterly reporting as a key control to ensure the

Report and Statements are correct.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

THE OSC DID NOT COLLECT ALL REQUIRED QUARTERLY REPORTS FOR
FISCAL YEAR 2015. According to the quarterly report tracking sheet
provided by the OSC, several departments failed to turn in reports. In
the first quarter, the OSC received 52 of 71 department reports (73
percent). In the second quarter, the OSC received 64 of 72 department
reports (89 percent). In the third quarter, the OSC received only 30 of

-85

VOLIANV 4LV.LS OAVIOTOO HHL A0 LYOddY



||
||

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

o)
(©)

70 department reports (43 percent). Although required by statute, the
OSC did not collect quarterly reports in the fourth quarter because the
Consulting and Analysis Unit ran diagnostic reports and worked with
departments as part of year-end closing procedures to clear diagnostic

€rrors.

NOT ALL QUARTERLY REPORTS CONTAINED THE REQUESTED
INFORMATION. One of the six quarterly reports we reviewed did not
contain all of the information that was requested by the OSC.
Specifically, the department did not provide adequate and complete
responses to the OSC’s second quarter inquiries. Instead, the
department submitted its own diagnostic reports from InfoAdvantage
without an analysis of items requested by the OSC, or confirmation
the department corrected any issues detected by the diagnostic reports.
The OSC followed up and requested the missing data but did not
receive a reply from the department; the OSC did not continue to

perform any additional follow up.

DIAGNOSTIC REPORTS NECESSARY FOR QUARTERLY REPORTING WERE
NOT TIMELY AND CONTAINED ERRORS. The OSC did not provide
diagnostic reports necessary for quarterly reporting until the second
quarter of Fiscal Year 2015, and even then, the departments
experienced errors requiring correction when using them. Four of the
six quarterly reports we received contained a comment from the
department describing a problem the department had running a
diagnostic report or questioning the results produced by the diagnostic
report. Two of the reports were from the first quarter, one report was

from the second quarter, and one report was from the third quarter.

WHY DID THE PROBLEM OCCUR?

Although the OSC outlines the requirements for state agencies to
submit quarterly reports, if a department fails to submit a report or
submits incorrect financial information, the OSC does not perform

sufficient follow-up to ensure the required information is obtained.
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During the fiscal year, diagnostic reporting functionality was not
sufficient for operations upon implementation of InfoAdvantage and
CORE. For example, there were no diagnostic reports available during
the first quarter. Further, reports created for the remainder of the year
were not always accurate or they produced unreliable results. These
diagnostic reports did not provide sufficient financial information for
the departments or the OSC to analyze during the majority of the year
to assist in satisfying its statutory responsibilities.
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WHY DOES THE PROBLEM MATTER?

Quarterly reporting is one of the key internal controls for ensuring
that the Statements and the Report are prepared in a timely manner
and accurately. It is an integral part of the Statements and Report
process because it allows the OSC to track the progress of
departments’ financial reporting and assists the departments and OSC
in identifying errors and issues of non-compliance early on. Inaccurate
or missing quarterly reports could ultimately lead to inaccurate

financial statements and other financial reporting.

Additionally, without strong internal controls in place to ensure that
quarterly reports are accurate and timely, the risk that state
departments will fail to properly credit monthly revenues and accruals,
and properly bill the federal government in a timely manner is

increased.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0015

The Department of Personnel & Administration’s Office of the State
Controller (OSC) should strengthen its internal controls over quarterly
financial reporting by:
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A Creating a standard process regarding quarterly reporting and the

submission of reports, including procedures requiring follow up
steps when departments have missing or incomplete information,
to help ensure compliance with statute [Section 24-30-204(2)(a),
C.R.S.].

Improving system-based diagnostic reports used for quarterly
reporting, creating a process to ensure the validity of the reports
and increasing the number of reports available to the departments.
This will help ensure that the reports provide sufficient

information for the OSC to fulfill its statutory responsibilities.

RESPONSE

OFFICE OF THE STATE CONTROLLER

A AGREE. IMPLEMENTATION DATE: JUNE 2016.

B

The OSC agrees that quarterly reporting is an important control.
We will document the follow up steps to be taken when
departments have missing or incomplete information. We have a
standard process and procedure in place, though some steps may
be an undocumented practice. The Fiscal Procedures manual
includes 2 pages of procedures to help the departments in their
compliance with the requirements contained in C.R.S 24-30-
204(2). In addition, the OSC sends email communications to
department controllers at the end of the quarterly accounting
periods to remind and provide additional guidance on the
compliance process and procedure. Our practice is to follow up
with departments that fail to submit the requested documentation
by the due date. The OSC has limited means to force compliance
after repeated requests. We have a separate process to address
significant abnormal balances and variances on an individual basis

as they are uncovered through our review of diagnostic reports.

AGREE. IMPLEMENTATION DATE: JANUARY 2016.



We agree that diagnostic reports are an important internal control
tool. We have made improvements to and increased the number of
reports available over the past year. As more data became available
in the system, we discovered anomalies with some reports that
have now been corrected. This is an iterative process with any new
system. We have a documented process to validate reports prior to
release for general use. With a large and complex system and data
structure, there will inevitably be data anomalies that arise when
users start using the reports. We strive for highly reliable reports,
and take quick action to resolve errors as they are brought to our
attention. We recently added an additional staff member in the
CORE reporting area to further enhance the reporting available in
CORE.

CORE BEGINNING
BALANCES

As part of implementing CORE, the OSC required the CORE vendor
to load the Fiscal Year 2014 ending balances for the State’s balance
sheet accounts contained in COFRS into the new CORE accounting
system to become the basis for the Fiscal Year 2015 beginning
balances in the first CORE accounting period, known as Period Zero.
The OSC then instructed the Departments to make manual
adjustments to the balances in CORE to reflect final adjustments that
had been made outside of COFRS to the State’s final issued Fiscal
Year 2014 financial statements. State departments were responsible
for further allocating the beginning balances into new department
codes and redistributing and further segregating balance sheet
accounts within CORE for internal management purposes. These
beginning balances included amounts for cash, capital assets (such as
land, buildings, and vehicles), accounts payable, and fund balances.
The entries entered into Period Zero totaled about $49 billion in
assets, $20 billion in liabilities, and $29 billion in fund balances/net

positions.
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WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We obtained and reviewed the OSC’s reconciliations of the Fiscal Year
2015 beginning balances recorded in CORE within Period Zero to the
State’s Fiscal Year 2014 financial statements. This review included
matching transactions to totals in Period Zero for significant account
balances to the Fiscal Year 2014 ending balances as shown in the
financial statements. We also reviewed the OSC’s Fiscal Procedures
Manual, trainings, procedures, and other communications that related

to beginning balances.

The purpose of this audit work was to determine whether the Fiscal
Year 2015 beginning balances contained in CORE agreed to the Fiscal

Year 2014 ending balances reported in the State’s financial statements.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Under accounting standards issued by the American Institute of
Certified Public Accountants, [AU-C 510.05] defines opening balances
as being “based upon the closing balances of the prior period and
reflect the effects of transactions and events of prior periods and
accounting policies applied in the prior period.” These auditing
standards also require the auditor to obtain sufficient, appropriate
audit evidence that opening balances do not contain misstatements

that materially affect the current period’s financial statements.

In addition, statute [Section 24-30-201(1)(f), C.R.S.] states that the
State Controller is responsible for coordinating “all the procedures for
financial administration and financial control so as to integrate them
into an adequate and unified system, including the devising,
prescribing, and installing of accounting forms, records, and

procedures for all state agencies.”



WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

The amounts posted in CORE for the beginning balances at the start

of Fiscal Year 2015, or as of July 1, 2014, were not accurate and

required OSC adjustments to correct the balances as well as

Department adjustments to further allocate the balances. Further, the

beginning balances were not fully reconciled until December 2015, or

18 months later. Specifically, we found the following:

The CORE vendor did not accurately post the Period Zero
balances for Fiscal Year 2015, requiring the OSC to make
additional adjustments to ensure that the beginning balances were
accurate and complete. Specifically, 169 of 8,973 entries posted by
the CORE vendor to Period Zero in July 2014 were not posted to

a specific fund.

The State departments made 581 entries totaling approximately
$24.3 billion to the Fiscal Year 2015 beginning balances; 374
adjusting entries totaling $15.5 billion were made between July 1,
2014 and June 30, 2015, and 207 adjusting entries totaling $8.8
billion, or roughly 36 percent of the adjusting entries, were made
between July 2015 and December 2015. These entries included
adjustments made to record Fiscal Year 2014 post-closing entries,
correct the CORE vendor issues previously noted, and to further
segregate balances for department analysis.

The OSC did not complete a reconciliation of the beginning
balances contained within CORE to the Fiscal Year 2014 financial
statements until May 2015. According to the OSC’s procedures,
the reconciliation should have included all entries made by the
State departments to adjust the balances loaded by the vendor but
it did not. The OSC completed a second reconciliation in
December 2015, because the OSC continued to allow departments
to record entries to the Fiscal Year 2015 beginning balances

between May and December.
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= During the work completed for Exhibit K1, Schedule of Federal
Assistance for the Year Ended June 30, 2015, and Cash Funds, the
auditors noted issues around entries for Period Zero that impacted

the completion and accuracy of this audit work.

In addition, the OSC has not implemented a process going forward to
ensure that balances are properly rolled between fiscal years within
CORE.

WHY DID THE PROBLEM OCCUR?

The OSC developed a conversion plan for beginning balances in
August 2014 with a revision in April 2015. However, due to the
implementation of CORE, the OSC was focused during the first half
of Fiscal Year 2015 on addressing other issues that had resulted from
CORE implementation. As a result, the OSC did not specifically
instruct departments to make beginning balance allocations in Period
Zero until January 2015, or 7 months into the fiscal year. The OSC
then delayed the closing of Period Zero to new transactions until
December 2015, or a total of 18 months after the beginning of the
fiscal year, which allowed departments to continue posting
transactions to Period Zero, thus changing the beginning balances for
Fiscal Year 2015 over that time period.

In addition, while information on beginning balances was provided
within the OSC’s Fiscal Procedures Manual and discussed by the OSC
at its annual Open and Close training that is held for the various State
departments, the OSC did not provide specific information to State
departments and institutions to ensure staff sufficiently understood the
reconciliation process they were performing and the procedures that
the departments needed to complete to ensure that beginning balances
were properly stated in CORE.

According to the OSC, departments are currently using subaccounts in
CORE to further segregate account balances because they thought that
CORE would be able to roll beginning balances at a detailed level.
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However, as of the end of our audit, the OSC was still researching the

capabilities in CORE for recording more detailed balance information.

WHY DOES THIS PROBLEM MATTER?

The OSC and State departments are responsible for monitoring their
financial activities throughout each fiscal year, which includes
monitoring their beginning and ending account balances. If account
balances are not accurate at the beginning of the year, monitoring of

account balances, including completing reconciliations, cannot be
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performed; as a result, staff within the State departments cannot
identify and correct errors in a timely manner. In addition, beginning
balance entries recorded in the latter part of 2015 and the first 5
months of 2016 impacted the accuracy of any analysis and
comparisons used by the departments for their monitoring and
reporting processes, thus decreasing management oversight of
expenditures and programs.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0016

The Department of Personnel & Administration’s Office of the State
Controller should strengthen controls over beginning balances in the
Colorado Operations Resource Engine (CORE) by:

A Ensuring beginning balances are properly posted within CORE’s
Period Zero by completing a reconciliation of the prior year’s
ending balances to the CORE beginning balances in a timely
manner after the fiscal year begins. This process should include
closing Period Zero to subsequent entries once the reconciliation

has been completed.
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B Working with the State departments to establish a process for
determining how to best utilize CORE for ensuring that beginning

balances are timely and accurately posted.

RESPONSE

OFFICE OF THE STATE CONTROLLER

A AGREE. IMPLEMENTATION DATE: DECEMBER 2016.

Once the Fiscal Year 2015 balances are finalized and loaded into
Fiscal Year 2016 Period Zero, the Office of the State Controller
will reconcile the data at the Department, Fund, and Balance Sheet
account level in a timely manner. Departments may further
allocate these balances to detailed accounts within Period Zero.
Once those allocations are completed, a final, high-level
reconciliation of Period Zero balances will be prepared by the
Office of the State Controller.

B AGREE. IMPLEMENTATION DATE: DECEMBER 2016.

The Office of the State Controller will work together with State
departments to develop a process where balances roll

automatically and no further adjustments are needed.

INTERNAL CONTROLS
OVER CENTRAL PAYROLL

On a quarterly basis, Central Payroll Unit (Unit) staff, within the
OSC, reconcile federal payroll taxes paid on behalf of more than
31,500 State employees throughout the quarter to total payroll taxes
due, as reported through the federal Form 941-Employer’s Quarterly
Federal Tax Return (Form 941), which is submitted to the Internal
Revenue Service (IRS). On average, the Unit is responsible for



reporting about $400 million in wages and compensation and about

$55 million of tax liabilities per quarter.

Unit staff utilize a variety of reports containing data such as total
payroll, federal and Medicare taxes withheld, and various deductions
and adjustments, retrieved through the Colorado Personnel Payroll
System (CPPS) to arrive at the total amounts reported on Form 941.
Unit staff prepare the reports and the Unit manager reviews the
reports and supporting documentation, and signs all the reports for
submission to the IRS. Each quarterly Form 941 is due to the IRS by
the end of the month following the quarter being reported. For
example, the quarterly Form 941 for October through December 2014
was due by January 31, 2015. The Form 941 identifies any
overpayments and underpayments of federal tax liability and Unit

staff issue payments or requests refunds from the IRS.

If errors or adjustments to any reported amounts are subsequently
identified by Unit staff, the federal Form 941-X—Adjusted Employer’s
Quarterly Federal Tax Return or Claim for Refund (Form 941-X) must
be completed and filed by the end of the month following the quarter in
which the error was identified. For example, if an error was identified in
November 2014, which is the 4th Calendar Quarter, the Form 941-X
was due by January 31, 2015. If any additional errors are subsequently
discovered at any time, an amended form 941-X must be filed.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS ITS PURPOSE?

We reviewed the Unit’s payroll policies and procedures and tested
three of four quarterly Forms 941 submitted to the IRS by the Unit
during Fiscal Year 2015 (the reports submitted for Quarter 4 of
Calendar Year 2014 and Quarters 1 and 2 of Calendar Year 2015)
and six Forms 941-X submitted to the IRS by the Unit. Out of the six
Forms 941-X, we reviewed two forms for Quarter 4 of Calendar Year
2013 filed during March and April of 2015, and one form for Quarter

[1-95
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1 of Calendar Year 2014 filed during April of 2015, as part of the

testing for our prior year recommendation.

The purpose of the audit work was to determine whether the Unit had
adequate internal controls in place over federal payroll withholding
reporting requirements and payments during Fiscal Year 2015. In
addition, we sought to determine the Unit’s progress in implementing
our Fiscal Year 2014 recommendation, in which we recommended the
Unit update its financial reporting policies and procedures, implement
an effective supervisory review over internal and external financial
reporting, provide adequate training to Unit staff on internal controls,
and file Forms 941-X to correct errors identified in Fiscal Year 2014.
The OSC agreed to our recommendations for the Unit.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

According to State Fiscal Rule 1-8, Preaudit Responsibility for
Accounting Documents and Financial Transactions, the Unit “shall
implement internal accounting and administrative controls that
reasonably ensure that financial transactions are accurate, reliable,
and conform to state fiscal rules.” Examples of these internal controls
would be those that ensure that reports are prepared and filed in a
timely manner, and include the investigation of any identified

differences, secondary reviews, and periodic staff training.

The Unit’s internal procedures document indicates that Unit staff
should prepare payroll liability payments using various reports
generated from CPPS and initiate payments of federal payroll tax
liabilities to the appropriate entities. The document also indicates that
Unit staff should prepare federal payroll tax returns based on manual
reconciliations prepared on a quarterly basis and that the Unit

manager should review and sign all reports.

Further, the IRS expects employers to report accurately and in a timely

manner the tax liability owed, including any corrections, in



accordance with federal rules and regulations. The IRS also requires
employers to keep relevant employment tax records for at least 4 years
(IRS Publication 15, Employer’s Tax Guide). According to IRS rules
and regulations, the timeliness of the return filing is determined by a
postmark date, and any potential fines, penalties, and interest are
generally determined based on that date.

WHAT PROBLEMS WERE IDENTIFIED?

We found that, while the Unit filed all amended returns to address
errors identified in our Fiscal Year 2014 audit, the Unit continued to
make reporting errors and did not otherwise comply with federal
payroll regulations during Fiscal Year 2015. Specifically, we identified

the following issues:
= Unit did not comply with Federal Payroll Rules and instructions:

All three of the Form 941s we reviewed contained multiple
errors, such as an incorrect employee count reported for multiple
quarters, and incorrect reporting of Federal Taxable Wages and
Additional Medicare tax. In some cases, these errors caused the
Unit to overpay or underpay taxes to the IRS. The errors we
identified resulted in Unit staff filing additional amended returns.

On 3 of the 6 amended Forms 941-X we reviewed (50 percent),
we found compliance issues. In one case, although the Form 941-
X listed a liability of approximately $1,375 due on the same date
as when the form was filed, the Unit did not pay the liability
until almost 2 months past the original due date, when we
requested the payment documentation. Additionally, we found
that the payment document associated with that Form 941-X
listed the incorrect tax period information in the Electronic
Federal Tax Payment System, which is used to make payroll tax

payments to the federal government.

= Maintenance of supporting documentation:

-97
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Unit staff could not provide delivery or mailing confirmations to
support the dates the forms were filed for any of the Form 941s

or Forms 941-X’s that we reviewed.

The Unit only kept required information on fringe benefits
documentation, specifically Excess Life Insurance, for 12 months
preceding our inquiry, instead of 4 years after the report filing

date, as required.

Unit staff were unable to provide any documentation to support
the total amounts due to or from the IRS as of June 30, 2015.
Specifically, Unit staff could not provide information on the
receipt of overpayment refunds, confirmation that additional
payments were applied to a correct time period, or if interest or

penalties were assessed as appropriate.

WHY DID THE PROBLEM OCCUR?

Unit staff have not ensured that effective internal controls over payroll
federal withholding requirements and payment reporting are in place.

Specifically:

= Unit staff have not ensured that internal policies and procedures
related to federal employment tax reporting contain detailed
directions for staff performing their job duties. For example, the
policies and procedures lack direction on how and when the form
941-X should be filed after an error is discovered.

= The supervisory review performed was not sufficiently thorough to

identify and correct errors prior to submitting reports to the IRS.

= Unit does not have a policy in place to ensure that documentation is
maintained as required by federal regulations to support amounts
reported to the IRS, such as fringe benefits documentation or
confirmations of report filing and delivery.



= Following the submission of Forms 941 and 941-X, the Unit does
not have a process in place to efficiently track any refunds due to or
paid to the State, any additional liabilities owed to or paid to the
IRS for employment taxes, as well as verifying the correct
assessment of any IRS-assessed interest or penalties.

= The Unit does not have a comprehensive training process over the
federal reporting requirements and associated internal control
processes. Unit management conducted one training session at the end
of Fiscal Year 2015 to communicate to staff the importance of internal
controls and following them. However, the training was conducted
after the majority of the forms 941 and 941-X were filed for Fiscal
Year 2015, and the training materials did not include guidance for
completing either the Form 941 Schedule B (reported liabilities), which
is an integral part of Form 941, or the Form 941-X.

WHY DOES THIS PROBLEM MATTER?

Implementing strong internal controls and requiring staff to adhere to
those controls aids in reducing errors and omissions, as well as
detecting and correcting errors that occur in a timely manner. Further,
inaccurate federal reporting can cause unnecessary staff time to
prepare and submit amended federal returns and increase the potential
for IRS fines, penalties and interest. Inaccurate reporting can also
increase the potential for the State to overpay payroll taxes owed or
expose the State to penalties for late payments and can lead to
material errors on the State’s financial statements.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.

RECOMMENDATION
2015-0017

The Department of Personnel & Administration’s Office of the State
Controller should strengthen internal controls for the Central Payroll
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Unit to ensure accurate State and federal reporting and reconciliations

by:

A Enhancing policies and procedures to provide detailed directions
for staff and to ensure internal financial reporting and reporting to
the Internal Revenue Service is accurate and performed in a timely

manner.

B Instituting an effective supervisory review process over federal
financial reporting, including review of payroll reconciliations and

all supporting documentation.

C Creating policies and procedures to ensure that records are
retained in accordance with federal requirements, including the
procedures to ensure tracking and delivery date confirmations of
filed federal reports.

D Developing a methodology to accurately track and reconcile the

outstanding amounts due from or to the Internal Revenue Service.

E Providing comprehensive training to staff regarding federal
reporting requirements, which should include coverage of all the
required forms, schedules, and supporting documentation

requirements.

RESPONSE

OFFICE OF THE STATE CONTROLLER

A AGREE. IMPLEMENTATION DATE: JULY 31, 2016.

Central Payroll has created or will create policies and procedures

to address:

= How and when to file form 941, 941X, and Schedule B



B

= Track refunds due to or paid to the State, liabilities owed to or

paid to the IRS, and interest or penalties

Central Payroll has also created check-off lists to keep track of its
941 reporting process. The check list will be used when filing 941,
941X to make sure each task is handled timely. The check off list
will be filed with each tax filing. Lastly, Central Payroll created a
report for additional Medicare tax liability deductions. This will
eliminate the manual step of calculating the additional Medicare
taxes withheld for certain employees. Central Payroll also has
initiated a more comprehensive review process for each quarterly

filing described in the response to recommendation PART B.
AGREE. IMPLEMENTATION DATE: JULY 31, 2016.

Central Payroll will initiate a more comprehensive review process
for each quarterly filing. This review process will include an initial
review by the central payroll manager, followed by a second
review by the financial analysis & reporting director, consulting &
analysis manager or the Colorado state controller. The reviews will
include all forms, tapes and reports used to prepare and audit
Form 941 or 941X. Reviewers will initials numbers reported to the
IRS. Central Payroll will include all supporting documentation in
the quarterly 941 and/or 941X file.

AGREE. IMPLEMENTATION DATE: JULY 31, 2016.

Central Payroll will create policies and procedures to ensure that
records are retained in accordance with federal requirements. The
procedures will include tracking and delivery date confirmations of
filed federal reports. Central Payroll’s records will also include
backup for all adjustments. Central Payroll has communicated the
federal requirements for records retention to the Governor’s Office
of Information Technologies’ CPPS staff, and specifically requested
that Central Payroll be advised of any planned deletions of payroll
reports to avoid an unintended deletion of records due to data

clean-up efforts.
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AGREE. IMPLEMENTATION DATE: IMPLEMENTED AND ONGOING.

Central Payroll created a spreadsheet that includes all refunds and
overpayments from the IRS since 2008. The spreadsheet includes
all 941 and 941X original amounts and corrected amounts by
quarter and total. It includes refunds due to or paid to the State,
liabilities owed to or paid to the IRS, and interest or penalties.
Central Payroll will update this spreadsheet with every filing to the
IRS and may revise the methodology if automated enhancements
become available.

AGREE. IMPLEMENTATION DATE: JULY 31, 2016 AND ONGOING.

Central Payroll Unit will provide training through monthly staff
meetings, which will include questions and answers regarding
payroll practices as well as training on various payroll topics
including 941 reporting. The Central Payroll manager or tax
accountant will conduct a training session of 941 reporting twice a
year with some of the staff members. Central Payroll staff has
attended several training classes and webinars, and will continue
training on an ongoing basis. For example, two members of
Central Payroll have taken classes during July, August and
September of 2015 and two additional staff members has taken
winter classes in January, February and March 2016 with the
Denver Payroll Chapter Association. These classes help staff
members to become more familiar with all aspects of payroll

including tax filing.



DEPARTMENT OF PUBLIC
SAFETY

The Department of Public Safety (Department) is responsible for
providing a safe environment for the citizens of Colorado. The
Department operates according to statute [Section 24-1-128.6,
C.R.S.], and is composed of an Executive Director’s Office and the
following five divisions:

Colorado State Patrol

Division of Fire Prevention and Control

Division of Criminal Justice

Colorado Bureau of Investigation

Division of Homeland Security and Emergency Management

w W W W W

In Fiscal Year 2015, the Department was appropriated nearly $402
million and 1,688 full-time-equivalent (FTE) staff.

The following charts show the appropriations by funding source and
FTE staff by major areas, respectively, within the Department for
Fiscal Year 2015.

DEPARTMENT OF PUBLIC SAFETY
FISCAL YEAR 2015 APPROPRIATIONS
BY FUNDING SOURCE (IN MILLIONS)

FEDERAL FUNDS
$58.4

REAPPROPRIATED /

FUNDS
$33.3 CAsH FUNDs

$175.6

GENERAL FUNDS
$134.6

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.
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DEPARTMENT OF PUBLIC SAFETY
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

DIVISION OF
HOMELAND EXECUTIVE
SECURITY AND DIRECTOR'S
EMERGENCY OFFICE
MANAGEMENT 48
52
COLORADO
BUREAU OF
INVESTIGATION
270
DIVISION OF
CRIMINAL
JUSTICE
74
DIVISION OF
FIRE COLORADO
PREVENTION STATE PATROL
AND CONTROL 1,135

109

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

We identified one overall area in which the Department could make
improvements to its operations related to financial controls.

ACCOUNTING
TRANSACTIONS AND
FINANCIAL REPORTING

The Department’s financial staff are responsible for all financial
reporting for the agency. This includes the accurate and timely entry
of transactions into the State’s accounting system, the Colorado
Operations Resource Engine (CORE). Staff compiled the
Department’s financial information at fiscal year-end, and submitted
the information to the Office of the State Controller (OSC) via
required reports, or exhibits. The OSC aggregated the information
submitted on the exhibits with similar data from other departments to
prepare the statewide financial statements.



WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We conducted a review of accounting adjustments made by the
Department after the books had been closed. Our testwork included
reviewing supporting documentation for the adjustments to determine
whether the post-closing adjustments were appropriate, included
proper supporting documentation, and had evidence of supervisory
approval.

The purpose of the audit work was to determine if the Department
had adequate internal controls in place during Fiscal Year 2015 to
ensure that accounting transactions are recorded in CORE accurately
and in a timely manner.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

State Fiscal Rule 1-8 requires State agencies and institutions of higher
education to implement internal accounting and administrative
controls that reasonably ensure that financial transactions are
accurate, reliable, and conform to State Fiscal Rules.

In addition, the Fiscal Procedures Manual (Manual) issued by the OSC
provides specific requirements for the recording of financial activity,
including specific accounts that should be used when entering
transactions. The Manual also gives guidance on preparing financial
exhibits that get submitted to the OSC at year-end. For example,
Exhibit K1 is used for preparing the Statewide Schedule of
Expenditures of Federal Awards (SEFA). The SEFA provides a listing
of federal assistance by Catalog of Federal Domestic Assistance
(CFDA) number of other identifying number. The exhibit format is
based on the reporting requirements in Section .310(b) of the Office of
Management and Budget’s Circular A-133, Audits of States, Local
Governments, and Non-Profit Organizations, in addition to reporting
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requirements contained in statute [Section 24-75-212, C.R.S.]. The
Manual also encourages the use of diagnostic reports as a monitoring
tool by Departments to identify and correct errors in a timely manner.

The Department has internal processes and procedures regarding
expenditures, revenue, payroll, and appropriations that outline their
review and approval of transactions. According to the procedures, all
transactions should be reviewed by a supervisor prior to being posted
in CORE.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

INCORRECT ACCOUNTING. During Fiscal Year 2015, the Department
purchased two aircraft using general fund appropriations for a total of
approximately $10 million. The Department did not comply with
Manual requirements that specifically stated where aircraft purchases
should be coded in CORE and coded them in the wrong fund. In
addition, the Department incorrectly recorded approximately $1.6
million in depreciation expense associated with these assets in the
wrong fund. These entries resulted in nearly $11.6 million in
adjustments after the fiscal year-end accounting closing period to
correct the errors.

NUMEROUS POST-CLOSING ACCOUNTING ENTRIES. We noted that the
Department made a total of 1,027 adjusting entries equaling
approximately $2.5 billion after the Fiscal Year 2015 accounting
closing period. For example, the entries were made to fix errors made
in prior periods, recorded activities for Fiscal Year 2015 that the
Department failed to record before the books were closed, and re-
classified transactions as a result of the OSC’s review of diagnostic
reports.

ExHIBIT K1 ERRORS. The Exhibit K1 submitted by the Department
contained numerous errors including incorrect CFDA numbers, Data
Universal Numbering System (DUNS) numbers, and Employer ID



numbers. In addition, direct administration amounts were not
calculated according to the exhibit guidelines created by the OSC, and
some transactions in CORE that were used to prepare Exhibit K1
were missing major program codes. The Department revised Exhibit
K1 four times to correct the errors.

WHY DID THE PROBLEM OCCUR?

The Department lacked adequate internal accounting and
administrative controls to reasonably ensure that transactions are
properly entered into CORE and that financial and federal reporting is
accurate and reliable. The Department also experienced staff turnover
during the year due to a key accounting staff retirement, which
contributed to the identified problems. Department staff also did not
appear to have adequate training related to State Fiscal Rules and the
Manual to assist them in accurately accounting for the Department’s
transactions and preparing Exhibit K1. In addition, the Department’s
review and approval process was not adequate to ensure that errors
were detected and corrected in a timely manner.

WHY DOES THIS PROBLEM MATTER?

Noncompliance with established accounting principles, State Fiscal
Rules, Fiscal Procedures, and Department policies and procedures
results in incorrect information being entered into CORE with little
chance for detection and correction. Ultimately, incorrect accounting
entries can lead to misstatements that give management an incorrect
or unreliable picture of the Department’s financial position.

Further, errors on Exhibit K1 could lead to inaccurate reporting of
federal funds. As noted above, Exhibit K1 was revised four times—
further increasing the risk of misstatement of the SEFA and the
financial statements.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.
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RECOMMENDATION
2015-0018

The Department of Public Safety (Department) should ensure the
accurate recording of financial information into the State’s accounting
system, the Colorado Operations Resource Engine (CORE) by:

A Reviewing existing Department policies and procedures to ensure
that they align with the State’s Fiscal Rules and Fiscal Procedures
Manual. These policies and procedures should address the
recording of financial transactions, review and reconciliation of
accounts on a regular basis, and the requirements of upper level
transactional reviews to ensure the accuracy and reliability of the
Department’s financial information.

B Ensuring the accounting department is adequately staffed and that
staffing knowledge and skill levels are appropriate for the work
required. This should include creating a staffing succession plan to
ensure the transfer of institutional knowledge and continuity of
operations.

C Providing training on Department processes and procedures, and
the State’s Fiscal Rules and Fiscal Procedures Manual, to all new
and existing staff within the Department.

RESPONSE

DEPARTMENT OF PUBLIC SAFETY

A AGREE. IMPLEMENTATION DATE: JUNE 2017.

The Department agrees with the recommendation. A department-
wide re-alignment of finance resources is scheduled to be
implemented on July 1, 2016. This will centralize accounting



operations across the divisions within the Department to better
coordinate accounting activities and improve processes and
performance. As part of that re-alignment, all accounting
processes, policies and procedures at the division level are being
reviewed to ensure that the Departmental policies and procedures
align with the State’s Fiscal Rules and Procedure Manual.

AGREE. IMPLEMENTATION DATE: JUNE 2017.

The Department agrees with the recommendation. A department-
wide re-alignment of finance resources is scheduled to be
implemented on July 1, 2016. This will centralize accounting
operations across the divisions within the Department to better
coordinate accounting activities and improve processes and
performance. As part of that re-alignment, staffing needs, position
descriptions, skill levels and succession planning gaps are being
assessed to ensure the documentation and transfer of institutional
knowledge, and continuity of operation of the accounting function.

AGREE. IMPLEMENTATION DATE: JUNE 2017.

The Department agrees with the recommendation. A department-
wide re-alignment of finance resources is scheduled to be
implemented on July 1, 2016. This will centralize accounting
operations across the divisions within the Department to better
coordinate accounting activities and improve processes and
performance. As part of that re-alignment, training needs will be
assessed, and the Department will ensure that training for new and
existing staff is provided to reinforce knowledge of and compliance
with State fiscal requirements.
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DEPARTMENT OF
REVENUE

The Department of Revenue (DOR) is responsible for managing the
State’s tax system. Tax collections totaled about $14.2 billion in Fiscal
Year 2015. Of this amount, about $11.6 billion represents collections
for the General Fund; the remainder represents collections made on
behalf of the other government entities, such as local governments and
the Highway Users Tax Fund (HUTF). In addition, DOR is
responsible for performing various other functions, including the
following functions:

§ Issuing driver licenses, identification cards, and permits through its
Division of Motor Vehicles (Division). The Division is also
responsible for regulating commercial driving schools, providing
operations support for the statewide vehicle titling and registration
system, enforcing the State’s auto emissions program, and ensuring
compliance with registration requirements for the International
Registration Plan and International Fuel Tax Act programs. In
Fiscal Year 2015, the Division collected approximately $576
million in taxes and fees.

§ Administering the State Lottery, which grossed more than $538
million in ticket sales during Fiscal Year 2015. Of this amount,
about $126 million was available for conservation as well as for
wildlife, parks, open space, and outdoor recreation projects,
including projects funded through Great Outdoors Colorado.

§ Acting as a collection agent for city, county, Regional
Transportation District, and special district taxes. In Fiscal Year
2015, DOR collected approximately $1.4 billion in taxes and fees
on behalf of entities such as these.

§ Collecting taxes and fees for the HUTF which is primarily for the
benefit of highway maintenance projects in the State. In Fiscal Year
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2015, amounts collected for the HUTF totaled approximately $1.2
billion.

§ Regulating the limited stakes gaming activities in Cripple Creek,
Black Hawk, and Central City. Adjusted gross proceeds totaled
about $766 million during Fiscal Year 2015. The Division of
Gaming collected about $110 million in gaming taxes on these
proceeds.

§ Enforcing tax, cigarette and tobacco, marijuana, alcoholic
beverage, motor vehicle, and emissions inspection laws.

The following chart shows DOR'’s collections by type of tax for Fiscal
Year 2015.

DEPARTMENT OF REVENUE
GENERAL FUND REVENUE COLLECTIONS FOR YEAR ENDED
JUNE 30, 2015 (IN MILLIONS)

CORPORATE
INCOME TAX
$787
7%

OTHER TAXES
$1,304
11%

INDIVIDUAL
INCOME TAX
$6,950
60%

STATE SALES TAX
$2,591
22%

SOURCE: Department of Revenue’s June 30, 2015 Revenue Collections Report.

In Fiscal Year 2015, DOR was appropriated total funds of
approximately $329.4 million and 1,333 full-time-equivalent (FTE)
staff.

The following charts show the appropriations by funding source and
FTE by major areas, respectively, within DOR for Fiscal Year 2015.



DEPARTMENT OF REVENUE
FISCAL YEAR 2015 APPROPRIATIONS
BY FUNDING SOURCE (IN MILLIONS)

FEDERAL FUNDS
$0.8

REAPPROPRIATED
FUNDS
$5.5

GENERAL FUND
$103.6

CASH FUNDs
$219.5

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

DEPARTMENT OF REVENUE
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

STATE LOTTERY
DivisiON
117

EXECUTIVE
DIRECTOR’S
OFFICE
117

ENFORCEMENT
BUSINESS GROUP
242
TAXATION
BUSINESS GROUP
372
DIVISION OF
MOTOR VEHICLES
485

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

We identified one overall area related to information technology
controls in which DOR could make improvements to its operations.
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GENTAX INFORMATION
SECURITY

DOR is the business owner of the GenTax application. GenTax is the
State’s primary information system for processing taxes collected by
the State, including estate, sales, severance, business, and individual
and corporate income taxes. Most users in the system work for the
DOR’s Division of Taxation, but other divisions within DOR have a
variety of access that allows for and addresses reporting, accounting,
monitoring, or other data sharing needs.

Because the GenTax system contains Federal Taxpayer Information
(FT1), the system must adhere to the Federal Internal Revenue Service
(IRS) policies and be audited by the IRS every 3 years. The most recent
IRS audit report was produced in February 2015. The IRS is next
scheduled to audit GenTax in Calendar Year 2018. During Fiscal Year
2015, the system was responsible for collecting over $14 billion in
revenue and paying out approximately $900 million in refunds.

Responsibility for the reliability, accuracy, and availability of the
GenTax system is shared between DOR and the Governor’s Office of
Information Technology (OIT) as follows:

§ DOR is responsible for conducting periodic user access
reconciliation reviews of the GenTax application level users
wherein the access rights granted to the users are reviewed for
appropriateness based on their job responsibilities. The GenTax
application has 291 security groups with varying levels of
privileges assigned to each of them. Each security group has an
assigned group owner who is responsible for the users assigned to
that group and performs the user access reconciliation reviews.

§ OIT provides primary logical access support for the GenTax
application, databases, and operating systems. A third party
contractor provides additional logical access support. As part of



providing this support, OIT staff are responsible for user access
management, password management, periodic user access reviews
of the database and operating systems, and maintaining audit logs
of system events, and physical security of the facilities that house
GenTax. The OIT staff that provide the above services have
administrative access privileges within the GenTax application and
database that allow them to view FTI data. OIT is responsible for
making its staff aware of policies including both Colorado
Information Security Policies (CISPs or Security Policies) issued by
OIT and IRS guidelines.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed and tested IT general controls related to GenTax by
interviewing relevant staff, reviewing policies and procedures,
analyzing agency-provided lists of GenTax user accounts as well as
other system-generated reports and information, and analyzing system
configuration files. OIT published new Security Policies, applicable to
those agencies OIT provides oversite to in June 2015, towards the end
of Fiscal Year 2015. For the purpose of our Fiscal Year 2015
Statewide testwork, we have reviewed the 2011 CISPs that were
enforced by OIT for the majority of the fiscal year. We also reviewed
the access reconciliation procedures and relevant documentation for
the GenTax application to determine compliance with DOR'’s
internally established access review process.

Our audit work was designed to determine whether the IT control
activities related to GenTax information security, individually or in
combination with others, were properly designed, in place, and
operating effectively to prevent, or detect and correct, material
misstatements in financial transactions, account balances, or
disclosures relevant to the DOR’s tax collection and reporting
activities during Fiscal Year 2015.

Additionally, we inquired with DOR and OIT staff and reviewed
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supporting documentation to determine their progress with
implementing our prior recommendations from Fiscal Years 2013 and
2014. Specifically, our audit work reviewed the following areas of
concerns we identified through our prior recommendations:

§ Communication of policies related to GenTax system access,
including both State policies and Internal Revenue Service
guidelines.

§ Monitoring of support accounts that can potentially access FTI on
a regular basis to verify that policies are followed.

§ Procedures established to ensure all access to the GenTax database
is logged per policy requirements and monitoring of GenTax access
and auditing settings on a regular basis to ensure compliance with
state policies.

§ Analysis of policies to ensure areas such as audit log security,
segregation of duties, and configuration requirements have been
addressed.

Overall, we found that DOR and OIT partially implemented our prior
recommendations.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS OF THE AUDIT WORK
MEASURED?

We identified the following issues related to the overall security of
information within the GenTax system:

NEW USER ACCESS NOT GRANTED ACCORDING TO STATE POLICY. For 6
of the 25 new users tested (24 percent), we found that the new user
access forms did not specifically state the roles granted to the user in
the GenTax application. Rather, the forms “emulated” or copied the
access of other user accounts. Emulating another user account’s access



does not comply with Security Policies, which require that roles be
clearly listed on the access request form. As the new user’s access
rights were not listed on the form, we could not validate that access
granted by OIT in the GenTax application was explicitly approved by
the new hire’s supervisor. Additionally, GenTax access was granted by
OIT without appropriate security group owner’s approval for two
new users and prior to supervisory approval for one new user. Security
Policy [P-CISP-008 Access Control, Section 7.2.9.4] requires that
roles must be clearly listed on the System Access Request Form.
GenTax Acceptable Use Policy (AUP) established by DOR requires
that supervisory approval be obtained prior to the new user getting
access to the GenTax application. This is consistent with the new
Security Policies CISP-001-7.1.5 and CISP-001-7.1.6.

INADEQUATE ACCESS RECONCILIATION PROCESS FOR GENTAX
APPLICATION AND SUPPORTING SYSTEMS. The Access Reconciliation
process for the GenTax application users is performed by DOR.
Although DOR has established and formally documented GenTax
Security Review Procedures, we found that reviewers were not
consistently following the procedures for the GenTax application.

§ For four of the security groups listed on the access review tracking
spreadsheet that is maintained by DOR, reviewers did not date or
sign off on the access review tracking spreadsheet to indicate the
completion of the user access review.

§ For three of the security groups where reviewers indicated that
changes were required to user access, review documentation was
not retained as required in DOR’s procedures.

§ The results of the review were not consistently documented across
security group owners.

§ We found discrepancies between the listing of GenTax security
groups on the access review spreadsheet and the listing of the
security groups in the GenTax system.

The Access Reconciliation process for the GenTax database and
operating system users is performed by OIT. We found that OIT failed
to perform access reviews of the GenTax database and operating
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system for 3 months selected for testing during Fiscal Year 2015. In
addition, OIT stated that staff had failed to perform access reviews
during Fiscal Year 2015 due to resource constraints. Therefore, we
determined that an effective and consistent reconciliation process was
not in place for the GenTax supporting systems. GenTax Security
Review Procedures established by DOR require that for every security
group defined in GenTax, the owner of the group perform a monthly
review of users with access to the security group. Reviewers are
required to update an access review tracking spreadsheet with details
such as the date of review, the results of the review along with their
name or initials. In addition, the reviewers must also maintain
documentation such as user reports and note details such as the date
of review and the results of the review along with name or initials.
Security Policy [P-CISP-008 Access Control, Section 7.2.1.3] requires
that all agencies are to develop procedures that ensure lists of
terminated staff are reconciled with user accounts on Agency IT
systems so that all access credentials are revoked, retrieved, changed,
or otherwise become inaccessible to the terminated staff member.
Based on this security policy, we would expect to see OIT’s
procedures on how it reconciles users access with any user changes.

INADEQUATE AUDIT LOG PROCEDURES. OIT has not established
procedures to ensure that all access to the GenTax database is logged
according to IRS policy requirements. We found there was no process
in place to regularly review GenTax database access and auditing
settings to ensure that security events are logged. IRS guidelines [IRS
Publication 1075, Section 9.3] requires that within the application
containing FTI data, auditing must be enabled to the extent necessary
to capture access, modification, deletion, and movement of FTI by
each unique user. This auditing requirement also applies to data tables
or databases embedded in or residing outside of the application.

LACK OF CONTROLS OVER ACCOUNTS WITH ACCESS TO FTI DATA. OIT
has not established adequate controls over monitoring of access to FTI
data. OIT has not periodically reviewed or monitored support
accounts that can potentially access FTI data. IRS guidelines [IRS
Publication 1075, Section 9.3] requires that within the application
containing FTI1 data, auditing must be enabled to the extent necessary
to capture access, modification, deletion, and movement of FTI by



each unique user. This auditing requirement also applies to data tables
or databases embedded in or residing outside of the application.

WHY DID THE PROBLEMS OCCUR?

OIT STAFF FAILED TO COMPLY WITH SECURITY POLICIES. Although
Security Policies require that access rights granted to users be clearly
listed in the user access request forms, OIT staff responsible for access
control stated that it is an acceptable business practice to “emulate”
access of other user accounts if the supervisor determines that the new
user has similar job functions to the user being emulated. OIT staff
also failed to follow DOR policy and obtain supervisory approval
prior to granting new user access.

LACK OF MONITORING OVER ACCESS RECONCILIATION PROCESS FOR
THE GENTAX APPLICATION. Although DOR has established new
procedures for the GenTax application user access reviews, DOR has
not regularly monitored the review process to ensure it is operating
effectively or trained staff to ensure expectations are well understood.
Moreover, there is no process in place to accurately update the access
review spreadsheet when changes occur in the GenTax system since
the access review tracking spreadsheet is not centrally managed. It is
up to the security group owners to notify the personnel responsible for
maintaining the access review spreadsheet when changes need to be
made to the access review tracking spreadsheet. Additionally, DOR
management does not perform follow-up to hold security group
owners accountable for not completing their reviews in accordance
with DOR procedures.

LACK OF DOCUMENTED ACCESS REVIEW PROCEDURES OVER GENTAX
SUPPORTING SYSTEMS. OIT has not formally documented access review
procedures clarifying roles, responsibilities, frequency, and
methodology of the access reviews and there is no formal process in
place for the periodic review of the GenTax database containing FTI
data.

LACK OF IT PROCESSES AROUND GENTAX AUDIT LOG SECURITY. OIT
reports that it has discontinued the current processes that monitored
and reviewed GenTax application and database logs, while they plan
the implementation of an enterprise wide project, where OIT will be
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responsible for the management and review of system logs for several
critical State IT systems, including GenTax. In addition, OIT has not
updated Security Policies to address how access to audit logs should be
secured. The Security Policies do not address segregation of duties and
configuration requirements to ensure protection of the integrity,
confidentiality, and availability of logs.

LACK OF COMMUNICATED PROCEDURES AND ACCOUNTABILITY.
Although OIT communicated updates that were made to the Security
Policies to all State employees, including OIT staff in early 2015,
which included policies around access management, OIT did not have
a mechanism in place in Fiscal Year 2015 to communicate the IRS and
Security Policies and train IT staff that have access to the GenTax
database containing FTI data. In addition, OIT has not established
procedures or assigned appropriate IT management staff to monitor
support accounts with access to FT1 data.

WHY DOES THIS PROBLEM MATTER?

In combination, these deficiencies increase the risk of system
compromise and threaten the confidentiality, integrity, and availability
of the GenTax application and the information it contains. If GenTax
information security processes and controls are not appropriately
managed, it could severely impact the State’s ability to conduct tax
processing operations in an effective, efficient, and accurate manner.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

RECOMMENDATION
2015-0019

The Department of Revenue (DOR) should improve GenTax account
management controls by:

A Training GenTax security group owners responsible for
performing user access reviews on the user access process



formalized by DOR to ensure expectations are well understood.

Regularly monitoring the user access reviews to hold reviewers
accountable when user access reconciliations are not performed in
accordance with DOR procedures.

Establishing a process to update the GenTax security groups listing
when changes in the GenTax system occur to ensure accurate and
complete reviews are performed.

RESPONSE

DEPARTMENT OF REVENUE

A AGREE. IMPLEMENTATION DATE: APRIL 15, 2016.

B

C

Taxation has updated the GenTax Security Review Procedure
document with the findings. The updated Procedure document will
be distributed to all current Appointing Authorities and Reviewers
by April 15, 2016 highlighting the changes. The Deputy Director
of Taxation will personally train all new Appointing Authorities
and Reviewers on the Procedure.

AGREE. IMPLEMENTATION DATE: APRIL 15, 2016.

The Taxation Deputy Director will monitor the Google GenTax
Security Review Tracking spreadsheet to ensure accountability for
timely completion of the security review by responsible
reviewers through such action as suspension of GenTax access for
the reviewer and the reviewer's associated group members
as outlined in the uodated GenTax Security Review Procedure
document.

AGREE. IMPLEMENTATION DATE: APRIL 15, 2016.

The Taxation Deputy Director will ensure the Google GenTax
Security Review Tracking spreadsheet is updated when GenTax
group changes occur or at least quarterly per the updated GenTax
Security Review Procedure document.
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RECOMMENDATION
2015-0020

The Governor’s Office of Information Technology (OIT) should
improve GenTax information security controls by:

A Granting GenTax new user access in accordance with the
Colorado Information Security Policy (Security Policy) by requiring
that user access roles be clearly listed on the access request forms.
Additionally, GenTax new user access should be granted only after
validating that the appropriate level of approval has been obtained.

B Strengthening and documenting its Access Reconciliation process
to ensure that all reviews of the GenTax database and operating
system are completed in a timely manner, reconciliation
documentation is retained, and that exceptions are addressed to
ensure that terminated employees or employees that no longer need
access do not continue to have access to the GenTax system.

C Reinstituting procedures to monitor audit logs and ensuring that
all access to the GenTax database is logged according to Security
Policy requirements. OIT should also review audit settings on a
regular basis to confirm that policy requirements are being
configured, implemented, and retained appropriately over time. In
addition, Security Policies should be updated to address audit log
security, segregation of duties, and configuration requirements to
ensure protection of the integrity, confidentiality, and availability
of logs.

D Requiring that all support staff be made aware of, and follow all
Internal Revenue Service (IRS) gquidelines, including regular
monitoring of support accounts that can potentially access Federal
Taxpayer Information to verify that IRS and Security Policies are
followed.
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RESPONSE

GOVERNOR’S OFFICE OF INFORMATION
TECHNOLOGY

A AGREE. IMPLEMENTATION DATE: APRIL 15, 2016.

The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations and access
control. OIT agrees with this issue identified in the audit. The issue
identified during the audit regarding access request for two (2) new
hires, accounts were granted access prior to receiving approval and
validation of the accounts. OIT will update its Access Control
Policies to allow account emulation with approval from the
supervisor. The issue was remediated by conducting additional
training and re-training identified personnel on April 16, 2015.
Personnel have been re-trained in accordance with the Security
Policy and access requests.

d011dNY 31V1S OdvdO1090 IHL 40 140d3d

Implementation is ongoing and training will be conducted on an
annual basis beginning April 15, 2016.

B AGREE. IMPLEMENTATION DATE: DECEMBER 30, 2016.

The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations and access
control reconciliation. OIT agrees with this issue identified in the
audit due to OIT’s inability to conduct consistent access
management reviews of GenTax database and Operating systems
and account reconciliation. OIT will update existing Standard
Operating Procedure to include the support of the Business/System
Owners resolution of OIT’s reconciliation process. OIT will
produce a quarterly report verifying terminated and inactive
accounts are documented. This will be a collaborative effort
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between OIT and our Business\System Owners ensuring that
procedures are being followed and properly documented.

OIT will add an Access Control task with collaboration with the
Business/System owners by September 2016. Once the Access
Control task procedure is tested and approved, the updated SOP
will be published and communicated to OIT personnel and
Business/System owners for action.

OIT’s wupdated SOP to include the process for account
review/reconciliation will be fully implemented by December 30,
2016.

AGREE. IMPLEMENTATION DATE: DECEMBER 31, 2016.

The Governor’s Office of Information Technology (OIT) agrees
that the IRS guidelines (IRS Publication 1075, Section 9.3) are to
be followed in order to strengthen information security system
operations. Security-relevant events must be enabled to detect
unauthorized access to FTI data. Auditing must be enabled to the
greatest extent necessary to capture access, modification, deletion,
and movement of FTI log data by each unique user. OIT agrees
with this issue identified in the audit. OIT will establish adequate
controls to detect, capture access, modify, and monitoring FT1 log
data.

OIT has an enterprise initiative in-progress to provide alerting,
monitoring, and storage for log retention to the entire enterprise,
including GenTax.

In the interim, OIT will reinstitute procedures to monitor audit
logs ensuring GenTax logs are collected and reviewed according to
Security Policies by August 2016. In order for OIT to reinstate the
log collector, a server will be built to policy specifications, and
coordination between OIT and DOR will occur to point all servers
to the log collecting device. The final step will be to assign an
individual from OIT to manually review these logs on a weekly
basis.



OIT will update Security Policies to address audit log security,
segregation of duties, and configuration requirements to ensure
protection of the integrity, confidentiality, and availability of logs.
OIT will also review audit settings on a regular basis to confirm
that policy requirements are being configured, implemented, and
retained appropriately over time.

OIT enterprise initiative will be implemented by December 31,
2016.

AGREE. IMPLEMENTATION DATE: OCTOBER 31, 2016.

The Governor’s Office of Information Technology (OIT) agrees
that the IRS guidelines (IRS Publication 1075, Section 9.3) are to
be followed in order to strengthen information security system
operations. OIT agrees with this issue identified in the audit. OIT
created a Standard Operating Procedure (SOP) which will apply to
data handling of any FTI with the GenTax system. This SOP
covers and establishes adequate controls to monitoring access to
FTI data. The SOP will be communicated to all personnel
responsible for handing FTI data by July 30, 2016.

The SOP for FTI Data Handling will be fully implemented by
October 31, 2016.
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DEPARTMENT OF STATE

The Secretary of State (Secretary) is one of five independently elected
constitutional officers of the State. As the chief executive officer of the
Department of State (Department), the Secretary administers
Colorado’s elections laws [Section 1-1-107, C.R.S.], manages the
statewide voter registration database [Section 1-2-301, C.R.S.], and
administers funds received through the federal Help America Vote Act
[Section 1-1.5-104, C.R.S.].

The Secretary also regulates charitable solicitations, charitable gaming,
and notaries public in accordance with State statute [Sections 6-16-
104, 12-9-103, and 12-55-103, C.R.S., respectively]. As the State’s
primary record keeper, the Secretary of State collects, stores, and
provides public access to annual reports, articles of incorporation,
liens, and other documents filed according to Titles 4 and 7, C.R.S.,
and the Uniform Commercial Code [Title 4, C.R.S.].

The Department comprises four divisions:

8 Administrative Division

8 Business and Licensing Division
8 Elections Division

§ Information Technology Services

In Fiscal Year 2015, the Department was appropriated about $22.4
million and approximately 137 full-time-equivalent (FTE) staff.

The following charts show the appropriations by funding source and
FTE staff by major areas, respectively, within the Department for
Fiscal Year 2015.
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DEPARTMENT OF STATE
FISCAL YEAR 2015 APPROPRIATIONS
BY ADMINISTRATIVE SECTION (IN MILLIONS)

ADMINISTRATION

INFORMATION $5.7
TECHNOLOGY
SERVICES
$8.8
BUSINESS AND —— ELECTIONS
LICENSING DiviSION
DIVISION $5.3

$2.6

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

DEPARTMENT OF STATE
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

BUSINESS AND
ADMINISTRATIVE

LICENSING
DIVISION DivisioN
48 19
INFORMATION
ELECTIONS TECHNOLOGY
DivISON SERVICES
34 36

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.



DEPARTMENT OF STATE

The following recommendation relating to a deficiency in internal
control classified as a SIGNIFICANT DEFICIENCY was communicated to
the Department in the previous year and has not been remediated as of
June 30, 2015, because the original implementation date provided by
the Department is in a subsequent fiscal year. This recommendation
can be found in the original report and SECTION IV: PRIOR
RECOMMENDATIONS of this report.

DEPARTMENT OF STATE
PRIOR YEAR RECOMMENDATION
SIGNIFICANT DEFICIENCY
NOT REMEDIATED BY THE DEPARTMENT
AS OF JUNE 30, 2015

CURRENT PRIOR SINGLE IMPLEMENTATION DATE
Rec. NO AUDIT REPORT RECOMMENDATION/ CLASSIFICATION PROVIDED BY THE
: : AND REC. NO. DEPARTMENT
Internal Controls Over A 1]
2015-0021 2014-024 Financial Reportin
porting B JUNE 2016

SIGNIFICANT DEFICIENCY
SOURCE: Office of the State Auditor’s recommendation database.
[ This part of the recommendation has been implemented, partially implemented, or is no
longer applicable. SEe SECTION 1V: PRIOR RECOMMENDATIONS of this report for information
regarding this part of the recommendation.
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DEPARTMENT OF THE
TREASURY

The Department of the Treasury (Treasury) is established by the State
Constitution. The Treasurer is an elected official who serves a 4-year
term. The Treasury’s primary function is to manage the State’s pooled
investments and implement and monitor the State’s cash management
procedures. Other duties and responsibilities of the Treasury include:

d011dNY 31V1S OdvdO1090 IHL 40 140d3d

§ Receiving, managing, and disbursing the State’s cash.

§ Acting as the State’s banker and investment officer.

§ Managing the State’s Unclaimed Property Program, the Interest-
Free School Loan Program, the Senior and Veteran Property Tax
Program, and the Colorado Housing and Finance Authority Loan
Program.

The State’s pooled investments are made up of a variety of securities,
as shown in the following chart.

COLORADO TREASURY POOL PORTFOLIO MIX
AS OF JUNE 30, 2015 (IN MILLIONS)

OTHER
$1,781.7

FEDERAL
AGENCIES
$2,712.7

CORPORATE
$1,742.6

ASSET BACKED
$1,405.1

SOURCE: Department of the Treasury records.
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In Fiscal Year 2015, the Treasury was appropriated approximately
$439 million and 32 full-time-equivalent (FTE) staff. The following
chart shows the appropriated FTE by major area within the
Department for Fiscal Year 2015.

DEPARTMENT OF THE TREASURY
FISCAL YEAR 2015 FULL-TIME-EQUIVALENT STAFF
BY MAJOR AREAS

UNCLAIMED
PROPERTY
PROGRAM

16—

ADMINISTRATION
16

SOURCE: Joint Budget Committee Fiscal Year 2015-16 Appropriations Report.

The majority of the Treasury’s funding (approximately 99 percent)
was for special purpose programs, and the remaining 1 percent was
for Treasury administration and the Unclaimed Property program.
With the 16 FTE allotted, the Treasury administration division also
manages the special purpose programs which include the following:
(1) reimbursements to local governments for property tax revenues
forgone due to the senior citizen and disabled veteran property tax
emption, (2) allocation of Highway Users Tax Fund revenues to local
governments, and (3) property tax reimbursements for property
destroyed by a natural cause. The Treasury received approximately 28
percent of its funding from the General Fund and 72 percent from
cash funds.

COMPLIANCE WITH COLORADO FUNDS
MANAGEMENT ACT AND THE TAX
ANTICIPATION NOTE ACT

The Colorado Funds Management Act (Funds Management Act)



under Section 24-75-902, Colorado Revised Statutes (C.R.S.), asserts
that the State will from time to time experience fluctuations in revenue
and expenditures and temporary cash flows and therefore, in order to
maintain the State’s reputation for timely payments to creditors and
suppliers, part 9 of the statute is necessary and outlines the authority
and mechanisms the State can utilize to fund the shortfalls. Under
Section 24-75-905, C.R.S., the State Treasurer is authorized to sell
Tax and Revenue Anticipation Notes (TRANS) to meet these
shortfalls. TRANS are short-term notes payable from anticipated
pledged revenue.

The Tax Anticipation Note Act under Section 29-15-112(1), C.R.S,,
authorizes the State Treasurer to issue TRANS for school districts.
The purpose of these TRANS is to alleviate temporary cash flow
deficits of school districts by making interest-free loans to those
districts.

Section 24-75-914, C.R.S., requires the Office of the State Auditor to
review information relating to TRANS and report this information to
the General Assembly annually. The following table and discussion
provide information about the Treasurer’s July 22, 2014 issuance of
$500 million in General Fund Tax and Revenue Anticipation Notes
Series 2014A (hereafter referred to as the General Fund Notes), the
July 15, 2014, Education Loan Program (ELP) Tax and Revenue
Anticipation Notes (hereafter referred to as the ELP Notes) issuance of
$165 million (2014A), and the January 5, 2015, ELP issuance of $245
million (2014B).
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STATE OF COLORADO
DETAILS OF TRANS ISSUANCES
FOR THE FISCAL YEAR ENDED JUNE 30, 2015

EDUCATION EDUCATION
GENERAL LoAN LoAN
FUND NOTES PROGRAM PROGRAM
SERIES 2014A NOTES NOTES
SERIES 2014A SERIES 2014B
DATE OF ISSUANCE July 22, 2014 July 15, 2014 January 5, 2015
MATURITY DATE June 26, 2015  June 29, 2015 June 29, 2015
ISSUE AMOUNT $500,000,000 $165,000,000 $245,000,000
DENOMINATIONS $5,000 $5,000 $5,000
FACE INTEREST RATE 1.80% 1.00% 1.75%
PREMIUM ON SALE $7,819,000 $1,409,100 $1,955,100
NET INTEREST COST TO 0.12% 0.11% 0.10%

THE STATE

SOURCE: Office of the State Treasurer records.

NOTE: For comparative purposes, in Fiscal Year 2014 the Treasurer issued $500,000,000
in General Fund Notes and $340,000,000 in Education Loan Program Notes.

TERMS AND PRICE

Section 24-75-907(1), C.R.S., states, that the General Fund Notes are
required to mature no later than 3 days prior to the end of the fiscal
year. Section 29-15-112(5)(b), C.R.S., states that the ELP Notes are
required to mature on or before August 31 of the fiscal year
immediately following the fiscal year in which the notes were issued.
In addition, if the notes have a maturity date after the end of the fiscal
year, then on or before the final day of the fiscal year in which the
ELP Notes are issued, there shall be deposited, in one or more special
segregated and restricted accounts and pledged irrevocably to the
payment of the ELP Notes, an amount sufficient to pay the principal,
premium, if any, and interest related to the ELP Notes on their stated
maturity date. The maturity dates of the General Fund Notes and the
ELP Notes comply with statutory requirements. Specifically, as noted
in the previous chart, the General Fund Note has a maturity date of
June 26, 2015, and both of the ELP Notes have a maturity date of
June 29, 2015. Neither is subject to redemption prior to maturity.

Notes in each series are issued at different face interest rates. These are
the rates at which interest will be paid on the notes. The average net
interest cost to the State differs from the face interest rates because the



notes are sold at a premium, which reduces the net interest cost
incurred.

SECURITY AND SOURCE OF PAYMENT

In accordance with the Funds Management Act, principal and interest
on the General Fund Notes are payable solely from any cash income
or other cash receipts recorded in the General Fund for Fiscal Year
2015. General Fund cash receipts include those that are subject to
appropriation in Fiscal Year 2015 and any pledged revenue, including
the following:

§ Revenue not yet recorded in the General Fund at the date the notes
were issued.

§ Any unexpended note proceeds.

§ Proceeds of internal borrowing from other state funds recorded in
the General Fund.

The State Treasurer records monies reserved to pay the principal and
interest of the General Fund Notes in the Note Payment Account
(Account) in the State’s accounting system, the Colorado Operations
Resource Engine (CORE). The General Fund Notes were secured by
an exclusive first lien on assets in the account. The State Treasurer
held in custody the assets in the Note Payment Account.

According to Section 29-15-112(2)(e) (lI), C.R.S., interest on the ELP
Notes is payable from the General Fund. In accordance with the
TRANS issuance documents, principal on the ELP Notes was required
to be payable solely from the receipt of property taxes received by the
participating school districts during the period of March through June
2015, which were to be deposited to the General Fund of each school
district. Section 29-15-112(4)(a), C.R.S., requires the school districts
to make payments for the entire principal on the ELP Notes to the
State Treasury. Per the TRANS issuance documents, these payments
were to be made by June 25, 2015. The State Treasurer uses these
payments to repay the principal on the ELP Notes. The school districts
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made all payments by June 25, 2015, and the State Treasurer used
these funds to repay the principal on the ELP Notes.

The TRANS issuance documents state that if, on June 26, 2015, the
balance in the Education Loan Program Notes Repayment Account is
less than the principal of the ELP Notes at maturity, the Treasurer
must deposit from any funds on hand that are eligible for investment
an amount sufficient to fully fund the ELP account.

To ensure the payment of the General Fund and ELP Notes, the
Treasurer agreed to deposit pledged revenue into both the General
Fund Notes and ELP Notes Repayment Accounts so that the balance
on June 15, 2015, and June 26, 2015, respectively, would be no less
than the amounts to be repaid. The note agreements also provide
remedies for holders of the notes in the event of default. The amounts
to be repaid on the maturity date are detailed in the following table.

STATE OF COLORADO
TRANS AMOUNTS DUE AT MATURITY
FOR THE FISCAL YEAR ENDED JUNE 30, 2015

EDUCATION EDUCATION
GENERAL LoAN LoAN
FUND NOTES PROGRAM PROGRAM
SERIES 2014A NOTES NOTES
SERIES 2014A SERIES 2014B
DATE OF ISSUANCE July 22, 2014 July 15, 2014 January 5, 2015
MATURITY DATE June 26, 2015  June 29, 2015 June 29, 2015
PRINCIPAL $500,000,000 $165,000,000 $245,000,000
INTEREST $8,350,000 $1,576,667 $2,072,292

TOTAL DUE AT MATURITY $508,350,000 $166,576,667 $247,072,292
SOURCE: TRANS Issuance Documents.

We determined that the account balance, plus accrued interest earned
on investments for May 2015, was sufficient to pay the principal and
interest without borrowing from other state funds on June 15, 2015,
and June 26, 2015. In accordance with the TRANS issuance
documents, if the balance in the Account on June 15, 2015, had been
less than the principal and interest of the General Fund Notes due at
maturity, the Treasurer would have been required to deposit into the
Account all General Fund revenue available at that time, and borrow
from other state funds until the balance met the required level.



LEGAL OPINION

Sherman & Howard L.L.C. and Kutak Rock LLP, bond counsels,
have stated that, in their opinion:

§ The State has the power to issue the notes and carry out the
provisions of the note agreements.

§ The General Fund and ELP Notes are legal, binding, and secured
obligations of the State.

§ Interest on the notes is exempt from taxation by the United States
government and by the State of Colorado.

INVESTMENTS

The Colorado Funds Management Act, the Tax Anticipation Note
Act, and the General Fund and ELP Note agreements allow the
Treasurer to invest funds in the General Fund and ELP Notes
Repayment Accounts in eligible investments until they are needed for
note repayment. Interest amounts earned on the investments are
credited back to the General Fund, since the General Fund pays
interest at closing. The State Treasurer is authorized to invest the
funds in a variety of long-term and short-term securities according to
Section 24-36-113, C.R.S. Further, Section 24-75-910, C.R.S., (the
Funds Management Act), and Section 29-15-112(3)(b), C.R.S., (the
Tax Anticipation Note Act), state that the Treasurer may:

§ Invest the proceeds of the notes in any securities that are legal
investments for the fund from which the notes are payable.

§ Deposit the proceeds in any eligible public depository.

PURPOSE OF THE ISSUANCE AND USE OF
PROCEEDS

The General Fund Notes were issued to fund the State’s anticipated
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General Fund cash flow shortfalls during Fiscal Year 2015. The
Treasurer deposited the proceeds of the sale of the General Fund
Notes in the State’s General Fund. General Fund Note proceeds were
used to alleviate temporary cash flow shortfalls and to finance the
State’s daily operations in anticipation of taxes and other revenue to
be received later in Fiscal Year 2015.

The ELP Notes were issued to fund a portion of the anticipated cash
flow shortfalls of the school districts during Fiscal Year 2015. The net
proceeds of the sale of the notes were used to make interest-free loans
to the school districts in anticipation of the receipt of property tax
revenue by the individual districts on and after March 1, 2015, and up
to and including June 25, 2015.

ADDITIONAL INFORMATION

The General Fund Notes and the ELP Notes were issued through
competitive sales. A competitive sale involves a bid process in which
notes are sold to bidders offering the lowest interest rate.

The issuance of both types of notes is subject to the Internal Revenue
Service’s (IRS) arbitrage requirements. In general, arbitrage is defined
as the difference between the interest earned by investing the note
proceeds and the interest paid on the borrowing. In addition, if the
State meets the IRS safe harbor rules, the State is allowed to earn and
keep this arbitrage amount. The IRS safe harbor rules require the State
to meet certain spending thresholds related to the note proceeds. In
Fiscal Year 2015, the State met the IRS safe harbor rules. Although
these requirements were met, interest earned by investing note
proceeds was less than interest paid on the borrowing, and thus no
arbitrage was earned or kept. The Treasury is responsible for
monitoring compliance with the arbitrage requirements to ensure the
State will not be liable for an arbitrage rebate.

STATE EXPENSES

The State incurred expenses as a result of the issuance and redemption



of the General Fund and ELP Notes. These expenses totaled
approximately $0.4 million. The expenses included the following:

§ Bond legal counsel fees and reimbursement of related expenses
incurred by the bond counsel.

§ Disclosure counsel fees and expenses.
§ Fees paid to rating agencies for services.

§ Costs of printing and distributing preliminary and final offering
statements and the actual notes.

§ Travel costs of state employees associated with note issuance and
selection of a financial advisor.

§ Redemption costs, consisting of fees and costs paid to agents to
destroy the redeemed securities.

SUBSEQUENT EVENTS

On July 23, 2015, the State issued $600 million in General Fund Tax
and Revenue Anticipation Notes with a maturity date of June 28,
2016. The notes carry a coupon rate of 1.67 percent and were issued
with a premium of $7.7 million. The total due at maturity includes
$600 million in principal and $9.3 million in interest.

On July 21, 2015, the State issued $165 million in Education Loan
Program Tax and Revenue Anticipation Note Series 2015A with a
maturity date of June 29, 2016. The notes carry a coupon rate of 1.55
percent and were issued with a premium of $1.9 million. The total due
at maturity includes $165 million in principal and $2.4 million in
interest.

On January 12, 2016, the State issued $339 million in Education Loan
Program Tax and Revenue Anticipation Note Series 2015B with a
maturity date of June 29, 2016. The notes carry a coupon rate of 2.1
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percent and were issued with a premium of $2.9 million. The total due
at maturity includes $339 million in principal and $3.3 million in
interest.

NO RECOMMENDATION IS MADE IN THIS AREA.

PUBLIC SCHOOL FUND

The Public School Fund (Fund), created under Section 22-41-101,
C.R.S., is used for the deposit and investment of proceeds from the
sale of land granted to the State by the federal government for
educational purposes, as well as for other monies as provided by law.
Interest and income earned on the Fund are to be distributed to and
expended by the State’s school districts for the maintenance of the
State’s schools. In accordance with Section 22-41-104(2), C.R.S., the
State Treasurer has the authority to “effect exchanges or sales” of
investments in the Public School Fund, whenever the exchanges or
sales will not result in the loss of the Fund’s principal.

Section 2-3-103(5), C.R.S., requires the Office of the State Auditor to
annually evaluate the Fund’s investments and to report any loss of the
Fund’s principal to the Legislative Audit Committee. During our Fiscal
Year 2015 audit, we obtained confirmations from JPMorgan Chase
Bank on the fair value of all investments held in the Fund. We
compared the total fair value of the Fund’s investments to the cost of
the investments as recorded on CORE and noted that the fair value of
the investments exceeds the cost by approximately $9 million. We did
not identify any loss of principal to the Fund during Fiscal Year 2015.

NO RECOMMENDATION IS MADE IN THIS AREA.



DEPARTMENT OF
EDUCATION

Article IX of the Colorado Constitution places responsibility for the
general supervision of the State’s public schools with the Colorado
State Board of Education (Board). The Board appoints the
Commissioner of Education to oversee the Department of Education
(Department), which serves as the administrative arm of the Board by
providing assistance to 178 local school districts, the Charter School

Institute and implementing administrative rules.

During Fiscal Year 2015, the Department spent approximately $579
million in federal funds. As part of our Fiscal Year 2015 audit, we
tested the Department’s compliance with federal grant requirements
for the following three programs:

= Child Nutrition Cluster
= Special Education Cluster (IDEA)
= Title I Grants to Local Educational Agencies

In Fiscal Year 2015, the Department’s expenditures for these
programs were approximately $181.0 million, $157.7 million, and
$138.0 million, respectively. The Department is responsible for
ensuring that all expenditures for these programs are appropriate and
that the State complies with the associated federal program

requirements.

Our Fiscal Year 2015 audit identified a significant deficiency in
internal control and material noncompliance for all three programs
tested as they relate to the Cash Management Improvement Act
(CMIA). The internal control and noncompliance matters identified,
and the audit recommendation for these programs, are described in
the following section of this chapter.

I-1
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The following comments were prepared by the public accounting firm
of BKD, LLP, which performed Fiscal Year 2015 audit work at the
Department of Education under contract with the Office of the State
Auditor.

COMPLIANCE WITH THE
CASH MANAGEMENT
IMPROVEMENT ACT

The Cash Management Improvement Act of 1990 (CMIA) requires
states to enter into an agreement with the U.S. Secretary of the
Treasury which establishes the procedures the State will use to draw
down federal funds for selected large federal grant programs. This
agreement establishes the State of Colorado’s draw patterns which are
to be utilized by the State agencies for specific programs. The
Department utilizes a draw pattern as established by and approved in
the Treasury-State Agreement (Agreement) for the Title | Grants to
Local Educational Agencies (Title 1), Special Education-Grants to
States (IDEA) and Child Nutrition Cluster (Child Nutrition) federal
programs. During Fiscal Year 2015, the Department drew down
approximately $147.6 million of Title I, $131.9 million of IDEA, and
$174.1 million of Child Nutrition funding under the Agreement

WHAT WAS THE PURPOSE OF THE
AUDIT WORK?

The purpose of the audit work was to review the Department’s
compliance with the established draw pattern approved under the
Agreement during Fiscal Year 2015.



WHAT AUDIT WORK WAS PERFORMED
AND HOW WERE RESULTS MEASURED?

The audit work consisted of reviewing a sample of cash draws made
by the Department for the aforementioned federal programs that
utilize this draw method. This was accomplished by reviewing the
supporting documentation for each cash draw selected, including
support for the underlying expenditures, to determine compliance with
the required draw pattern. The draw pattern requires reimbursements
from the federal government to be received no more than 9 days from
when the Department expends the funds.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

During our testwork, we found instances where the Department was
not in compliance with the required draw pattern described above.
Specifically, we selected 25 cash draws and noted the following:

§ In six instances, the number of days between the date the funds
were expended and the date the federal funds were received was
greater than 9 days. The draws ranged from 1 to 42 days late.

§ In four instances, the Department was unable to provide specific
expenditure detail to support the cash draws made. In these
instances, compliance with the required draw pattern was unable
to be determined.

WHY DID THE PROBLEM OCCUR?

In Fiscal Year 2015, the State of Colorado implemented a new
accounting system, the Colorado Operations Resource Engine
(CORE). Internal controls within CORE were not operating
effectively, which prevented the Department from producing accurate
and/or timely expenditure reports which are utilized to determine the

1-3
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amounts required to be drawn. Throughout the year, the Department
developed and refined manual procedures which over time allowed
them to be in compliance with the draw patterns.

WHY DOES THIS PROBLEM MATTER?

By not following the established draw pattern, the Department is not
in compliance with the Agreement. The State could be adversely
affected by late draws as the cash expenditures would have to be
covered by State cash funding rather than being reimbursed by the
federal government. In addition, a potential interest liability could
result between the State and federal government if required draw
patterns are not followed.

CFDA Nos. 10.553, 10.555, 10.556, 10.559; CHILD NUTRITION
CLUSTER.

CFDA No. 84.010; TiTLE | GRANTS TO LOCAL EDUCATIONAL
AGENCIES.

CFDA Nos. 84.027, 84.173; SPECIAL EDUCATION-GRANTS TO STATES
(IDEA, PART B).

COMPLIANCE REQUIREMENT: CASH MANAGEMENT.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0022

The Department of Education (Department) should ensure it complies
with the federal Cash Management Improvement Act by adhering to
draw patterns contained in the Treasury-State Agreement. In addition,
the Department should work with the Office of the State Controller to
refine and develop more automated internal controls and reports
within the State’s accounting system, the Colorado Operations
Resource Engine (CORE), to ensure compliance with the draw
patterns. Until these system controls and reports become more
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automated, we recommend the Department continue to utilize the
manual procedures it established during the fiscal year to help ensure
compliance.

RESPONSE

DEPARTMENT OF EDUCATION

AGREE. IMPLEMENTATION DATE: IMPLEMENTED.

d011dNY 31V1S OdvdO1090 IHL 40 14043y

During the first months of the implementation of CORE, the lack of
functionality and reporting capabilities in the new statewide system
created challenges for the department to produce and rely upon timely
and accurate reporting. As these issues were identified, and it was
apparent that CORE would not function as needed, department staff
developed manual procedures to obtain the information necessary to
comply with the draw patterns outlined in the Treasury-State
agreement. Although the process is manual, it has provided the
information necessary to ensure compliance with the draw pattern
requirements.

The department will continue to work with the Office of the State
Controller in the implementation of automated reporting which will
eventually eliminate the need for manual processes for the draw
patterns. The department will continue to improve manual procedures
related to drawing federal funds and then utilize the functionality of
CORE as it becomes operational.






OFFICE OF THE
GOVERNOR

The Office of the Governor (Office) is responsible for carrying out the
directives of the Governor of the State of Colorado. The “IT
Consolidation Bill,” codified under State statutes [Sections 24-37.5-
102 C.R.S. through 24-37.5-112 C.R.S.], was enacted during the 2008
Legislative Session. This bill consolidated IT operations under the
Governor’s Office of Information Technology (OIT) for most of the
Executive Branch but excluded the Departments of Law, State, and
Treasury, State-supported institutions of higher education, as well as
the Judicial and Legislative branches. OIT’s operational domain is the
State’s IT infrastructure, including data centers, servers, mainframe
operations, personal computers, data storage, operating systems, local
and wide area networks, and communications. Please refer to the
introduction to the Office of the Governor chapter within SECTION II:
FINANCIAL STATEMENT FINDINGS for additional background
information.

CORE APPLICATION
IMPLEMENTATION

The Department of Personnel & Administration’s (DPA) Office of the
State Controller (OSC) owns the State’s accounting system, the
Colorado Operations Resource Engine (CORE), which was
implemented in July 2014 as the replacement for the Colorado
Financial Reporting System (COFRS) that had been the financial
system of record since Fiscal Year 1991. All State agencies either
perform day-to-day accounting functions directly in CORE, or provide
summarized information to CORE. In Fiscal Year 2015 CORE
processed approximately $40.1 billion in expenditures and $41.3
billion in revenue.

-7
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In July 2011, acting as the primary technical support group for the
OSC, OIT sent a Capital Construction IT request to the Governor’s
Office of State Planning and Budget (OSPB) to request funds for a
COFRS replacement. This request was largely based on the 2011 State
Auditor’s evaluation of the COFRS system, which found significant
risk of partial or complete system failure due to the age of the system,
it being made up of obsolete technology, and the lack of vendor
support.

In September 2012, the COFRS modernization project was contracted
to CGI Technologies and Solutions Inc. (CGIl) with a planned
implementation date of July 2014.

For this project, six individuals, divisions, and/or groups had key roles
in project planning and implementation:

§ An OIT Agency Information Technology Director responsible for
participating in project development, agency strategic planning,
requirements identification, milestone development and user
acceptance testing.

§ OIT’s Enterprise Portfolio and Project Management Office, which
was responsible for providing project management methodologies,
capabilities and expertise to support the project. This included
establishing policies and procedures for project documentation,
implementing a project stage gate control, and enabling on-time
reporting of project status.

§ An OIT project manager assigned by the Enterprise Portfolio and
Project Management Office that was responsible for oversight of
the project.

§ A third-party vendor, the Public Consulting Group, to provide
Independent Verification and Validation services for the project

under contract with OIT, as required by statute.

§ The application vendor, CGI, that provided various project
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management and system development services, including planning
and schedule maintenance.

§ The Project Leadership Team that provided high-level oversight
and insight with respect to objectives, schedule and cost for the
project. This team was made up of staff from the OSC, OSPB,
CGl, and OIT.

In an open letter from Colorado’s former Secretary of State to the
Governor, dated May 6, 2014, (2 months prior to go-live), concerns
were raised regarding the readiness of the CORE application to be put
into production. The concerns cited included:

d011dNY 31V1S OdvdO1090 IHL 40 14043y

§ Project status reports indicating the project was behind schedule.
§ Insufficient applications data controls.
§ Problems with end user and on-line training.

§ The departure of key Office of Information Technology leadership.
Specifically, in the 7 months prior to the projects go-live date, key
OIT leadership staff, including the following, resigned their
positions:

Chief Information Officer

Chief Technology Officer

Chief Operating Officer

Chief Customer Officer

Chief Information Security Officer
Director of Enterprise Applications

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We performed the following audit work related to the planning and
implementation of the CORE application:
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§ Interviewed relevant OIT and DPA staff.

§ Reviewed planning and implementation documentation. This
included the review of six OIT project management summary
reports produced between April 2013 and March 2014, five
Independent Verification and Validation (IV&V) reports produced
between January and June 2014 by the Public Consulting Group
under contract with OIT, the original September 2012 contract
with CGI, and the amendments to the CGI contract that were
made between September 2013 and June 2015.

§ Evaluated CORE IT general controls based on staff interviews,
walk-throughs of processes, and review of relevant documents.

§ Reviewed the results of the Fiscal Year 2015 Statewide Financial
and IT general control audit work performed by our office to
identify issues that can be tied to the CORE implementation
project.

Our audit work was designed to determine whether OIT’s planning
and implementation of the CORE application adhered to key project
management processes and requirements and led to a successful
implementation. We relied on the IV&YV reports and OIT’s project
status reports as assessments of the project’s progress prior to Fiscal
Year 2015. Our audit work focused on the implementation activities
that occurred during Fiscal Year 2015 from July 2014 through June
2015, and primarily included post-implementation activities, or those
performed after the system went live.

HOW WERE THE RESULTS MEASURED?

We relied upon industry best practices as defined by the Project
Management Body of Knowledge, a widely used project management
standard, surrounding IT Project Management, within the system
development life cycle information technology process area. This
included verification that all standard project planning and
management processes were in place and that project leadership had
adequate monitoring processes in place, including the appropriate use



of and reliance on Public Consulting Group’s IV&V service and
reports and status reports provided by OIT’s project manager to assess
the project status and identify and raise issues to be addressed to
ensure successful implementation of the CORE system.

According to Project Management Body of Knowledge standards, the
typical project phases and phase goals include:

§ Initiation
Development of the Project Charter
§ Planning

Development of a project management plan

Collection of requirements and definition of the project scope
Development of a project schedule

Estimation of project costs and budget

Planning quality

Planning and performance of system risk analysis

Planning and budgeting of application and technology
procurements

§ Execution

Direction and management of project execution

Performance of quality assurance, including User Acceptance
Testing, which is a process to verify the application meets user
requirements and overall functionality and should occur prior
to going live.

§ Monitoring and Controlling of the following

Performance of integrated change control

Verification and control of project scope

Controlling of costs

Monitoring of quality control to assess performance and
recommend changes as necessary.

-11
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§ Closing

Closing of project and procurements

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified the following issues related to the planning and
implementation of the CORE application:

HIGH RISK ISSUES WERE IDENTIFIED PRIOR TO IMPLEMENTATION THAT
SIGNIFICANTLY IMPACTED THE STATE’S FINANCIAL SYSTEM DURING
FISCAL YEAR 2015. We reviewed six status reports produced by the
OIT project manager, beginning approximately 14 months prior to
implementation, and the five IV&YV reports issued within the last six
months prior to the CORE system implementation. The OIT project
manager reports indicated that, up until May 2014, or 2 months prior
to go live, the CORE implementation schedule was “at risk and there
was no approved mitigation plan to address the problems”. In total,
the project manager reports indicated that the project had been in an
“at risk state since November 2013, or for 7 months prior to the
system implementation.

These reports specifically noted consistent project issues including the
following:

§ A lack of a project charter and an effective governance model.

§ A “problematic” project schedule. For example, the initial 1IV&V
report from January 2014 noted that the project was a ““very
large” project to complete in the planned 22-month timeframe. In
addition, the term *“Schedule Crashing”, which refers to the
inappropriate compression of tasks, was used numerous times in
the January 2014 IV&V report.

§ The lack of an active, systemic, and consistent focus on eliminating
risk and addressing issues for the project due to the elevated



workload and schedule crashing.

§ The late addition of the Labor Data Collection functionality, a key
process that allocates payroll hours among various federal grants
administered by the state, being added to the project due to a lack
of strategic planning by OIT. This in turn created a “major effort”
for new interface creation that impacted the *““already burdened”
workload of the interface team.

§ Issues with the timely completion of interfaces related to Labor
Data Collection that caused delays in the performance of User
Acceptance Testing, which provides a final approval from the
intended users’ perspective that the system meets business
requirements and the intended functionality.

§ Issues with lack of documentation and late scheduling of User
Acceptance Testing.

§ The end user training plan had not been completed, putting the
“go-live” date in jeopardy. At the time this was reported in the
January 23, 2014, IV&YV report, the training plan was 4 months
past its original due date of September 30, 2013.

The last IV&V report released prior to go live (June 25, 2014),
indicated that two issues would be carried over to post-
implementation: the Labor Data Collection and other specific interface
issues. In addition, the report indicated that the Project Leadership
Team did not accept the OIT project manager’s May 2014 conclusion
that the project schedule was *“at risk and that there was no approved
mitigation plan to address the problems.” However, the report did not
provide further justification as to why the Project Leadership Team
made this decision.

Our Fiscal Year 2015 Statewide Financial and IT audit work also
resulted in multiple findings noting issues related to the above
implementation problems, including, but not limited to the following:

1-13
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Security configuration and logical access issues were identified on
the interface server built to support the CORE application. See
RECOMMENDATIONS 2015-0025 AND 2015-0026.

The Labor Data Collection application module had not been fully
implemented and, therefore, was unable to capture labor allocation
costs accurately or timely during Fiscal Year 2015. See
RECOMMENDATION 2015-0012.

The CORE application security configurations and account
management process did not meet Colorado Information Security
Policy (Security Policy) requirements. See RECOMMENDATION
2015-0059.

The late development of accurate and complete CORE reports that
agencies rely upon for their financial processes, which prevented
agencies from timely reviewing, reconciling, and reporting their
financial information. In addition, there was insufficient end user
training for the State Agencies using the CORE reporting system to
review and verify accounting transactions. See RECOMMENDATION
2015-0011.

A lack of required CORE system edit controls in place during the
fiscal year to enforce data requirements for accounting transactions
entered by State Agencies which caused inaccurate or incomplete
data to be entered into the application. In addition, the
application’s budgetary controls were disabled and could allow
over-expenditures by State Agencies. See RECOMMENDATION 2015-
0013.

The OSC’s noncompliance with meeting State and Federal
deadlines for submission of financial reports and closing of the
State’s financial records. In addition, the late release of the OSC’s
Fiscal Procedures Manual and other procedure documentation
relied upon by State Agencies to manage their accounting
transactions. See RECOMMENDATION 2015-0058.
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The above issues, plus others not specifically mentioned, but
documented within this report, contributed to seven financial and
three Information Technology findings during Fiscal Year 2015. Of
these 10 findings, four are classified as MATERIAL WEAKNESSES.

The project required multiple vendor contract amendments and
incurred cost overruns. The original contract with CGI issued in
September 2012 was amended 12 times between September 2013 and
June 2015. In total, these contract amendments increased the total
original budget for the CORE financial system implementation by
$14.2 million, or 18 percent.
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These amendments and associated costs occurred during the following
fiscal years:

CORE CONTRACT AMOUNT CHANGES
FiscAL YEAR 2013 THROUGH 2015

FISCAL YEAR TOTAL AMOUNT AMENDMENTS
2013-original contract $78,631,929 -
2014-budget change $4,142,697 5
2015-budget change $10,089,416 7

SOURCE: OSA analysis of OIT contract and contract amendments for the CORE financial
system implementation.

The above table shows that seven contract amendments resulting in
over $10 million in additional costs occurred in Fiscal Year 2015,
after the CORE system was implemented.

The amendments included the following changes:

Increases in various software licensing fees.

Increased CGI support for end user training.

Inclusion of Labor Data Collection integration and support.

Increased CGI support for a Colorado Department of

Transportation interface.

§ CGlI solution for the Department of Parks and Wildlife related to
performance budgeting.

§ Increased CGI support for CORE post-implementation services,

§
§
§
§
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including project management and oversight.

Increased data communications capacity.

CGI services for the implementation of a statewide accounts
receivable solution.

Implementation of a Grants Lifecycle Management module that
supports the end-to-end business processing of grants.

WHY DID THE PROBLEM OCCUR?

Taken in total, the issues identified can be tied to an overall lack of
strong project governance and management. Specifically:

§

CORE'’s Project Leadership Team failed to implement or maintain,
on a timely basis and throughout the project, strong project
governance and management processes to ensure the project’s
success. This issue was cited in the IV&YV report from January 23,
2014, or 5 months prior to go-live.

The ““compressed” project time line and the decision to implement
the system in spite of the concerns raised by the IV&V and OIT’s
project manager’s reports may have contributed to the numerous
statewide financial system issues noted above, as their respective
causes were not being adequately addressed prior to the system’s
implementation.

The additional work contracted to CGI, with the associated
increase in costs, indicates a weakness in project planning during
which these issues should have been anticipated and addressed
with appropriate funding prior to the need for the amendments,
and in some cases, during the original contact execution.

WHY DOES THIS PROBLEM MATTER?

As a result of the issues noted, the State was unable to meet both State
statutory and federal deadlines for issuing the financial statements and
submitting audited information related to the over $10 billion in
federal funds the state received in Fiscal Year 2015. Failure to
implement strong governance and management practices over system
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development projects can lead to project failures, risks of not meeting
business goals and requirements, cost overruns, missed deadlines, and
a lack of expected or required functionality at implementation.

SEE APPENDIX A, OFFICE OF THE GOVERNOR, FOR A LISTING OF
APPLICABLE CFDA Nos.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE CoOSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDINGS: MATERIAL WEAKNESS.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0023

The Governor’s Office of Information Technology should work with
the Executive Branch agencies on current and future system
development and implementation projects to ensure that strong
planning, project governance, and management processes are in place
across all phases of the project to ensure that scope, schedules,
budgets, resources, risks, and quality are controlled throughout the
project and to ensure that accurate, complete, and timely project
performance monitoring and feedback is provided and acted upon, to
help make effective project management decisions and to achieve
project objectives on-time and within budget.

RESPONSE

GOVERNOR'’S OFFICE OF INFORMATION
TECHNOLOGY
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AGREE. IMPLEMENTATION DATE: IMPLEMENTED AND ONGOING.

OIT acknowledges that a formalized project management governance
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process was not in place, during the early stages of CORE planning
and implementation. In April of 2013, OIT implemented a project
gating framework, which governed all projects that were initiated after
April 2013. The Executive Governance Committee (EGC) consists of
OIT leaders that have a stake in project delivery and steward project
management best practices. This formalized process and EGC
oversight ensure that planning, project governance, and management
processes are in place across all phases of the project. It further
ensures that project scope, schedules, budgets, resources, risks, and
quality are controlled throughout the project. Additionally, this
process ensures that accurate, complete, and timely project
performance monitoring and feedback is provided and acted upon, to
help make effective project management decisions and to achieve
project objectives on-time and within budget.

CORE APPLICATION
IMPLEMENTATION -
STATUTORY
COMPLIANCE

CORE is owned by the OSC and was implemented in July 2014 as the
replacement for COFRS that had been the financial system of record
since Fiscal Year 1991. All State agencies either perform day-to-day
accounting functions directly in CORE, or provide summarized
information that is uploaded to CORE. In Fiscal Year 2015, CORE
processed approximately $40.1 billion in expenditures and $41.3
billion in revenue.

In July 2011, acting as the primary technical support group for the
OSC, OIT sent a Capital Construction IT request to the Governor’s
Office of State Planning and Budget (OSPB) to request funds for a
COFRS replacement. This request was largely based on the 2011 State



Auditor’s evaluation of the COFRS system which found significant
risk of partial or complete system failure due to the age of the system,
COFRS’ obsolete technology, and the lack of vendor support for
COFRS.

In September 2012, OIT contracted with CGI for the COFRS
modernization project with a planned implementation date of July
2014 for the new system.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

Our audit work was designed to determine whether OIT adhered to
the Colorado Revised Statute (C.R.S.) requirements in relation to the
planning and initial implementation activities for the CORE
application.

We reviewed statutes, interviewed relevant staff, and reviewed
documentation related to the planning and implementation of the
CORE application as part of our test work.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS MEASURED?

We identified the following statutory compliance issues related to the
planning and initial implementation activities for the CORE
application:

NOT ALL REQUIRED PROCEDURES WERE FOLLOWED OR
DOCUMENTATION PRODUCED DURING PROJECT PLANNING TO MEET
STATUTORY REQUIREMENTS. We were unable to obtain evidence of the
following statutorily required items during the planning of the new
CORE system:

§ A Comprehensive Risk Assessment, and related designation of

111-19
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CORE as a major information technology project

Documented Policies and Procedures for acceptable project plans,
budgets or feasibility studies

A Feasibility Study

A Project Plan that included:

Business Requirements
Security Requirements and Best Practices

Section 24-37.5-105, C.R.S., requires that OIT shall:

§

(3)(k) Develop a comprehensive risk assessment that will be
applied to every new information technology project to assess risk
levels related to the project and determine whether the project
should be classified as a major information technology project;

(4)(a) The Office shall establish policies and procedures for
acceptable project plans, project budgets, and feasibility studies for
projects of all sizes, including major information technology
projects.

(4)(c) As part of any major information technology project by a
state agency, classified as such according to a comprehensive risk
assessment performed by the office, the project plan at a minimum
shall include:

(4)(c)(11) Business requirements for the project developed in
collaboration with the state agency and end users;
(4)(c)(1V) Information security requirements and best practices

WHY DID THE PROBLEM OCCUR?

OIT did not have adequate processes in place to ensure that:

§

Projects are managed to ensure that they are compliant with state
statutes.

§ Appropriate planning and implementation documentation was

produced according to statutory requirements.
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WHY DOES THIS PROBLEM MATTER?

Failure to follow statutory requirements and otherwise implement
strong management practices over information system development
projects can lead to project failures, the risk of not meeting business
goals and requirements, and a lack of functionality at implementation.
Ultimately, in the case of CORE, this has had or could have a
significant effect on the risk of financial misstatement.

SEE APPENDIX A, OFFICE OF THE GOVERNOR, FOR A LISTING OF
APPLICABLE CFDA Nos.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0024

The Governor’s Office of Information Technology should institute
strong management practices related to information system
development projects and establish procedures to ensure that state
statute requirements related to procurements and implementation of
information technologies are met on all future projects.

RESPONSE

GOVERNOR’S OFFICE OF INFORMATION
TECHNOLOGY
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AGREE. IMPLEMENTATION DATE: IMPLEMENTED AND ONGOING.

OIT acknowledges that a formalized project management governance



1-22

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

process was not in place, during the early stages of CORE
implementation planning, resulting in the absence of several key
artifacts. In April of 2013, OIT implemented a project gating
framework, which governed all projects that were initiated after April
2013. The Executive Governance Committee (EGC) consists of OIT
leaders that have a stake in project delivery and steward project
management best practices. This formalized process and EGC
oversight ensure that the following are conducted and documented: a
comprehensive risk assessment that helps determine the size of the
project and the level of EGC oversight; a feasibility study; a project
plan; documented business requirements, security requirements and
best practices. This will ensure compliance with statutory
requirements.

CORE INTERFACE SERVER
CONFIGURATIONS

Government Auditing Standards allow for information that is
considered sensitive in nature, such as detailed information related to
information technology system security, to be issued through a
separate “classified or limited use” report because of the potential
damage that could be caused by the misuse of this information. We
consider the specific technical details of this finding to be sensitive in
nature and not appropriate for public disclosure. Therefore, the
following finding has been generalized for public reporting purposes.

The CORE interface server receives data from other systems, such as
provider expenditures from the Medicaid Management Information
System at the Department of Health Care Policy and Financing and
contractor expenditures from the SAP system at the Colorado
Department of Transportation, and automatically uploads it to
CORE. Agencies send approximately 70 data files to the CORE
application via the interface server daily.

OIT has several functional areas and subject matter experts that are



responsible for building, monitoring and supporting the interface
server as follows:

§ The Office of Information Security (OIS) is responsible for
establishing, communicating, and enforcing statewide information
security policies.

§ The Infrastructure Operations unit is responsible for building and
supporting server hardware and operating systems.

§ The Enterprise Applications unit is responsible for developing and
supporting applications.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed and tested the CORE interface server’s IT general
controls over information security, system operations, and change
management, which included interviewing relevant staff, reviewing
policies and procedures, and analyzing system configurations and
audit logs.

Our audit work was designed to determine whether relevant key IT
general controls supporting the CORE interface server were properly
designed, in place, and operating effectively during Fiscal Year 2015.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We used the Colorado Information Security Policies (CISPs), published
by OIT, as well as OIT’s Enterprise Change Management policies and
procedures to assess the sufficiency of the security, operations, and
change management control activities related to the interface server. In
accordance with Government Auditing Standards, we have omitted
listing the specific security CISPs, as they relate to the procedures we
performed over the CORE interface server, in the essences of
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protecting State information technology assets.

§ OIT’s Enterprise Change Management policies and procedures
require that Requests for Change (RFC)s be created, approved,
assigned to staff and that the changes comply with the request
prior to the request being closed.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified issues related to information security and change
management within the interface server. In accordance with
Government Auditing Standards, we have omitted listing the specific
security issues we identified for the CORE interface server, in the
interest of protecting State information technology assets.

CHANGE MANAGEMENT PROCEDURES WERE NOT FOLLOWED. Though
the RFC to create the CORE interface server specified certain
requirements, the interface server was not configured to those
requirements and the RFC was closed without the requirements being
verified as being implemented.

WHY DID THE PROBLEM OCCUR?

OIT did not follow all required information security and change
management policies and procedures as they relate to our audit
performed over the CORE interface server. More specifically, the RFC
to build the CORE interface server was not assigned to the
appropriate teams responsible for ensuring the server was built,
configured, and verified to the RFC.

WHY DOES THIS PROBLEM MATTER?

The lack of information security requirements being met increases the
potential risk associated with data integrity and reliability of the
CORE system. In addition, if change management procedures are not
followed in applying system changes that have been requested and
approved, the system may lack important functionality required by the
business or be exposed to additional risks.



SEE APPENDIX A, OFFICE OF THE GOVERNOR, FOR A LISTING OF
APPLICABLE CFDA NOs.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0025

The Governor’s Office of Information Technology should strengthen
information security system operations, and change management
controls over the State’s accounting system, the Colorado Operations
Resource Engine (CORE) interface server by:

A

Enforcing existing information security system configuration
policies and procedures for the CORE interface server.

Enforcing existing change management policies and procedures to
ensure that requests for change (RFC)s are assigned to appropriate
technical teams and personnel and that change requests are only
closed upon verification that the requests have been adequately
fulfilled.

Ensuring that the interface server is configured as required in the
OIT RFC, which was closed inappropriately before applying the
change.

RESPONSE

GOVERNOR’S OFFICE OF INFORMATION

TECHNOLOGY

A AGREE. IMPLEMENTATION DATE: JULY 2017.

1-25
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The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations, and change
management controls it administers. OIT has remediated half of
the issues identified during the audit and will remediate the other
half of the issues identified by July 2017.

Beginning January 2016 OIT began efforts to develop a plan for
replacing the CORE interface server. OIT will ensure enforcement
of OIT Enterprise Change Management Policies and Procedures
(effective as of March 1, 2015) and the Colorado Information
Security Policies (effective as of February 11, 2015), as the new
equipment is developed and constructed. The plan to replace this
equipment will be completed by August 2016. Implementation is
expected to be completed by July 2017.

AGREE. IMPLEMENTATION DATE: JULY 2017.

The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations, and change
management controls over the environments it manages. OIT
agrees with this irregular issue identified in the audit. The IT
equipment request for change (RFC) was closed without adequate
validation as to the completion of work. This issue is not typical. A
closed RFC would typically contain documentation or evidence
indicating that the request has been addressed. It is typically the
responsibility of the requestor or assignee (individual assigned to
complete the work effort) to ensure validation is complete and
documentation has been provided.

Beginning January 2016 OIT began efforts to develop a plan for
replacing the CORE interface server. OIT will ensure enforcement
of OIT Enterprise Change Management Policies and Procedures
(effective as of March 1, 2015) and the Colorado Information
Security Policies (effective as of February 11, 2015), as the new
equipment is developed and constructed. This will ensure that the
appropriate technical teams and personnel are assigned and change



requests are only closed upon verification of the tasks requested to
the work performed. The plan to replace the IT equipment will be
completed by August 2016. Implementation is expected to be
completed by July 2017.

C AGREE. IMPLEMENTATION DATE: MARCH 31, 2016.

The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations, and change
management controls over the CORE interface server. The issue
identified during the audit will be remediated by March 31, 2016.

CORE INTERFACE SERVER
LOGICAL ACCESS
CONTROLS

Government Auditing Standards allow for information that is
considered sensitive in nature, such as detailed information related to
information technology system security, to be issued through a
separate “classified or limited use” report because of the potential
damage that could be caused by the misuse of this information. We
consider the specific technical details of this finding to be sensitive in
nature and not appropriate for public disclosure. Therefore, the
following finding has been generalized for public reporting purposes.

OIT is responsible for managing user accounts to the CORE interface
server in coordination with the OSC and other State agencies. In
addition, OIT has defined policies and procedures that provide access
management requirements.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

=27
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We reviewed and tested account management general computer
controls that are directly related to the CORE interface server,
including those that directly relate to access to CORE financial
information. Our test procedures included interviewing relevant staff,
reviewing policies and procedures, and analyzing account management
settings. Our audit work was designed to determine whether account
management settings and IT processes over the interface server were
properly designed, in place, and operating effectively during Fiscal
Year 2015.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We used Colorado Information Security Policies (CISPs), published by
OIT, to assess the sufficiency of account management controls related
to the interface server.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

OIT failed to implement required account management access controls
over the CORE interface server.

WHY DID THE PROBLEM OCCUR?

We identified the following reasons for the logical access problems we
found:

LACK OF ACCOUNT MANAGEMENT POLICY OVERSIGHT AND PLANNING.
OIT lacks oversight to ensure that procedures were implemented to
manage accounts in accordance with relevant wuser account
management policies. OIT staff indicated that the timeline to
implement the server prior to the CORE system’s go-live date did not
allow them the time to properly plan and implement adequate controls
in order to meet policy requirements.

SYSTEM SUPPORT STAFF ARE NOT FULLY TRAINED TO FOLLOW EXISTING
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POLICIES. Though there is awareness that information security policies
exist, there is a lack of training provided to OIT technical staff
responsible for account management and system maintenance.

WHY DOES THIS PROBLEM MATTER?

In combination, the deficiencies noted above increase the security risks
associated with the confidentiality, availability, and integrity of the
CORE interface server and the information it stores and processes.

SEE APPENDIX A, OFFICE OF THE GOVERNOR, FOR A LISTING OF
APPLICABLE CFDA NOs.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0026

The Governor’s Office of Information Technology should strengthen
account management controls over the Colorado Operations Resource
Engine interface server by:

d011dNY 31V1S OdvdO1090 IHL 40 14043y

A Ensuring that account management procedures are established and
implemented for all new or changed systems in accordance with
relevant information security and user account management
policies.

B Enforcing Information Security Policy and access control
requirements by ensuring that the staff responsible for account
management controls and system management are properly trained
in the relevant policies and are held accountable for applying the
requirements as needed.
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RESPONSE

GOVERNOR’S OFFICE OF INFORMATION

TECHNOLOGY

A AGREE. IMPLEMENTATION DATE: MARCH 31, 2016.

B

The Governor’s Office of Information Technology (OIT) agrees
that policies and procedures are to be followed in order to
strengthen information security system operations and change
management controls over the environments it manages. OIT
agrees with this issue identified in the audit. OIT has remediated
one of the items identified in the audit and will remediate the
remaining items by March 31, 2016.

Beginning January 2016 OIT began efforts to develop a plan for
replacing the current CORE interface server. OIT will ensure
enforcement of OIT Enterprise Change Management Policies and
Procedures (effective as of March 1, 2015) and the Colorado
Information Security Policies (effective as of February 11, 2015), as
the new equipment is developed and constructed. Compliance
criteria are documented within the Enterprise Change Management
Policies and Procedures, POL 100-33. All actions which meet the
criteria of a change will be required to be tracked through the
documented process and will be compliant with all guidelines.
Roles and responsibilities have been clearly defined to facilitate
support and enforcement of the policies and procedures through
approval workflows. Any failures to comply with these processes
may result in additional training or progressive disciplinary
actions. The plan to replace this equipment will be completed by
August 2016. Implementation is expected to be completed by July
2017.

AGREE. IMPLEMENTATION DATE: MAY 31, 2016.

The Governor’s Office of Information Technology (OIT) agrees



that policies and procedures are to be followed in order to
strengthen information security system operations and change
management controls over the environments it manages. OIT
agrees with this irregular issue identified in the audit. OIT has
partially remediated the finding in the audit and will complete
remediation by May 31, 2016.

Beginning January 2016 OIT began efforts to develop a plan for
replacing the current CORE interface server. OIT will ensure
enforcement of OIT Enterprise Change Management Policies and
Procedures (effective as of March 1, 2015) and the Colorado
Information Security Policies (effective as of February 11, 2015), as
the new equipment is developed and constructed. Compliance
criteria are documented within the Enterprise Change Management
Policies and Procedures, POL 100-33. All actions which meet the
criteria of a change will be required to be tracked through the
documented process and will be compliant with all guidelines.
Roles and responsibilities have been clearly defined to facilitate
support and enforcement of the policies and procedures through
approval workflows. Any failures to comply with these processes
may result in additional training or progressive disciplinary
actions. The plan to replace this equipment will be completed by
August 2016. Implementation is expected to be completed by July
2017.

COLORADO PERSONNEL
PAYROLL SYSTEM

The Colorado Payroll Personnel System (CPPS) is the State’s
integrated human resources (HR) and payroll management system. In
addition to being used by all executive departments, CPPS is used by
the Colorado State University System, the Judicial branch, and the
Legislative branch to process employee payroll. CPPS is an online
processing system that allows for real-time changes to employees’ job
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statuses and payroll benefits information. CPPS contains sensitive,
personally identifiable information (PIl), such as State employees’
social security numbers, birth dates, salaries, home addresses, and
bank account information. During Fiscal Year 2015, CPPS processed
approximately $3.4 billion in salaries and benefits for approximately
33,000 State employees. The State has used CPPS since 1984, and the
responsibility to manage changes to the system is currently shared
between the Department of Personnel & Administration (DPA) and
OIT. In June 2015, the State issued a request for proposals to replace
CPPS.

MAINFRAME ACCESS TO
COLORADO PERSONNEL
PAYROLL SYSTEM DATA

Government Auditing Standards allow for information that is
considered sensitive in nature, such as detailed information related to
information technology system security, to be issued through a
separate “classified or limited use” report because of the potential
damage that could be caused by the misuse of this information. We
consider the specific technical details of this finding to be sensitive in
nature and not appropriate for public disclosure. Therefore, the
following finding has been generalized for public reporting purposes.

CPPS is one of various State applications on the mainframe system.
The mainframe is managed and maintained by OIT staff who are
responsible for user account administration and mainframe
configuration. The Department of Personnel & Administration’s
Office of the State Controller is the owner of the CPPS application and
is responsible for working with OIT to ensure that the CPPS
application and data are properly secured.



WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed and tested the IT general controls over the mainframe
relevant to the CPPS application and data. Our test procedures
included interviewing relevant staff at OIT, reviewing policies and
procedures, testing system generated reports and documentation
pertaining to mainframe management.

Our audit work was designed to determine whether the IT control
activities related to the mainframe, individually or in combination
with others, were properly designed, in place, and operating effectively
during Fiscal Year 2015 to prevent, or detect and correct, material
misstatements in financial transactions, account balances, or
disclosures relevant to the State’s payroll and benefits processing and
reporting activities. In addition, we inquired with OSC staff and
reviewed supporting documentation to determine the OSC’s progress
with implementing our Fiscal Year 2012 recommendations regarding
mainframe account management and configuration settings.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We tested for compliance against Colorado Information Security
Policies and OIT internal procedures.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified problems related to configuration and account
management of the mainframe system and found that the 2012 Prior
Year Audit Recommendations were not fully implemented.

111-33
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WHY DID THE PROBLEMS OCCUR?

The primary causes for the issues identified include the lack of:

§ Compliance with required policies and procedures.

§ Clearly defined and documented control responsibilities between
DPA and OIT.

§ Adequately trained staff on policy requirements.

§ Established processes for tracking implementation of mitigating
controls as they relate to the 2012 prior year audit
recommendation.

WHY DOES THIS PROBLEM MATTER?

The lack of strong mainframe IT general controls increases the risk of
the system being compromised and threatens the confidentiality,
integrity, and availability of CPPS and the data it contains. In
addition, as the mainframe hosts numerous other essential and critical
state systems, the risks identified in this finding related to CPPS may
also impact those other state systems.

SEE APPENDIX A, OFFICE OF THE GOVERNOR AND DEPARTMENT OF
PERSONNEL & ADMINISTRATION, FOR A LISTING OF APPLICABLE CFDA
Nos.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDING: MATERIAL WEAKNESS.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0027

The Governor’s Office of Information Technology (OIT) should
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improve mainframe controls by:

A Ensuring compliance with required policies and procedures.

B Working with the Department of Personnel & Administration
(DPA) to clarify and document control responsibilities between
DPA and OIT.

C Ensuring that OIT staff are adequately trained on all relevant
policy requirements and OIT procedures.

RESPONSE

GOVERNOR’S OFFICE OF INFORMATION
TECHNOLOGY

d011dNY 31V1S OdvdO1090 IHL 40 14043y

A AGREE. IMPLEMENTATION DATE: JANUARY 2017.

The Governor’s Office of Information Technology (OIT) agrees
that processes and procedures are to be followed in order to
strengthen information security system operations, and change
management controls regarding the issues identified during the
audit with the mainframe. OIT will facilitate and remediate the
audit findings and in the process ensure compliance with the
Colorado Information Security Policies (effective as of February
11, 2015). Implementation is expected to be completed by January
2017. The current support and operations schedule for the system
has two critical operational events it must consider in order to
schedule remediation of this finding. Fiscal Year End and Calendar
Year End are two events that have a significant impact on the
development team’s resource availability. These events are
anticipated to consume three to four months of dedicated time and
resource to support system payroll operations. In order to avoid
impacting this schedule we believe January 2017 is a realistic date
to comply with the recommendation and mitigate any interruption
to the system processing schedule.

B AGREE. IMPLEMENTATION DATE: JANUARY 2017.
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The Governor’s Office of Information Technology (OIT) agrees
that processes and procedures are to be followed in order to
strengthen information security system operations, and change
management controls regarding the issues identified during the
audit with the mainframe OIT will facilitate the proposed
recommendation by coordinating with the Department of
Personnel (DPA) to define and document the agency and personnel
responsible for controls over the mainframe, as they relate to
CPPS, while ensuring compliance with the Colorado Information
Security Policies (effective as of February 11, 2015).
Implementation is expected to be completed by January 2017. The
current support and operations schedule for the system has two
critical operational events it must consider in order to schedule
remediation of this finding. Fiscal Year End and Calendar Year
End are two events that have a significant impact on the
development team’s resource availability. These events are
anticipated to consume three to four months of dedicated time and
resource to support system payroll operations. In order to avoid
impacting this schedule we believe January 2017 is a realistic date
to comply with the recommendation and mitigate any interruption
to the system processing schedule.

AGREE. IMPLEMENTATION DATE: JANUARY 2017.

The Governor’s Office of Information Technology (OIT) agrees
that processes and procedures are to be followed in order to
strengthen information security system operations, and change
management controls regarding the issues identified during the
audit with the mainframe. OIT will facilitate the proposed
recommendation by coordinating with the Department of
Personnel (DPA) to ensure the appropriate staff are educated on
the procedures developed in parts a and b and in compliance with
the Colorado Information Security Policies (effective as of
February 11, 2015). Implementation is expected to be completed
by January 2017. The current support and operations schedule for
the system has two critical operational events it must consider in
order to schedule remediation of this finding. Fiscal Year End and
Calendar Year End are two events that have a significant impact
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on the development team’s resource availability. These events are
anticipated to consume three to four months of dedicated time and
resource to support system payroll operations. In order to avoid
impacting this schedule we believe January 2017 is a realistic date
to comply with the recommendation and mitigate any interruption
to the system processing schedule.

RECOMMENDATION
2015-0028

The Department of Personnel & Administration should strengthen
application information security controls over the Colorado Personnel
Payroll System by working with the Governor’s Office of Information
Technology to ensure that mitigating controls identified and agreed
upon in prior year audit recommendations are implemented.

RESPONSE

DEPARTMENT OF PERSONNEL &
ADMINISTRATION

d011dNY 31V1S OdvdO1090 IHL 40 14043y

AGREE. IMPLEMENTATION DATE: DECEMBER 31, 2016.

Central Payroll will work with OIT to clarify the responsibilities
regarding review of access events and review of accounts with access
to CPPS data to comply with the new OIT Cyber Policy 102 on Access
Control. After OIT and Central Payroll clarify the responsibilities,
then either Central Payroll or OIT will develop and implement
procedures to strengthen application information security controls
over CPPS.
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CPPS APPLICATION AUDIT
LOG REPORTS

Government Auditing Standards allow for information that is
considered sensitive in nature, such as detailed information related to
information technology system security, to be issued through a
separate “classified or limited use” report because of the potential
damage that could be caused by the misuse of this information. We
consider the specific technical details of this finding to be sensitive in
nature and not appropriate for public disclosure. Therefore, the
following finding has been generalized for public reporting purposes.

As the owner of the CPPS application, the OSC is responsible for
reviewing audit logs, which record actions taken by users within
CPPS. OIT is responsible for modifying CPPS code as necessary
through the change management process, including modifying code
for publishing these audit log reports.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

We reviewed and tested the IT general controls over the CPPS
application audit log reports. Our test procedures included
interviewing relevant staff at the OSC and OIT, reviewing policies and
procedures, and examining system generated reports pertaining to the
CPPS application.

Our audit work was designed to determine whether the IT control
activities related to the CPPS application audit log reports,
individually or in combination with others, were properly designed
and operating effectively during Fiscal Year 2015.



HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We used a Colorado Information Security Policy (Security Policy or
Policy), published by OIT, to assess the sufficiency of IT controls
related to the CPPS application audit logs.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

OIT failed to implement required IT controls over the CPPS
application audit logs.

WHY DID THE PROBLEM OCCUR?

OIT did not enforce the appropriate setting during Fiscal Year 2015 to
ensure that IT controls over the CPPS application audit logs were in
compliance with Security Policies. In addition, OIT did not ensure
changes to the CPPS application audit logs followed established OIT
policies.

WHY DOES THIS PROBLEM MATTER?

This deficiency noted above increases the security risks associated with
the confidentiality, availability, and integrity of the CPPS application
and the information it stores and processes.

SEE APPENDIX A, OFFICE OF THE GOVERNOR, FOR A LISTING OF
APPLICABLE CFDA Nos.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

111-39
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RECOMMENDATION
2015-0029

The Governor’s Office of Information Technology (OIT) should
strengthen application information security controls over the
Colorado Personnel and Payroll System (CPPS) by:

A Ensuring that Colorado Information Security Policies are followed

in relation to CPPS application audit logs.

B Performing review to ensure changes to the CPPS application audit

logs follow OIT policies.

RESPONSE

GOVERNOR'’S OFFICE OF INFORMATION

TECHNOLOGY

A AGREE. IMPLEMENTATION DATE: IMPLEMENTED.

B

The Governor’s Office of Information Technology (OIT) agrees
that processes and procedures are to be followed in order to
strengthen information security system operations, and change
management controls over the CPPS application. The issue
identified during the audit has been remediated.

AGREE. IMPLEMENTATION DATE: JANUARY 2017.

The Governor’s Office of Information Technology (OIT) agrees
that processes and procedures are to be followed in order to
strengthen information security system operations, and change
management controls over the CPPS application. OIT will facilitate
the proposed recommendation and remediate any issues that arise
as a result of these efforts. Implementation is expected to be
completed by January 2017. The current support and operations



schedule for the system has two critical operational events it must
consider in order to schedule remediation of this finding. Fiscal
Year End and Calendar Year End are two events that have a
significant impact on the development team’s resource availability.
These events are anticipated to consume three to four months of
dedicated time and resource to support system payroll operations.
In order to avoid impacting this schedule we believe January 2017
is a realistic date to comply with the recommendation and mitigate
any interruption to the system processing schedule.

CPPS CHANGE
MANAGEMENT

OIT provides primary change management support services for the
CPPS application. OIT oversees the change control procedures for the
CPPS application in coordination with the OSC who is responsible for
approving and testing changes. Additionally, a third party vendor
provides patches and upgrades for the CPPS application that are
managed by OIT through the change management process.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

Our purpose was to determine OIT’s progress with implementing our
Fiscal Year 2014 CPPS change management recommendations,
specifically (1) whether OIT has established a process to centrally
manage changes and to retain change management approval
documentation, (2) whether OIT has communicated change
management policies and procedures to staff, and (3) whether OIT has
regularly reviewed access to the CPPS change management
environments and whether that access was being provisioned
appropriately. To accomplish our purpose, we inquired with OIT staff
regarding OIT’s progress with implementing these recommendations
and examined evidence of OIT’s communication of policies and
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procedures to staff.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

To assess the sufficiency of the information technology general
controls over the CPPS change management environments, we used
the following Colorado Information Security Policies (Security Policy
or Policies), published by OIT:

§ Security Policy [P-CISP-008 Access Control] requires that:

Agencies limit user access to the minimum required to perform
assigned duties.

Agencies develop procedures to ensure that lists of terminated
staff are reconciled with user accounts on Agency IT systems so
that all access credentials are revoked, retrieved, changed, or
otherwise become inaccessible to the terminated staff member.

§ Security Policy [P-CISP-009 Change Control] requires that:

System changes be applied only by authorized personnel.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Through our audit work, we found that although OIT did issue and
communicate new enterprise-wide change management policies and
procedures to staff, it did not fully implement the remaining problem
we identified in our Fiscal Year 2014 recommendation. Specifically,
we found that OIT staff were unable to provide any explanation or
specific process documentation to demonstrate that OIT had
implemented the Fiscal Year 2014 recommendation to regularly
review access to the change management environments. Specifically,
OIT staff were not able to demonstrate that they reviewed access to
the CPPS test and production environments for appropriateness during
Fiscal Year 2015. In addition, OIT was unable to demonstrate that it
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had provisioned access to these CPPS change management
environments appropriately.

WHY DID THE PROBLEM OCCUR?

OIT staff did not follow all required Security Policies for ensuring
provisioned access was appropriate and access reviews to the change
management environments were completed during Fiscal Year 2015.

WHY DOES THIS PROBLEM MATTER?

Lack of sufficient IT general controls over the CPPS change
management environments increases the risk of unauthorized changes
being made to the CPPS system, and ultimately increases the risk that
the State will not be able to process payroll in an effective, efficient,
and accurate manner.

d011dNY 31V1S OdvdO1090 IHL 40 14043y

SEE APPENDIX A, OFFICE OF THE GOVERNOR, FOR A LISTING OF
APPLICABLE CFDA Nos.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0030

The Governor’s Office of Information Technology (OIT) should
improve Colorado Personnel Payroll System (CPPS) change
management controls by clearly assigning the appropriate responsible
OIT staff to perform required regular reviews over access management
to the CPPS test and production environments to ensure that access is
provisioned appropriately.
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RESPONSE

GOVERNOR’S OFFICE OF INFORMATION
TECHNOLOGY

AGREE. IMPLEMENTATION DATE: JANUARY 2017.

The Governor’s Office of Information Technology (OIT) agrees that
policies and procedures are required in order to strengthen
information security system operations and change management
controls over the environments it manages and supports. OIT agrees
with the issue identified in the audit. In cooperation with the
application data owner; OIT will facilitate the development of the
necessary procedures to ensure access is provisioned appropriately for
the OIT development staff and contractors supporting the CPPS test
and production environments and will identify the appropriate OIT
management resource responsible for oversight and enforcement of the
access management procedures. The current support and operations
schedule for the system has two critical operational events it must
consider in order to schedule remediation of this finding. Fiscal Year
End and Calendar Year End are two events that have a significant
impact on the development team’s resource availability. These events
are anticipated to consume three to four months of dedicated time and
resource to support system payroll operations. In order to avoid
impacting this schedule we believe January 2017 is a realistic date to
comply with the recommendation and mitigate any interruption to the
system processing schedule.



DEPARTMENT OF
HEALTH CARE POLICY
AND FINANCING

The Department of Health Care Policy and Financing (Department) is
the State agency responsible for developing financing plans and policy
for publicly funded health care programs. The principal programs the
Department administers are the Medicaid program, which provides
health services to eligible needy persons, and the federal Children’s
Health Insurance Program, which is known in Colorado as the
Children’s Basic Health Plan (CBHP). CBHP furnishes subsidized
health insurance for low-income children aged 18 years or younger
who are not eligible for Medicaid. CBHP also subsidizes health
insurance for low-income prenatal women who are not eligible for
Medicaid.

The Department is responsible for ensuring that all expenditures under
the Medicaid and CBHP programs are appropriate, and that the State
complies with federal and state program requirements. In Colorado,
the responsibility for determining recipient eligibility for Medicaid and
CBHP program benefits is shared between local, county and
designated Medical Assistance (MA) eligibility sites and the State. For
the Medicaid and CBHP programs, individuals and families apply for
benefits at their local county departments of human/social services or
at designated MA sites or online through the Program Eligibility and
Application Kit (PEAK) system. PEAK was implemented in 2010 to
allow Coloradans to apply for Medicaid online; CBMS processes the
application, if the application is complete, and then determines the
applicant’s eligibility. If the application is not complete, a county case
worker will assist the application in completing his or her application.
The eligibility sites are responsible for administering the benefits
application process, entering the required data for eligibility
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determination into the Colorado Benefits Management System
(CBMS), and approving or denying applicants’ eligibility. The
Department is responsible for supervising and monitoring the
eligibility sites’ administration of the Medicaid and CBHP programs.
The Department is also responsible for ensuring that only eligible
providers receive reimbursement for their costs of providing allowable
services on behalf of eligible individuals.

As part of our Fiscal Year 2015 audit, we tested the Department’s
compliance with federal grant requirements for the following
programs:

§ Medicaid
§ Children’s Basic Health Plan

In Fiscal Year 2015, the Department expended approximately $7.2
billion for Medicaid services (CFDA No. 93.778), of which $4.5
billion was federal funds and $2.7 billion was State and other funding.
For the CBHP program (CFDA No. 93.767), the Department paid
about $251 million to providers on behalf of eligible clients, of which
$152 million was federal funds and $99 million was State and other
funding.

Between Fiscal Years 2014 and 2015, as shown in the following table,
the Department’s average monthly caseload for Medicaid increased by
approximately 300,000 cases or 35 percent, and CBHP decreased by
approximately 8,000 cases, or 13 percent.

DEPARTMENT OF HEALTH CARE POLICY AND FINANCING
AVERAGE MONTHLY CASELOAD
FISCAL YEARS 2013 THROUGH 2015

FiIscaAL  AVERAGE MEDICAID MONTHLY AVERAGE CBHP MONTHLY
YEAR CASELOAD CASELOAD

2013 682,994 79,446

2014 860,957 62,507

2015 1,161,206 54,386

SOURCE: Department of Health Care Policy and Financing, Fiscal Year 2016-17 Budget
Request, dated November 2, 2015.

During Fiscal Year 2014, numerous provisions of the Affordable Care
Act (ACA) were implemented, such as new income provisions and



expanded coverage for select populations. Passed by Congress in
2010, ACA mandated comprehensive reforms to existing policies that
had expansive impacts for individuals receiving medical assistance
through the Medicaid and CBHP programs. Additionally, in
accordance with ACA, Colorado elected to further expand Medicaid
coverage to eligible individuals effective on January 1, 2014. With
these regulatory changes, additional Coloradans were now eligible to
receive coverage through either the Medicaid or CBHP programs.

The implementation of standardized income provisions under ACA
precipitated changes in federal audit guidance, outlined in the federal
Office of Management and Budget’s Circular A-133, 2015
Compliance Supplement (Circular A-133). In Fiscal Year 2014, the
federal Centers for Medicare and Medicaid Services (CMS) instituted a
pilot project in which CMS would work directly with the states to
review eligibility under the new standardized income provisions. For
both Medicaid and CBHP, these provisions were implemented in
October 2013.

Certain Medicaid eligible populations, such as those receiving nursing
facility care, were not subject to the new income provisions, and
federal audit guidance required that our audits of Medicaid and CBHP
continue to test eligibility determinations for these populations.
Therefore, for Fiscal Year 2015, we reviewed sample payments made
on behalf of those populations not subject to the new income
provisions for the entire fiscal year, July 1, 2014, through June 30,
2015.

The results of our Fiscal Year 2015 audit identified errors resulting in
recommendations for both the Medicaid and CBHP programs. We
identified six SIGNIFICANT DEFICIENCIES related to federal awards. The
errors identified and audit recommendations for these programs are
described in the following sections of this chapter. During our Fiscal
Year 2015 eligibility sample testing, we identified questioned costs for
the Medicaid program totaling, $21,761.
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REPORTING OF FEDERAL
MEDICAID AND
CHILDREN'’S BASIC
HEALTH PLAN PROGRAM
EXPENDITURES

Under federal regulations, the Department is required to submit the
CMS Quarterly Expense Report (CMS-64) and the Federal Financial
Report (FFR) to CMS on a quarterly basis. These reports provide
information regarding CBHP expenditures each quarter. The CMS-64
report compares the Department’s quarterly Medicaid expenditures to
grant amounts awarded by CMS while the FFR report compares the
Department’s quarterly Medicaid and CBHP expenditures to the total
amount reimbursed by CMS for the given quarter.

To compile the necessary information for the CMS-64 and FFR
reports, the Department utilizes special database inquiries that retrieve
data from the Medicaid claims processing system, known as Medicaid
Management Information System (MMIS), and the State’s accounting
system, the Colorado Operations Resource Engine (CORE). The
Department analyzes the retrieved data using algorithms developed by
the Department to identify allowable expenditures and total
reportable amounts. The Department then compiles all allowable and
reportable expenditures and submits them electronically to CMS on a
quarterly basis.

For Fiscal Year 2015, the Department expended approximately $4.6
billion in federal grant funds for the Medicaid and CBHP programs,
all of which are subject to these federal reporting requirements.



WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

During our Fiscal Year 2015 audit, we reviewed the CMS-64 reports
that the Department submitted to CMS for the quarters ending
December 31, 2014, and March 31, 2015, and the related supporting
documentation. We also reviewed FFR reports submitted for the
quarters ending September 30, 2014, and December 31, 2014, and
related supporting documentation. Further, we reviewed the federal
requirements and the Department’s policies and procedures related to
CMS-64 and FFR reporting.

The purpose of our audit work was to determine whether the
Department had internal controls in place during Fiscal Year 2015
that were properly designed, and operating effectively, to ensure that
the Department complied with federal Medicaid and CBHP reporting
requirements.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our testwork against the following specific
requirements:

CIRCULAR A-133 (SuBPART C; SECTION 300), requires the State to
maintain internal controls, such as effective supervisory reviews that
are designed to ensure that transactions are properly recorded and
accounted for, and are executed in compliance with laws and
regulations.

DEPARTMENT PROCEDURES RELATED TO CMS-64 REPORTING Specify
that the Federal and State Grant Section manager is to perform a
detailed review of the reports and supporting documentation to assure
accuracy and completeness of data and information included in the
reports.
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DEPARTMENT PROCEDURES RELATED TO FFR REPORTING specify that
the Federal and State Grant Section Manager should review the
hardcopies of the FFR report and verify that what is reported is
accurate. After performing the review, the Federal and State Grant
Section Manager is to initial the supporting documentation and
provide this information to the controller for review and certification.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We found three issues related to the Department’s internal controls
over compiling and reporting for federal reports:

§ THE DEPARTMENT LACKED A SUPERVISORY REVIEW OVER THE
QUARTERLY CMS-64 REPORTS. We determined that a portion of the
data that was analyzed by the Department staff related to two
CMS-64 quarterly reports was not reviewed by anyone other than
the preparer prior to incorporation into the quarterly report.
Specifically we found no evidence of the Department’s supervisory
review for reported amounts totaling approximately $200 million.

§ DEPARTMENT STAFF DID NOT FOLLOW FFR POLICIES AND
PROCEDURES REQUIRING EVIDENCE OF SUPERVISORY REVIEW. One of
the two quarterly FFRs that we reviewed contained no evidence of
supervisory review as required by Department procedures.

§ DEPARTMENT STAFF ENTERED DATA INCORRECTLY ON THE FFR
REPORT. We determined that the Department staff erroneously
entered amounts totaling $9,794,196 in the incorrect columns on
their supporting spreadsheet for the FFR resulting in inconsistency
between federal expenditures reported and the amounts
reimbursed by CMS for the quarter ending December 31, 2014.
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WHY DID THESE PROBLEMS OCCUR?

The Department does not have comprehensive internal control policies
and procedures addressing effective supervisory review related to the
data analysis to determine allowable expenditures.

The Department reported that supervisory reviews of federal reporting
and the supporting documentation are an internal control they use to
ensure compliance with the federal reporting requirements. Based on
the issues identified, it appears the Department lacks an effective
secondary review over federal reporting.

d011dNY 31V1S OdvdO109 IHL 40 140d3d

WHY DO THESE PROBLEMS MATTER?

Lack of effective supervisory review could increase the risks of
erroneous reporting and non-compliance with federal regulations. In
turn, erroneous reporting and non-compliance with federal reporting
requirements could lead to disallowances of federal expenditures.

CFDA Nos. 93.767, 93.775, 93.777, 93.778; CHILDREN’S HEALTH
INSURANCE PROGRAM, MEDICAID CLUSTER.

COMPLIANCE REQUIREMENT: REPORTING.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0031

The Department of Health Care Policy and Financing (Department)
should establish comprehensive internal control policies and
procedures addressing effective secondary review processes over
federal reporting to ensure that CMS-64 Quarterly Expense Reports
and Federal Financial Reports are accurate and complete prior to
submission to the federal government.
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RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

AGREE. IMPLEMENTATION DATE: JuLY 2016.

The Department will update its current Federal Financial Report
(FFR) Review Checklist and CMS-64 Review Checklist to add a
requirement for initials and dates of supervisory reviews of federal
reporting and supporting documentation to ensure compliance with
federal reporting requirements.

MEDICAID CONTROLS
OVER ELIGIBILITY
DETERMINATIONS

As previously mentioned, the Department, counties, and MA sites
share responsibility for ensuring that only eligible recipients receive
public assistance benefits under Medicaid. Individuals and families
apply for Medicaid eligibility at their local county departments of
human/social services, MA sites, or online through PEAK.
Caseworkers collect required documentation and enter applicant data
into CBMS at the counties and MA sites; caseworkers use this data to
determine applicants’ eligibility for program benefits. The applications
received through PEAK are automatically entered into CBMS. The
eligibility data in CBMS feed into MMIS, which pays providers for the
services that beneficiaries receive.



WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

During our Fiscal Year 2015 audit, we reviewed the Department’s
internal controls, including CBMS system controls, and tested a
random sample of 60 Medicaid cases associated with medical
payments entered into CORE, and approved by the Department
between July 1, 2014, and June 30, 2015. We reviewed the case files
and CBMS data fields related to the above cases for eligibility
determination/redetermination. Our review sought to determine
whether the Department ensured that county and MA site caseworkers
obtained and maintained in the case files the required documents
supporting eligibility  determinations/redeterminations, correctly
entered eligibility data into CBMS, and determined eligibility in a
timely manner.

The purpose of the audit work was to test the Department’s internal
controls over all aspects of the eligibility determination process for
Medicaid including the applications processed through PEAK system,
as well as to determine compliance with applicable federal and State
requirements.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following:

§ Federal regulations [42 C.F.R., 435.914] and State regulations
require the Department to obtain and maintain documentation to
support a beneficiary’s Medicaid eligibility determination, such as
proof of citizenship and/or proof of identity.

111-53
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WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We noted issues with 2 of 60 case files (3 percent) selected for testing.
Specifically, we found:

§ One case file was missing and could not be provided by the
Department. As a result, we could not assess the appropriateness
of the related eligibility determination and its compliance with
federal and State regulations. This issue resulted in a total of
$21,761 known questioned costs* (SEe PAGE 55) for Medicaid.

§ One case file was not provided in a timely fashion. We requested
that the case file be provided no later than October 1, 2015, but
the Department was unable to provide this file until March 4,
2016, at the end of our audit.

WHY DID THIS PROBLEM OCCUR?

Department staff reported that, for the noted missing case file, the
eligibility site destroyed the case file inappropriately and, therefore, it
could not be produced for audit review. While the Department
provides training on maintaining case file documentation supporting
eligibility determinations and redeterminations to eligibility sites, we
determined that the training was inadequate. Additionally, the
Department indicated that timeliness issues can arise when documents
are transferred between eligibility sites, which is what occurred for the
second case.

WHY DOES THIS PROBLEM MATTER?

Without providing required case file documentation in a timely
manner, the counties, MA sites, and ultimately the State cannot
substantiate ~ whether  the eligibility = determinations  and
redeterminations for Medicaid are accurate, which can result in
benefits being paid on behalf of ineligible individuals. The federal
government can disallow federal matching funds for program
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expenditures that do not adhere to federal regulations, and the State
would be required to bear the cost of these errors.

CFDA Nos. 93.775, 93.777, 93.778; MEDICAID CLUSTER.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES, ELIGIBILITY.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

ITOTAL QUESTIONED COSTS INCLUDE AN ESTIMATED FEDERAL PORTION
OF $11,037 AND $10,724 STATE PORTION.

RECOMMENDATION
2015-0032

The Department of Health Care Policy and Financing (Department)
should continue to work with the counties and Medical Assistance
sites to ensure staff are adequately trained and that caseworkers
maintain and safeguard the required case file documentation
supporting eligibility determinations and redeterminations for
individuals who receive public assistance benefits under the Medicaid
program. The Department should also ensure that case files selected
for review are provided in a timely manner.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

d011dNY 31V1S OdvdO109 IHL 40 140d3d

AGREE. IMPLEMENTED AND ONGOING.

The Department has implemented numerous processes to improve
accuracy.
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The Department’s Medical Eligibility Quality Improvement Process
(MEQIP), will continue to monitor quarterly reports provided by its
eligibility sites that perform a majority of the eligibility processing
(64 counties and 10 MA Sites). Missing case file documentation is one
of the eligibility components that sites must conduct in their quality
assurance reviews and report the data to the Department. Based on the
data provided, the Department will identify which site(s) need
additional assistance such as training and/or technical assistance and
reach out to them, addressing the importance of providing case files
timely and eliminate delays.

In addition, the Department’s Colorado Eligibility Process
Improvement Collaborative (CEPIC), will continue to improve
business processes by teaching Lean and Six Sigma improvement
strategies with its eligibility sites. Business process improvements will
streamline the application and redetermination processes and reduce
missing case file documentation.

PERSONNEL COSTS FOR
FEDERAL GRANT
PROGRAMS

Federal regulations require recipients of federal awards to develop
adequate internal controls to ensure that personnel compensation
expenditures are accurate, allowable, and properly allocated. The
federal Office of Management and Budget’s (OMB) Circular A-87,
Cost Principles for State, Local, and Indian Tribal Governments
(Circular A-87) establishes principles and standards for determining
government costs, as applicable, for federal awards. The Department
was required to follow these standards when determining the
Department’s federally-reimbursable costs, including personnel costs,
for the federal programs it administers for Fiscal Year 2015. The
requirements for employees who work solely on one federal program




are different than those for employees who work on more than one
program. To simplify the process, the Department reassigned staff
who had previously worked on more than one program to work solely
on one program starting in Fiscal Year 2013.

WHAT WAS THE PURPOSE OF THE
AUDIT WORK?

The purposes of the audit work was to assess the Department’s
internal controls over personnel costs associated with its
administration of federal grants and to determine whether it complied
with the federal requirements for payroll expenditures specified by
Circular A-87 during Fiscal Year 2015.

Additionally, we reviewed the Department’s progress in implementing
our Fiscal Year 2014 audit recommendation to develop procedures
related to this area and to comply with the related federal
requirements. As a result of our Fiscal Year 2014 audit, we
recommended that the Department develop and implement procedures
to ensure that personnel costs charged to federal grant programs are
supported with adequate documentation. Specifically, these
procedures should include requirements to maintain certifications for
employees who work on federal grant programs. The Department
agreed with the recommendation and indicated it would implement
the recommended procedures to comply with federal regulations. This
recommendation has been outstanding since our Fiscal Year 2012
audit.

WHAT AUDIT WORK WAS PERFORMED
AND HOW WERE RESULTS MEASURED?

We inquired whether the Department had procedures in place to
require the maintenance of adequate support for personnel costs
charged to federal grants during Fiscal Year 2015 for the two largest
federal programs it administers: Medicaid Cluster (CFDA Nos.

1-57
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93.775, 93.777, and 93.778) and Children’s Basic Health Plan (CFDA
No. 93.767).

For employees who are expected to work solely on a single federal
grant program, Circular A-87 requires that charges for those
employees’ salaries and wages should be supported by at least
semiannual certifications signed by each of those employees. The
certifications should state that the employees worked solely on that
program for the period covered by the certification. If the employee
actually worked on more than one federal program during the period,
the Department must allocate the associated payroll costs to each of
the affected programs.

In 2014, OMB released new federal regulations entitled Uniform
Administrative Requirements, Cost Principles, & Audit Requirements
for Federal Awards that will supersede the requirements of Circular A-
87 effective for the Fiscal Year 2016 audit. As a result, the specific
requirements of Circular A-87 will no longer be applicable effective
Fiscal Year 2016. These new federal regulations will require the
Department to develop adequate internal controls to ensure that
personnel compensation expenditures charged to the grant are
accurate, allowable, and properly allocated.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

For Fiscal Year 2015, we found that the Department did not require
its employees who worked solely on either Medicaid or CBHP during
Fiscal Year 2015 to sign certifications of actual time spent on each of
the programs during Fiscal Year 2015.

WHY DID THE PROBLEM OCCUR?

The Department did not implement procedures to ensure that it
complied with federal OMB Circular A-87 requirements to sign
certifications of actual time spent on each of the federal grant
programs; as a result, it could not demonstrate that personnel
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compensation expenditures for Fiscal Year 2015 were accurate,
allowable, and properly allocated. According to Department staff, the
time demands of implementing the State’s new accounting system at
the beginning of Fiscal Year 2015, prevented the Department from
developing and implementing certification procedures during Fiscal
Year 2015.

WHY DOES THIS PROBLEM MATTER?

Lack of adequate internal controls over the charging of personnel
costs to federal grants increases the risk that expenditures are charged
to the federal program incorrectly, and that the Department is not in
compliance with federal grant requirements, which could result in
potential federal sanctions. Because the federal requirements for
charging personnel costs are changing for Fiscal Year 2016, it is
especially important that the Department take steps to demonstrate
that it has implemented procedures to ensure federal personnel costs
are charged appropriately.

d011dNY 31V1S OdvdO109 IHL 40 140d3d

CFDA Nos. 93.767, 93.775, 93.777, 93.778; CHILDREN’S HEALTH
INSURANCE PROGRAM, MEDICAID CLUSTER.

COMPLIANCE REQUIREMENT: ALLOWABLE COSTS/COST PRINCIPLES.
CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0033

The Department of Health Care Policy and Financing (Department)
should develop and implement procedures to ensure that personnel
costs charged to federal grant programs are compliant with federal
cost regulations issued by the Office of Management and Budget
(OMB).
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RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

AGREE. IMPLEMENTATION DATE: JULY 2016.

On February 10, 2016, the Office of the State Controller (OSC)
published its guidance on the OMB Uniform Guidance 2 C.F.R., Part
200. The OSC issued this guidance to advise State agencies on best
practices for compliance with the OMB Uniform Guidance, to develop
a statewide approach to OMB Uniform Guidance implementation,
and to avoid the need for multiple Fiscal Rule waivers.

Based on the guidance provided by the OSC, the Department will
implement policies and procedures to comply with this guidance and
will assess and update its internal controls to ensure that personnel
compensation expenditures charged to a grant are accurate, allowable,
and properly allocated. These policies and procedures will include
semi-annual certifications if applicable under the new OMB Uniform
Guidance.

MONITORING OF
HEALTH AND SAFETY
SURVEYS AND
CERTIFICATIONS

Medical providers, such as nursing facilities, intermediate care
facilities for individuals with intellectual disabilities (ICF/I1IDs), and
hospitals providing nursing facility services, must meet minimum
standards for certification by the state and/or federal government to be



eligible to receive payments for services provided to Medicaid eligible
beneficiaries. In Colorado, the Department and the Department of
Public Health and Environment (DPHE) are responsible under state
statute for this work. The Department works together with DPHE to
ensure that these minimum standards for certification are met. The
Department is responsible for approving DPHE recommendations for
certification for facilities that choose to participate in the Medicaid
program.

The Department and DPHE have responsibility for ensuring that
certain medical providers receiving Medicaid funding comply with
regulatory health and safety standards. Additionally, the Department
has responsibility to ensure that Medicaid payments are made only to
providers that meet prescribed health and safety standards. The
Department has an interagency agreement with DPHE delegating
responsibility to conduct the health inspections, or surveys for health
care entities, including nursing facilities, ICF/IIDs, and hospitals
providing nursing facility services, as outlined in State statutes and in
agreements with the federal Centers for CMS. Pursuant to House Bill
12-1268, the Department of Public Safety (DPS) is responsible for
conducting life safety surveys of the facilities, which determine the
overall safety of the environment and building. Once DPHE and DPS
have completed a facility’s surveys, DPHE compiles the results and
provides a certification recommendation to CMS if the facility chooses
to participate in the Medicare program, and to the Department if the
facility chooses not to participate in the Medicare program, but only
the Medicaid program.

During Fiscal Year 2015, according to the survey spreadsheet
provided by DPHE, a total of 180 facilities were surveyed. These
facilities participated in the Medicaid program and therefore were
required to undergo recent health and safety surveys.

1-61
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WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

For Fiscal Year 2015, we performed testwork to determine whether
the Department had adequate procedures and processes in place
relating to the oversight of certifications required for nursing facilities,
ICF/11Ds, and hospitals that provide Medicaid-eligible nursing facility
services.

To achieve our audit objectives, we reviewed departmental health and
safety survey tracking spreadsheets and reviewed their procedures and
processes relating to oversight of facilities that require certifications to
ensure payments are only made to institutions that meet health and
safety requirements.

The purpose of the audit work was to test the Department’s internal
controls over and determine compliance with applicable federal and
State requirements for the monitoring of DPHE’s health and safety
surveys for nursing facilities, ICF/IIDs, and hospitals that provide
Medicaid-eligible nursing facility services.

Another purpose of our audit work was to determine the
Department’s actions taken to implement our Fiscal Year 2013 audit
recommendation related to the Department’s oversight of
certifications required for nursing facilities, ICF/IIDs, and hospitals
that provide Medicaid-eligible nursing facility services. Specifically, at
that time we recommended that the Department work with DPHE to
improve internal controls over the monitoring of those entities to
ensure payments are made only to certified providers.

The Department agreed with our recommendation and stated that it
would implement it by October 2014, which falls in Fiscal Year 2015.



HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following:

§

Federal regulations [42 C.F.R., 442.12(a)] state that a Medicaid
agency (e.g., this Department) may not make Medicaid payments
for nursing facility services unless the facility is certified by either
CMS or the state survey agency (such as DPHE).

Federal regulations and the CMS State Operations Manual
prescribe various time frames ranging from 15 months to 36
months for conducting the surveys of nursing facilities, ICF/1IDs,
and hospitals that provide Medicaid-eligible nursing facility
services.

Department Policies and Procedures. The Department’s procedures
state the following:

The Department will receive a monthly report from DPHE’s
Colorado Health Facilities & Emergency Medical Services
Division (HFEMSD). The report will list the facilities, last
survey date, survey due date and survey exit date for the
current timeframe. This tracking report will be reviewed
monthly by HCPF for any survey completion deficiencies. In
the event a survey is not performed in the required timeframe,
HCPF will initiate a corrective action for the noncompliance.
HFEMSD will submit an explanation along with a plan of
correction. HCPF will monitor HFEMSD to ensure compliance
is maintained.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We determined that the Department did not adequately track survey
and certification requirements under the Medicaid program during
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Fiscal Year 2015 and had not fully implemented the Fiscal Year 2013
audit recommendation.

Specifically, we noted that the Department’s tracking spreadsheets do
not include the date when the prior survey was conducted. Without
prior survey date information, the Department was unable to
determine whether the surveys were conducted in a timely manner.
Also, we noted that the Department did not follow up with DPHE on
survey completion deficiencies during the fiscal year.

Additionally, MMIS is not programmed to deny claims for facilities
that do not have a current certification in place.

WHY DID THE PROBLEM OCCUR?

The Department does not have a process to ensure that Department
staff update the tracking spreadsheets with the prior survey date
information or a formalized process to follow-up with DPHE on
survey completion deficiencies. The issues we identified indicate that
the Department’s current processes, including the programming of
MMIS, do not provide adequate assurance that facility providers have
appropriate licensure and certification in place for participation in the
Medicaid program.

The Department has not yet completed its implementation of the
automated data exchange between the DPHE and the new MMIS.

WHY DOES THIS PROBLEM MATTER?

Without adequate tracking and monitoring processes in place, the
Department cannot ensure that Medicaid nursing facilities, ICF/IIDs,
and hospitals that provide nursing facility services continue to meet
required health and safety standards for providing care to Medicaid
beneficiaries resulting in increased risk of providing Medicaid funding
to ineligible facilities.

CFDA No0s. 93.775,93.777, 93.778; MEDICAID CLUSTER.
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COMPLIANCE REQUIREMENT: SPECIAL TESTS AND PROVISIONS.
CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.
TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0034

The Department of Health Care Policy and Financing (Department)
should continue to work with the Department of Public Health and
Environment (DPHE) to improve internal controls over the
monitoring of health and safety certifications by:

d011dNY 31V1S OdvdO109 IHL 40 140d3d

A Updating the tracking spreadsheet with completed survey dates.

B Formalizing the process of following up with DPHE on survey
completion deficiencies, once identified.

C Modifying the Medicaid Management Information System to
automate the process for denying claims for facilities without
current certifications in place for participation in the Medicaid
program.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

A AGREE. IMPLEMENTATION DATE: SEPTEMBER 2016.

The relevant data point is survey ‘exit date’, which does exist on
the spreadsheet, however, the Department will coordinate with the
Department of Public Health & Environment (DPHE) on the
request to have Office of Information Technology update the
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tracking spreadsheet provided by DPHE to include previously
completed survey dates. Should this prove to be more difficult than
anticipated, the Department will create and maintain an internal
Access database to track this information. Additionally, the
Department is also seeking access to CMS’ Survey & Certification
Management Reporting System, which is the federal system of
record for this data.

B AGREE. IMPLEMENTATION DATE: SEPTEMBER 2016.

The Department will formalize a process on survey completion
deficiencies once identified. The Department will collaborate with
DPHE and come to a mutually agreed process that is consistent
with the State Operations Manual Chapters 7 and 8.

C AGREE. IMPLEMENTATION DATE: JULY 2017.

The Department does have a manual process that ensures that the
certification information from DPHE is reviewed in order to dis-
enroll providers that lose certification. However, the Department
will improve its controls by automating the data exchange process.
This will reduce the probability of human error and would
improve the timeliness of the disenrollment process for those
providers losing certification. This improvement is part of the
Department’s MMIS implementation.

MEDICAL CLAIMS
PROCESSING

The Department pays providers, including medical providers and
providers of medical equipment, for claims submitted to the
Department for services and equipment provided to beneficiaries
determined eligible for the Medicaid program. The Department
processes these claims through MMIS, which is programmed to
determine whether claims are allowable for payment based on certain



requirements specified in federal and State rules and regulations. If
beneficiaries determined eligible for Medicaid are also determined
eligible for Medicare, the Department will pay for Medicaid claims
using a lower-of-pricing methodology. Under this methodology, a
Medicaid claim for an individual who is eligible for both Medicare
and Medicaid shall be paid the lower of two calculations specified in
the State Plan.

If a claim meets all applicable requirements and is deemed allowable
for payment, the information from MMIS is uploaded to the State’s
accounting system, the Colorado Operations Resource Engine
(CORE), for payment to the provider.

WHAT AUDIT WORK WAS PERFORMED
AND WHAT WAS THE PURPOSE?

As part of our Fiscal Year 2015 audit, we performed testwork to
determine what steps the Department has taken to address our Fiscal
Year 2013 audit recommendation related to payments of claims for
services and equipment for Medicaid clients. We recommended at that
time that the Department improve internal controls over the
processing of medical claims by (1) modifying the State Plan and
Department rules as necessary, to include exemptions from the lower-
of-pricing requirement and submitting the State Plan modifications to
the federal government for approval; and (2) denying claims that are
not in accordance with state regulations on timely filing requirements
and providing guidance when claims extend beyond timely filing
deadlines. In addition, we recommended that the Department ensure
that the new MMIS is programmed to deny payments to providers for
claims that have been delayed by third-party insurers and, as a result,
are submitted beyond 365 days from the date of service. The
Department agreed with all parts of this recommendation and
responded that the changes would be implemented by December 2014.

We specifically reviewed documentation including the Department’s
State Plan and general provider information guidelines to determine
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whether changes were made to improve internal controls over the
processing of medical claims.

The purpose of the audit work was to review the Department’s
progress in implementing our Fiscal Year 2013 audit recommendation
related to the processing of medical claims.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured our testing against the following federal and State
regulations:

§ LOWER OF PRICING METHODOLOGY PER STATE PLAN. When claims
are submitted for individuals who are eligible for both Medicare
and Medicaid services, Medicaid will pay for claims for medical
services using a lower-of-pricing methodology. The Department’s
State Plan specifies that a Medicaid claim for an individual who is
eligible for both Medicare and Medicaid shall be paid the lower of
two calculations: (1) the Medicaid rate minus the Medicare
payment, which should be paid before Medicaid claims are
processed or (2) the sum of the Medicare co-insurance and
deductible.

§ FILING DEADLINES. Federal regulations [42 C.F.R., 447.45(d)] state
that the Department must require all Medicaid providers to submit
claims to the Department no later than 12 months from the date of
service. Department rules [Section 8.043.01 and .02(A), 10 C.C.R.,
2505-10] require providers to submit all claims for payment to the
Department within 120 days of the date of service, or, if delayed
by third-party insurers, within 365 days of the date of service.
Providers submitting claims delayed by third-party insurers must
complete the appropriate third-party sections of the claim form
and attach a copy of the third-party payment voucher or letter of
denial.



WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We determined that the Department did not fully implement the Fiscal
Year 2013 audit recommendation. Specifically, the Department
submitted a State Plan Amendment to CMS in December 2014 to
include exemptions from the lower-of-pricing requirement and
updated the general provider information guidelines to clarify that
providers submitting claims delayed by third-party insurers must
complete the appropriate claim forms; however, because the new
MMIS is not yet operational, the Department has not implemented
programming changes to ensure that claims older than 365 days from
the date of service are denied, as required by regulations.

WHY DID THIS PROBLEM OCCUR?

The Department does not have a permanent systematic internal
control process in place to ensure that claims delayed by third-party
insurers are denied if the claim is submitted beyond 365 days from the
date of service. Department staff reported that the new MMIS system,
which is planned to be implemented in November 2016, will include
system controls to ensure claims are paid in accordance with federal
and state regulations. Until the new system is implemented, the
Department has applied an interim manual process to ensure that late
claims delayed by third-party insurers are denied as appropriate.

WHY DOES THIS PROBLEM MATTER?

The Department is responsible for having adequate controls in place
over medical claims processing to ensure that claims are paid in
accordance with the federally approved State Plan, federal regulations,
and Department rules. Without an automated system process, the
Department risks making payments that are not made in accordance
with these requirements and could be subject to federal disallowances.

CFDA No0s. 93.775,93.777, 93.778; MEDICAID CLUSTER.
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COMPLIANCE REQUIREMENT: ALLOWABLE COSTS/COST PRINCIPLES.
CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.
TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0035

The Department of Health Care Policy and Financing (Department)
should improve controls over the processing of medical claims for the
Medicaid program by programming the new Medicaid Management
Information System to automatically deny Medicaid payments to
providers for claims delayed by third-party insurers and submitted
beyond 365 days from the date of service.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

AGREE. IMPLEMENTATION DATE: NOVEMBER 2016.

The Department is in process of implementing the State Auditor’s
2013 Recommendation, which addressed this same topic. The new
Colorado interChange is being designed to automatically deny third
party claims that are submitted after 365 days. The Department’s
claims processing system is scheduled to go live on October 31, 2016.
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FEDERAL FUNDING
ACCOUNTABILITY AND
TRANSPARENCY ACT
REPORTING FOR THE
MEDICAID AND CBHP
PROGRAMS

The Federal Funding Accountability and Transparency Act
(Transparency Act) was created to empower Americans with the
ability to hold the government accountable for each spending decision
and, as a result, to reduce wasteful spending by the government. The
Transparency Act requires that the federal government make
information on federal awards available to the public via a single,
searchable website (www.USASpending.gov). Primary federal grant
recipients, such as the Department, are required to report information
about subgrants given to other governments or to non-profit
organizations.

d011dNY 31V1S OdvdO109 IHL 40 140d3d

WHAT WAS THE PURPOSE OF THE
AUDIT WORK?

The purpose of the audit work was to determine whether the
Department had adequate internal controls in place over, and
complied with, Transparency Act reporting requirements for the
Medicaid and CBHP programs during Fiscal Year 2015.

Additionally, we performed testwork to determine the Department’s
progress in implementing our Fiscal Year 2014 audit recommendation
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to develop and implement policies and procedures to prepare and
submit the federally-required Transparency Act reports for the
Medicaid and CBHP programs. The Department partially agreed with
the recommendation at that time, and stated that it was not in
agreement with CMS regarding whether Medicaid and CBHP are
subject to the Transparency Act reporting requirement. The
Department stated that it would seek an informal opinion from the
Attorney General’s Office and, if applicable, develop and implement a
process to comply with the requirements.

WHAT AUDIT WORK WAS PERFORMED
AND HOW WERE RESULTS MEASURED?

To assess the Department’s internal controls over, and compliance
with, federal requirements, we inquired if the Department developed
and implemented policies and procedures related to Transparency Act
reporting for Medicaid and CBHP and submitted Transparency Act
reports for the two programs during Fiscal Year 2015.

In accordance with federal regulations [2 C.F.R., 170], a primary
grant recipient is required to report information about each subgrant
equal to or greater than $25,000 in federal funds that it awards by the
end of the month following the month in which the award was made.
While some programs are exempt from these requirements, the
Department reports that CMS has provided verbal guidance to the
Department that it is required to submit the reports for Medicaid and
CBHP.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We found that the Department did not submit any Transparency Act
reports for approximately $57.9 million in Medicaid subawards or
more than $184,200 in CBHP subawards it made during Fiscal Year
2015 that met the criteria for Transparency Act reporting.
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WHY DID THE PROBLEM OCCUR?

The Department continues to disagree with CMS on its guidance that
the Medicaid and CBHP programs are subject to Transparency Act
reporting. However, the Department reports that it communicated
with, and provided additional federal guidance to, the State Attorney
General’s Office during Fiscal Year 2015. The Department expects a
resolution of this matter with CMS during Fiscal Year 2016.

WHY DOES THIS PROBLEM MATTER?

d011dNY 31V1S OdvdO109 IHL 40 140d3d

The goals of the Transparency Act can only be achieved if the
Department submits required reports for its federal awards. In
addition, the Department is not in compliance with the federal
Transparency Act reporting requirements.

CFDA Nos. 93.767, 93.775, 93.777, 93.778; CHILDREN’S HEALTH
INSURANCE PROGRAM, MEDICAID CLUSTER.

COMPLIANCE REQUIREMENT: REPORTING.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0036

The Department of Health Care Policy and Financing (Department)
should comply with the Federal Funding Accountability and
Transparency Act’s reporting requirements for the Medicaid and
Children’s Basic Health Plan programs.
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RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

AGREE. IMPLEMENTATION DATE: JULY 2016.

Although the Department still has some reservations regarding the
applicability of FFATA to the Medicaid and the Children’s Basic
Health Plan (CBHP) programs, the Department supports transparency
and the goal of the Federal Funding Accountability and Transparency
Act (FFATA). The Department has had numerous discussions with the
Attorney General’s Office and the Department’s federal fiscal agent,
the Centers for Medicare and Medicaid Services regarding the
applicability of FFATA. Based on the results of these discussions, the
Department will implement the necessary policies and procedures to
comply with FFATA.
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During Fiscal Year 2015, the Office of the State Auditor conducted
the Medicaid Prescription Drugs (May 2015) performance audit. The
information and comments below were contained in that report,
number 1407P.

CONTROLS OVER
PRESCRIPTION DRUGS
AND DISPENSING
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Federal regulations allow state Medicaid programs to place limits on
certain types of drugs to control drug costs and discourage fraud,
waste, or abuse [42 C.F.R., 1396r-8(d)(6)]. According to the
Department, all pharmacies need prior authorization from the
Department’s fiscal agent, Xerox State Healthcare LLC (Xerox), to be
reimbursed for a restricted drug or non-preferred drug prescription
that is dispensed to a Medicaid recipient.

The Department’s current pharmacy benefits management system
called the Prescription Drug Card System (PDCS), managed by Xerox,
is programmed to approve pharmacy prescription drug claims for
unrestricted and preferred drugs, and deny claims for restricted and
non-preferred drugs that do not have prior authorizations. If a
recipient needs a restricted or non-preferred drug immediately, before
a prior authorization can be obtained, the pharmacy can contact the
Xerox Helpdesk and request an emergency fill. If authorized by
Xerox, the pharmacy can dispense an emergency fill of up to a
temporary 72-hour supply of the drug until the prescriber verifies the
recipient’s medical need for the full prescription.
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WHAT WAS THE PURPOSE OF THE
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the
Department enforces payment restrictions on restricted drugs, non-
preferred drugs, and emergency prescription fills in the Medicaid
program, and whether it paid prescription drug claims in line with
federal and state regulations from February 2012 through January
2014 (the review period).

We reviewed the Department’s Medicaid claims data for non-preferred
variations of six drug classes from the Department’s highest cost and
most used drug classes for claims paid during the review period. These
non-preferred drug claims totaled 51,461 claims. The six drug classes
were long acting opioids, Attention Deficit/Hyperactivity Disorder
treatments, proton pump inhibitors, growth hormones, skeletal muscle
relaxants, and multiple sclerosis treatments. We also reviewed
Department data for the 21,032 claims for over-the-counter drug
products and the 44,028 claims for the 28 drugs that the Department
required to be prescribed in limited quantities that were paid during
the review period. To review controls over emergency fills, we
reviewed a sample of 80 out of the 10,953 paid claims for the 11 types
of drugs that the Department does not allow to be dispensed as
emergency fills to determine if any were emergency fills. Altogether,
for this area of the audit we reviewed the Department’s controls over
116,601 prescription drug claims.

We also reviewed applicable federal and state regulations, Department
written policies, Medicaid Provider Billing Manuals, Preferred Drug
Lists, and drug quantity limit lists in effect during the review period to
understand the authoritative guidance on prescription drug coverage.
We reviewed the Department’s contract with Xerox and interviewed
Department and Xerox staff to understand prior authorization
procedures, claims review and payment processes, and PDCS



functionality for enforcing prior authorizations, drug restrictions, and
authorizations for emergency prescription fills.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Overall, we applied the following requirements when evaluating
whether the Department paid for any prescription drug claims that
require prior authorizations without such authorization having been
given:

PRIOR AUTHORIZATIONS FOR RESTRICTED AND NON-PREFERRED
DRUGS. State regulations specify that restricted and non-preferred
drugs require prior authorizations in order to be paid by the
Department and that the recipient’s prescriber or pharmacy should
submit the prior authorization requests to Xerox [Sections 8.800.1
and 8.800.7.A, 10 C.C.R., 2505-10]. The Department’s Medicaid
Billing Manual states that Xerox may provide a prior
authorization only if the recipient qualifies for a restricted or non-
preferred drug and has a medical need for the drug.

RESTRICTIONS ON EMERGENCY PRESCRIPTION FILLS. According to
state regulations, a pharmacy can request approval for an
emergency fill of a prescription, and upon receiving authorization,
the pharmacy can dispense up to a 72-hour supply of the drug
[Section 8.800.7.C, 10 C.C.R., 2505-10]. The Department only
allows drugs considered vital to a recipient’s health to be dispensed
as emergency fills. During the period we reviewed, the Medicaid
Billing Manual listed 11 drugs or drug types that were not allowed
to be dispensed as emergency fills. Examples of drugs that were not
eligible for emergency fills for the period we reviewed were
Promethazine, which treats allergies, pain, nausea, vomiting, and
motion sickness; smoking cessation products; Tramadol, which
treats moderate to severe pain; and Vivitrol, which treats opioid or
alcohol dependence.

H-77
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Department staff stated that if a pharmacist submits a claim for a non-
preferred, restricted, or emergency drug prescription to Medicaid
without obtaining an authorization, PDCS should deny the claim and
notify the pharmacy that it must request authorization, and should
only pay claims for these prescriptions after authorization has been
obtained.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Overall, the Department’s process and controls to restrict prescription
drugs and control costs work as intended. However, we found that the
Department paid $1,138,140 for 5,154 Medicaid claims for non-
preferred, restricted, and emergency prescriptions without prior
authorizations (about 4 percent of the 116,601 claims reviewed). We
could not determine whether these payments were allowable based on
Department documentation and data, and therefore the $1,138,140
are questioned costs. Specifically, we found:

PAID CLAIMS FOR RESTRICTED AND NON-PREFERRED DRUGS
WITHOUT PRIOR AUTHORIZATIONS. We identified 4,172 out of the
72,493 claims for non-preferred drugs and restricted over-the-
counter drugs we reviewed (6 percent) that the Department had
paid even though the pharmacies did not obtain prior
authorizations or emergency authorizations to dispense the
prescriptions. The table below shows these 4,172 claims that
totaled $892,780 in questioned costs between February 2012 and
January 2014.



RESTRICTED AND NON-PREFERRED PRESCRIPTION DRUGS
WITHOUT PRIOR OR EMERGENCY AUTHORIZATIONS

FEBRUARY 2012 THROUGH JANUARY 2014

NUMBER OF TOTAL
DRUG TYPE %LAIMSO PAYMENTS
FOR DRUGS !

Non-Preferred Attention Deficit/
Hyperactivity Disorder Drugs

Non-Preferred Opioids 650 $250,380

Over-the-counter Prescriptions $113,760

Emergency Fills 5 $250

TOTAL 4,172 $892,780

SOURCE: Office of the State Auditor’s analysis of the Department of Health Care
Policy and Financing’s Medicaid claims data.
! The total payments do not include dispensing fees paid to pharmacies.

1,180 $528,390

§ PAID CLAIMS FOR PRESCRIPTIONS EXCEEDED QUANTITY LIMITS
WITHOUT PRIOR AUTHORIZATIONS. We identified 982 out of the
44,028 claims for drugs with quantity limits (2 percent) that the
Department had paid even though there were no prior
authorizations for the recipients to receive quantities that exceeded
the Department’s limits. The table below shows these 982 claims
that totaled $245,360 in questioned costs between February 2012
and January 2014.

1-79
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QUANTITY LIMITED DRUGS
WITHOUT PRIOR AUTHORIZATIONS

FEBRUARY 2012 THROUGH JANUARY 2014

NUMBER OF TOTAL
DRUG TYPE QUI:A”'\\I/I-II—_II_TY CLAIMS PAYMENTS
EXCEEDING LIMIT  FOR DRUGS *

12 packets per

28-day prescription 972 $242,830

Skin Cream

Migraine 6 tablets per

Treatment 30-day prescription

TOTAL 982 $245,360

SOURCE: Office of the State Auditor’s analysis of the Department of Health Care Policy
and Financing’s Medicaid claims data.
1 The total payments do not include the dispensing fees paid to pharmacies.

According to Department management, the 5,154 prescriptions that
did not receive authorizations and approvals may have been
appropriate but management was unsure whether the questioned costs
we identified were improper payments without further investigation.

In addition, during our claims review for emergency fill prescriptions,
neither we nor the Department could determine whether claims the
Department had paid for drugs that are ineligible for emergency fills
had been dispensed as emergency fills without conducting a manual
time intensive review of each of the 10,953 claims. The Department
does not track emergency fills in PDCS in a manner that allows for
efficient analysis of all emergency fills.

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

WHY DID THESE PROBLEMS OCCUR?

The problems we identified occurred because the Department’s
internal processes or system controls did not always work effectively
to ensure compliance with requirements for prior authorizations, as
described in the following section.

THE DEPARTMENT DOES NOT ALWAYS ENSURE PDCS HAS CURRENT
INFORMATION ON PRESCRIPTIONS REQUIRING PRIOR AUTHORIZATIONS.
The Department reported to us that the primary reason PDCS
automatically approved the non-preferred and restricted drug claims
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we identified without prior authorizations is because PDCS had not
been updated to reflect current information. Specifically:

§ THE DEPARTMENT DOES NOT IDENTIFY ALL NEW DRUGS AND DRUG
VARIATIONS. According to the Department, it does not have the
resources to track all manufacturer releases of new drugs or
changes to existing drugs (such as changes in drug strength), which
occur on an ongoing basis, because the Department’s process to
review drugs and identify those that should be restricted or non-
preferred in PDCS is a manual and labor-intensive process. The
Department reported to us that it attempts to identify all new
drugs and changes to existing drugs weekly, but sometimes
overlooks drug changes. For example, during the period of our
review a new strength of an existing non-preferred drug was
released; the Department did not identify the change and therefore
did not notify Xerox to program the change in PDCS.
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§ THE DEPARTMENT DOES NOT HAVE A PROCESS TO ENSURE PDCS s
ALWAYS UPDATED WITH NEW QUANTITY LIMITS. The Department did
not notify Xerox of all PDCS system changes needed when the
Department established new quantity limits for prescriptions.

§ THE DEPARTMENT DOES NOT ENSURE PDCS IS UPDATED ON DRUGS
DESIGNATED AS OVER-THE-COUNTER BY THE FDA. The Department
obtains information on the FDA’s designations of drugs as over-
the-counter or prescription from First Data Bank, a vendor that
collects and publishes drug information. The Department said that
it obtains these data from the vendor because the FDA does not
make the information available in a format that can be
downloaded into an electronic system such as PDCS; the
information is only published on a searchable website. However,
the Department reported that First Data Bank’s data are not
always current and do not always reflect the accurate FDA
designation of a drug. The Department does not have processes to
verify the accuracy of the data from First Data Bank, such as by
conducting periodic spot checks comparing them with FDA data.
In addition, for the period of our review, PDCS had not been
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updated to recognize the generic version of one over-the-counter
brand name drug that we identified and deny claims for the brand
name version of the drug.

THE DEPARTMENT LACKS ADEQUATE CONTROLS OVER EMERGENCY
FILLS. We identified two areas where the Department’s controls related
to paying claims for emergency prescription fills were not working as
intended. First, pharmacies have the ability to enter a certain code
when submitting a claim that overrides the requirement to obtain an
emergency authorization from Xerox. As a result, PDCS does not
always control emergency fills through the authorization process, as
required by state regulations. The Department was unaware that this
override existed prior to our audit identifying the problem. After we
reported the problem to the Department, it identified 11 pharmacies
that have used the override on about 170 prescription drug claims
since 2008. Second, the Department does not have a method to
identify all emergency fills without reviewing each claim individually
because the emergency fill information is only viewable by reviewing
individual claim notes. Therefore, the Department cannot efficiently
monitor the use of the emergency fills or identify whether drugs that
are prohibited from being dispensed as emergency fills are dispensed
as emergencies.

THE DEPARTMENT’S REVIEWS OF PRESCRIPTION DRUG CLAIMS COULD BE
IMPROVED. The Department reported to us that Xerox currently
performs partial claims reviews to test whether prior authorization
policies have been programmed into PDCS and work effectively.
However, these reviews are limited in scope and do not include
complete data sets because the reviews are labor intensive and must be
completed quickly. The Department also reported to us that it does
not have a risk-based process in place to focus prior authorization
claims reviews on drugs that have the greatest impact on Medicaid
expenditures. The Department could implement a more risk-based
approach by targeting its PDCS claims reviews on the highest use
and/or highest cost non-preferred and restricted drugs to help ensure
these drugs are properly programmed in PDCS.



WHY DO THESE PROBLEMS MATTER?

INCREASED MEDICAID COsSTS. When controls over non-preferred,
restricted drugs, and emergency fills are not working as intended, it
limits the Department’s ability to control prescription drug costs.
When the Department pays pharmacies for non-preferred and
restricted drug prescriptions without authorizations and without
verifying that Medicaid recipients have a medical need to receive the
drugs, the Department may be overpaying for treatment and paying
for unnecessary prescriptions. For example, for the 972 claims for skin
cream exceeding Department quantity limits without prior
authorizations and 18 claims for Adderall that did not have prior
authorizations that we identified, we estimated that the Department
spent over $244,600 in questioned costs between February 2012 and
January 2014 that could potentially be cost savings had these claims
been reviewed and denied through the prior authorization process.

Additionally, when pharmacies are reimbursed for prescription drug
claims that exceed the Department’s quantity limits without
Department approval, the Department could be paying for drugs that
were never dispensed. For example, if a pharmacy bills for the
incorrect unit amount (i.e., billing for individual packets inside of a
larger kit) the pharmacy would be reimbursed for more units of a drug
than it actually dispensed. This increases the costs of the Medicaid
program without providing any additional health care benefits to
recipients.

UNMONITORED EMERGENCY PRESCRIPTIONS. Since the Department
cannot efficiently review claims data to identify emergency fills, it has
limited ability to identify pharmacies or recipients that may be using
emergency fills to circumvent the authorization process, or identify
pharmacies that dispense emergency supplies of drugs that are not
eligible for emergency fills. When the Department does not monitor
the use of emergency fills, there is a greater risk that recipients could
repeatedly obtain drugs and providers could repeatedly dispense
prescriptions that the Department may not otherwise authorize.

CFDA No. 93.778, MEDICAL ASSISTANCE PROGRAM.
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COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED
AND ALLOWABLE COSTS/COST PRINCIPLES.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN FEDERAL QUESTIONED COSTS OF $569,070.

RECOMMENDATION
2015-0037

The Department of Health Care Policy and Financing (Department)
should strengthen controls to enforce proper authorizations and
payments for non-preferred, restricted, and emergency prescription
drug claims in the Medicaid program by:

Implementing processes to keep its pharmacy benefits management
system updated with current information on all drugs that require
prior authorizations.

Implementing functionality in its pharmacy benefits management
system to eliminate the ability for pharmacies to override
emergency fill authorizations and to clearly identify each
prescription that is an emergency fill. Once this system
functionality is implemented, the Department should monitor
aggregate data on a routine basis for proper use of emergency fills.

Implementing a routine risk-based claims review process to identify
and address improper prescription drug claims that do not have
prior authorizations, and provide information to update the
pharmacy benefits management system.

Reviewing the 5,154 prescription drug claims identified by this
audit, which did not comply with state regulations, and recovering
the questioned costs, as appropriate, from the pharmacies that
received the funds.
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RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

A AGREE. IMPLEMENTATION DATE: NOVEMBER 2016.

The audit found that the Department’s current process and
controls worked as intended for about 96% of the 116,601 claims
reviewed. The new pharmacy benefits management system,
scheduled to be operational in November 2016, will be able to
track new prescription and over-the-counter drugs and make
necessary system updates through a more comprehensive and
automated process. In the interim, the Department has improved
the current manual process in February 2015 for monitoring new
drug additions and changes to the system. The pharmacy system’s
drug reference information is updated weekly by First Data Bank
(FDB). The Department started receiving a weekly email update
from FDB which maps out what was added to the pharmacy
system. This provides the Department’s pharmacists with another
resource to help identify which system programs need to be
reviewed and possibly updated. The Department’s data analysts
will also continue to run a weekly report for identifying new drugs.
The Department will complete the necessary system updates by
October 2015 for the small number of drugs identified by the audit
which required prior authorization prior to payment.
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B AGREE. IMPLEMENTATION DATE: NOVEMBER 2016.

The new pharmacy benefits management system, scheduled to be
operational in November 2016, will not permit pharmacies to
override the prior authorization requirement for emergency fills.
The Department also anticipates that the new system will be able
to better track which claims are emergency fills. To disable the
override in the current system would require a significant system
change; the Department is evaluating whether that could be
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completed before the new system is operational. Until the current
system can be updated and/or the new system is operational, the
Department will perform periodic claims analysis to monitor
utilization of the override and pursue recovery of paid funds
and/or perform provider outreach as appropriate.

AGREE. IMPLEMENTATION DATE: NOVEMBER 2016.

The new pharmacy benefits management system, scheduled to be
operational in November 2016, will have more comprehensive and
automated processes to ensure the system is operating consistent
with the Department’s prior authorization policies. The
Department currently performs testing prior to implementation of
system updates and will supplement that process with periodic
post-payment claim reviews until the new system is operational.
Since the post-payment claim reviews will be highly manual and
time-intensive, the Department will use a risk-based approach in
order to make the process manageable with existing resources.

PARTIALLY AGREE. IMPLEMENTATION DATE: DECEMBER 2015.

The Department will review the five claims which paid due to
improper use of an override for emergency fills. Based on the
review findings, the Department will pursue a recovery of paid
funds where appropriate and perform provider outreach. For the
remaining claims, the Department believes the majority of the
recipients would have received a prior authorization as 84-89% of
all prior authorizations are approved. Therefore, it would not be
cost effective to secure the additional resources needed to review
that volume of claims. Such a review would require the
Department to determine if a prior authorization request would
have been approved if one had been submitted for each Medicaid
member. The Department would need to locate the medical
records for each member and then manually review the records in
light of the prior authorization criteria for the applicable drug and
date of service. The review would have to be performed by staff
with specialized clinical training (e.g., pharmacists) and would take
several months to complete given the volume of claims. The



Department could not complete such a review with existing
resources and, since the review would likely substantiate that most
of the claims paid appropriately, the Department does not believe
it would be cost effective to hire temporary clinical staff to conduct
the review.

AUDITOR’S ADDENDUM

Because the Department was unable to provide evidence that the
payments for any of the 5,154 claims were allowable uses of state and
federal funds, we recommend the Department review them to identify
and recover, as appropriate, any improper payments. The Department
has only agreed to review five emergency fills totaling $250. This
leaves 5,149 unauthorized and possibly unallowable claims totaling
$1,138,140 that will not be reviewed. Without evidence to support
that these payments are allowable under state and federal regulations,
CMS could recover the federal portion of the questioned costs, which
totals about $569,000; the State would be liable for these funds.
Understanding the existence of resource constraints, it may be
appropriate for the Department to review these unauthorized claims
based on risk. For example, the Department could review: (a) the
claims for the 650 opioid pain relievers, which, as discussed in the
next section of the report, are at high risk of misuse; (b) the 1,180
Attention Deficit/Hyperactivity Disorder drug claims, which were the
most costly unauthorized claims paid, at an average cost of almost
$450 per claim; (c) the 982 drug claims that exceeded quantity limits
to ensure pharmacies did not overbill Medicaid for drugs that were
not dispensed; and/or (d) the claims for the recipients and pharmacies
with the highest amounts of questioned costs. Alternatively, the
Department could determine if the 5,149 claims are allowable by
sending letters to the prescribers for these claims and checking
whether the prescriptions were medically necessary and not
fraudulent. Even if 84 to 89 percent of the $1,138,140 claims amounts
that the Department does not agree to review were found to be
appropriate, approximately $125,000 to $182,000 in payments would
likely be found to be inappropriate and could be recovered based on
the results of the review.
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CONTROLS OVER DRUG
UTILIZATION

Controlled substances are: (1) prescription and over the counter drugs
that have a medical use but pose a danger of dependence and misuse for
nonmedical purposes, and (2) non-prescription drugs that have no
medical use and a high potential for abuse, such as heroin and
methamphetamine. To help the federal and state governments monitor
the manufacturing, distribution, and possession of controlled substances,
the U.S. Drug Enforcement Administration (DEA) and the U.S. Code
classifies them into one of five schedules, or categories. The U.S. Code
categorizes each drug based on whether the drug is commonly used for
medical treatment, the potential for a person to abuse the drug, and the
likelihood that the drug will cause dependence when abused [21 USC
812(b)1-5].
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THE FIVE SCHEDULES OF CONTROLLED SUBSTANCES

SCHEDULE FEDERAL DEFINITION EXAMPLE OF DRUGS IN SCHEDULE !

Illegal drugs with no current acceptable
medical use in the US. and a high
potential for abuse.

Prescription drugs that have a high
potential for abuse and can lead to severe
psychological or physical dependence.

Prescription drugs with less potential for
abuse than Schedule 1 and 2 drugs and
that can lead to moderate physical
dependence or high psychological
dependence.

Prescription drugs with less potential for
abuse and lower risk of dependence than
Schedule 3 drugs.

Prescription drugs with a low potential for
abuse compared to Schedule 4 drugs and
that contain limited or no quantities of
narcotic pain relievers such as Codeine®.

3,4-Methylenedioxy-Methamphetamine
(Ecstasy), Heroin, LSD, and Methamphetamine.

NARCOTIC PAIN RELIEVERS such as Fentany
Duragesic®), Hydrocodone, Hydromorphone
Dilaudid®), Oxycodone (Oxycontin®), and Vicodin.
STIMULANTS such as Amphetamine Salts
(Adderall®) and Methylphenidate (Ritalin®).

NARCOTIC ~ PAIN  RELIEVERS such as
Buprenorphine (Suboxone®) and Tylenol with
Codeine®.

ANESTHETICS such as Ketamine.

ANABOLIC STEROIDS.

NARCOTIC PAIN RELIEVERS such as Tramadol.
DEPRESSANTS such as Alprazolam (Xanax®),
Diazepam (Valium®), and Lorazepam (Ativan®).
MUSCLE RELAXERS such as Carisoprodol (Soma®).

NARCOTIC PAIN RELIEVERS such as

Robitussin AC®.

NON-NARCOTICS such as Lomotil®, Lyrica®, and
Parepectolin®.
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SOURCE: U.S. Department of Justice Drug Enforcement Administration, Office of Diversion Control
Controlled Substance Schedules [21 USC 812(b)1-5].

1 The table shows examples of drugs in each schedule and not a comprehensive list of all controlled
substances.

While Schedule 2 through 5 prescription drugs can have an important
role in treating medical conditions, the use of these drugs for purposes
other than prescribed, or without a prescription, has increasingly
become a public health issue in Colorado. The U.S. Department of
Health and Human Services sponsors the annual National Survey on
Drug Use and Health that measures drug use nationally and by state.
The 2013 National Survey on Drug Use and Health, the most recent
survey available, ranked Colorado 12th among all states for
prescription pain reliever misuse, and the University of Colorado
Skaggs School of Pharmacy (Skaggs) found that more than 224,000
Coloradans misuse prescription pain relievers annually. Further, in a
study released in October 2014, the Colorado Department of Public
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Health and Environment found that between 2000 and 2012, annual
prescription drug overdoses more than doubled from 351 deaths to
807 deaths per year. According to the Centers for Disease Control,
one common method of obtaining prescription drugs for non-medical
purposes is through ““doctor shopping” when individuals visit multiple
prescribers and/or pharmacies to obtain prescriptions for a continuous
supply of controlled substances for an addiction, recreational use, or
resale.

To help control the types, quantities, and dosages of drugs that are
dispensed to recipients through the Medicaid program, the
Department has established global controls over all outpatient
prescriptions. According to the Department, PDCS should deny
prescription claims for several reasons established by the Department,
including:

Duplicate drug prescriptions

A refill of the prescription before 85 percent of the supply has been
used

A prescription for a drug dosage or quantity that exceeds clinically
determined safe levels of use or Department limits

A prescription for a drug that is inappropriate based on the
recipient’s age

The Department’s current fiscal agent, Xerox, programs the
restrictions into PDCS to deny prescription drug claims that meet
denial criteria.

Additionally, federal regulations require state Medicaid programs to
conduct drug utilization reviews to identify patterns of fraud, abuse,
gross overuse, or inappropriate or medically unnecessary care [42
C.F.R., 456.709]. The Department contracts with Skaggs to conduct
these drug utilization reviews that examine Medicaid claims and
recipients’ medical information quarterly to identify problems such as
prescription drug abuse, “doctor shopping,” and unsafe prescribing
that may place recipients’ health at risk. The Department and Skaggs



determine the focus of each quarterly review. Reviews conducted in
Calendar Year 2013 examined whether Medicaid recipients received
inappropriate drugs based on their age, appeared to over utilize
prescription drugs, received antipsychotic drugs for long periods, or
received prescriptions above the FDA recommended doses. When
Skaggs identifies a problem, the Department and Skaggs send the
prescriber a letter explaining the problem and how the prescriber
could address it, such as by reviewing the recipient’s prescription
history when determining his or her treatment in the future. In its
2013 reviews, Skaggs identified 142 recipients, each with a different
prescriber, who appeared to over utilize prescription drugs for 2 weeks
or more by using multiple opioids such as Morphine ER (extended
release) and Oxycodone ER, which are prone to abuse. The
Department and Skaggs sent letters to the 142 prescribers.

The Department also implemented a program called the Accountable
Care Collaborative in 2011, which is optional for Medicaid recipients
and offers them coordination of care. For recipients who participate in
the program, the Accountable Care Collaborative provides most of
their services through a single primary care provider, and additional
services, such as referrals to substance abuse treatment or specialized
mental health treatment, through a regional network of providers that
coordinate with the primary care provider. According to the
Department, when recipients participate in the Accountable Care
Collaborative program, it can help identify and address their overuse
of Medicaid benefits.

WHAT WAS THE PURPOSE OF THE
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to assess the effectiveness of the
Department’s controls over prescriptions for controlled substances and
its monitoring of Medicaid recipients’ prescription drug utilization.
We focused our review on the Department’s controls over Schedule 2
and 3 prescription drugs because the DEA has identified them as
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having the highest potential for physical dependence and abuse. To
evaluate the Department’s monitoring and controls over recipients’
Schedule 2 and 3 drug prescriptions, we assessed the actions that the
Department took to address the drug overutilization of the 142
recipients that Skaggs identified in 2013. We also reviewed PDCS data
on the 1,116,400 Medicaid claims for Schedule 2 and 3 prescriptions
paid between February 2012 and January 2014, to: (1) identify the
recipients who met the State’s regulatory criteria for being over
utilizers of prescription drugs, and (2) determine if the Department
placed special restrictions on these recipients’ ability to obtain
prescription drugs through Medicaid.

We reviewed whether the Department complied with applicable
federal and state requirements and assessed the Department’s policies
and procedures for identifying and controlling overutilization of
prescription drugs by Medicaid recipients. We compared the
Department’s monitoring and utilization control practices to those in
other states’ Medicaid programs and in the federal Medicare Part D
prescription drug program to identify practices that could be useful in
Colorado. We also interviewed Department staff to understand how
the Department monitors prescription drug use and controls drug
utilization to prevent recipient fraud, waste, and abuse.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We used the following state statutes, federal regulations, and state
regulations to evaluate the Department’s controls over prescriptions
for controlled substances and its monitoring of recipients’ prescription
drug utilization.

IDENTIFYING AND ADDRESSING OVERUTILIZATION OF PRESCRIPTION
DRUGS. Statute requires the Department to implement prescription
drug overutilization efforts within the Medicaid program. Specifically,
Section 25.5-5-506(1), C.R.S., requires the Department to implement
a drug utilization review process to (1) “assure the appropriate
utilization of drugs by [Medicaid] patients...” and (2) ““address at a



minimum...overutilization of...drugs.” The statute further states that
the General Assembly’s intent is that the implementation of a drug
utilization review process will produce savings within Medicaid
[Section 25.5-5-506(2), C.R.S.].

Federal regulations [42 C.F.R., 456.709(a)] require state Medicaid
programs to have a drug utilization review program for covered
outpatient drugs to ensure that drugs are appropriate, medically
necessary, and not likely to result in adverse medical results. The drug
utilization review program is required to include ongoing periodic
review of claims data to identify patterns of fraud, abuse, gross
overuse, or inappropriate or medically unnecessary care among
physicians, pharmacists and Medicaid recipients, or with specific
drugs or groups of drugs. Federal regulations further allow state
Medicaid programs to use their drug utilization review programs to
identify Medicaid recipients who may use prescription drugs at a
frequency or amount that is not medically necessary and restrict such
overuse [42 C.F.R., 431.54(e)].

In addition, state regulations [Section 8.075.4, 10 C.C.R., 2505-10]
allow the Department to restrict the prescription drug benefits of a
recipient whose utilization is without medical necessity and meets or
exceeds any of the following:

§ Use of three or more drugs in the same therapeutic category (e.g.,
Hydrocodone and Oxycodone are pain relievers in the same opioid
category) in 3 months.

§ Use of 16 or more prescriptions in 3 months.
§ Use of prescriptions from three or more pharmacies in 3 months.

State regulations also allow the Department to use other analyses to
determine a recipient’s possible overutilization [Section 8.075.4, 10
C.C.R., 2505-10]. Department staff reported to us that they consider
whether a recipient has obtained prescriptions from an excessive
number of prescribers when determining whether a recipient may be
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over utilizing drugs, but staff have not established a set number of
providers that they consider excessive.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

The Department has not implemented effective processes that ensure
Medicaid recipients utilize Schedule 2 and 3 drugs appropriately and
that address and control recipients’ overutilization of drugs. Although
the Department has implemented a drug utilization review process as
well as global controls to restrict the types, quantities, and doses of
drugs that Medicaid covers, the Department does not have effective
processes to control recipients’ access to prescriptions when there is
evidence that they overuse drugs.

Specifically, we found that for the period we reviewed, the
Department did not restrict access to prescription drugs for any
recipients identified as potential over users of Schedule 2 and 3 drugs.
For example, the Department did not place special restrictions on
access to drugs as allowed by federal regulations, or address
overutilization as required by statute, for any of the 142 Medicaid
recipients who appeared to be over utilizing opioids according to the
2013 Skaggs reviews. The Department reported to us that its only
action related to these recipients was to send letters to each of the 142
recipients’ prescribers to notify them of the potential overutilization.
In the letters, the Department suggested that the prescribers consider
prescribing drugs in different doses or strengths. The Department did
not ask the prescribers whether the recipients had a medical need for
the opioids they received or take any further action to address the
overutilization of opioids.

In addition, the Department did not restrict access to drugs for any of
the 17 recipients we identified who appeared to be extreme examples
of potential over utilizers of prescription drugs based on our review of
claims data. Overall, we found 14,310 recipients met at least one of
the three overutilization criteria in state regulations [Section 8.075.4,
10 C.C.R., 2505-10], but the 17 recipients each exceeded all three of



the overutilization criteria, and each exceeded at least one criterion by
a significant margin. For example, one of the 17 recipients had 66
different prescriptions for 6 different types of opioids written by 41
prescribers and filled by 27 different pharmacies over a 12-month
period. According to the Department, during our review period, 10 of
the 17 recipients were enrolled in the Accountable Care Collaborative;
however, based on Department data, this program did not restrict the
10 recipients’ access to prescription drugs or address their
overutilization of drugs.

WHY DID THIS PROBLEM OCCUR?

Overall, the problem we identified occurred for the following reasons:

LOCK-IN PROCESS IS NOT IN PLACE. Although the Department initially
reported that it had a Client Overutilization Program that locked-in a
Medicaid recipient to one designated prescriber and pharmacy when
the recipient appeared to over utilize prescriptions without medical
need, the Department stopped the lock-in process in 2012.

The Department told us that the primary reason it does not lock-in
recipients to a set number of prescribers or pharmacies is that the
Department’s Medicaid Management Information System (MMIS)
does not have the functionality to effectively restrict a recipient to a
single provider for a specified period by only paying claims to the
single provider. In Fiscal Year 2012, the Department received a
$222,900 appropriation of general funds and federal funds to
implement changes in MMIS to restrict a recipient to a set number of
providers so that it could fully implement the Client Overutilization
Program. However, the Department reported to us that it did not
implement the system changes to MMIS because other system changes
were prioritized. According to the Department, when it implements a
new MMIS system beginning in Fall 2016, the system should have the
functionality to lock-in a recipient to a single provider, or up to 10
different types of providers, when there is evidence of drug
overutilization. Nebraska has a five-tier system in which it restricts a
recipient to a certain number of providers depending on the
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egregiousness of the recipient’s drug overutilization. The Department
should consider this type of restriction on recipients’ access to
providers when implementing its new system.

The appropriation was also meant to create incentive payments for
prescribers to agree to be the sole care provider for locked-in
recipients because these individuals are often more difficult and time
intensive to treat. The Department reported it has tried to recruit
providers to participate in the Client Overutilization Program but that
only 24 prescribers ever agreed to be sole providers for over utilizing
recipients. The Department determined this was not enough to operate
the lock-in program.

The Department reverted the 2012 state funding back to the General
Fund and did not obtain the federal funds.

BESIDES ATTEMPTING THE LOCK-IN PROCESS, THE DEPARTMENT HAS
NOT ESTABLISHED SPECIAL RESTRICTIONS ON OVER UTILIZERS’
PRESCRIPTIONS. In August 2014, the Department implemented dosing
limits for all Medicaid recipients that restrict an opioid prescription to
a maximum of four tablets per day. However, the Department has not
established mechanisms to restrict prescription drug benefits
specifically for the recipients who have been identified as overusing or
misusing prescriptions. Other states have various procedures to restrict
overuse that the Department should consider implementing beyond a
lock-in program. Indiana requires a prior authorization for all
controlled substance prescriptions for recipients identified as
overusing. Arkansas, California, Georgia, Florida, Pennsylvania, and
Illinois restrict recipients’ Medicaid coverage when they attempt to
obtain multiple prescriptions for opioids in a month through Medicaid
by automatically denying the claims or by capping the total number of
days supplied of opioids that a recipient can receive per month across
all of the recipient’s opioid prescriptions. In addition, Arkansas denies
claims for opioid prescriptions if the recipient is already taking a drug
to treat opioid addiction.

Further, the Department has not defined what it considers an excessive
use of prescribers. The Department should consider definitions



established by other states. For example, New Hampshire, North
Carolina, and West Virginia define excessive use of prescribers as
obtaining controlled substance prescriptions from three or more
prescribers within 60 to 90 days.

WHY DOES THIS PROBLEM MATTER?

When the Department does not monitor and control overutilization
effectively, the following results can occur:

RECIPIENTS CAN OVER UTILIZE DRUGS THROUGH MEDICAID. We
requested that Department staff, including the staff pharmacist,
perform a clinical review of the claims for the 17 recipients we
identified as being potential over users of prescription drugs. The
Department reported to us that these Medicaid recipients appeared to
be over-utilizers of Schedule 2 or 3 drugs based on the recipients’
claims and medical history, but could not confirm overutilization
without further investigation. These recipients showed multiple
indicators of over utilizing and greatly exceeded the criteria outlined in
state regulations.
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PRESCRIPTION CLAIMS HISTORY FOR MEDICAID RECIPIENTS WHO EXCEEDED
OVER-UTILIZATION CRITERIA
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d 5 Opioid Pain Relievers 637

5 Opioid Pain Relievers 183

4 Opioid Pain Relievers _ 337

5 Opioid Pain Relievers 40 14 847

2 Stimulants 12 355

4 Opioid Pain Relievers 41 o8 450

& 1 Stimulant 11 330

TOTAL COST $ 45,150
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SOURCE: Office of the State Auditor’s analysis of the Department of Health Care Policy and Financing’s data on paid
fee-for-service outpatient prescription drug claims for Schedule 2 and 3 drugs.

! Types of drugs are counted as drugs that are not considered therapeutically equivalent. Multiple prescriptions at
different strengths, and multiple brand and generic prescriptions of the same type, are counted as one drug type.

2 Opioid pain relievers prescribed to these recipients were Acetaminophen-Codeine, Exalgo-ER (Hydromorphone),
Fentanyl, Hydrocodone-Acetaminophen, Hydrocodone-lbuprofen, Methadone, Morphine Sulfate-ER, Nucynta-ER,
Oxycodone-Hydrochloride, OxyContin, and Roxicet/Endocet (Oxycodone-Acetaminophen).

3 Stimulants prescribed to these recipients were Adderall-XR (Amphetamine Salts) and Methylphenidate-ER.

When the Department does not have processes to restrict prescription
overuse by these types of recipients, it can negatively affect their
health, increase Medicaid costs, and lead to illicit drug use, as
described in the following section.



INEFFECTIVE AND UNSAFE DRUG USE. Inappropriate use of prescription
drugs can cause the drugs to be both ineffective to treat a patient’s
condition and/or dangerous to a patient’s health. For example,
Department documentation showed that in 2013 and 2014 one
Medicaid recipient had an opioid addiction and was receiving
prescriptions for drugs used to treat the addiction from one prescriber
while simultaneously receiving 49 prescriptions for opioid pain
relievers from an additional 26 prescribers over a 7-month period.
Opioid addiction treatment drugs and opioid pain relievers are
contraindicated and effectively cancel out the intended use of the other
drug, potentially causing the recipient to experience withdrawal.

In addition, when a recipient receives prescriptions from multiple
prescribers, it may increase the risk of the recipient taking drugs that
interact dangerously, overdosing, and experiencing long term health
problems. According to an August 2012 study of two million
individuals by the U.S. Centers for Disease Control, overutilization of
opioids led to respiratory depression, brain damage, and coma, and
these problems can cause increased costs for hospitalization and care.
A drug utilization review released in Fiscal Year 2014 by Skaggs found
that 197 Medicaid recipients had an opioid overdose between July
2012 and June 2013. The Skaggs review also found that the risk of
overdose was 2 to 10 times higher for recipients receiving
prescriptions lasting more than 100 days or getting prescriptions from
more than two pharmacies.

ADDITIONAL HEALTH CARE COSTS. The State can incur costs for
medically unnecessary drugs that are dispensed to recipients who over
utilize prescription drugs. For the 17 Medicaid recipients we
identified, the Department paid $45,150 for prescriptions for Schedule
2 and 3 drugs that, according to the Department, may not have been
medically necessary. The Department stated in its Fiscal Year 2012
budget request that if the client overutilization program was not
implemented, the Department would continue to pay for avoidable
expenses for recipients who over utilize services. The Department
estimated that the implementation of a lock-in program for 200
recipients identified prior to Fiscal Year 2012 would have resulted in a
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reduction of $633,725 in General Fund expenditures for prescription
drugs for Fiscal Years 2012 and 2013. The additional health risks
cited above can also increase health care costs. For example, the
August 2012 study by the U.S. Centers for Disease Control found that
the total overall health care costs of opioid abusers were eight times
that of non-abusers.

DIVERSION OF DRUGS FOR ILLICIT PURPOSES. Prescription medications
can be diverted for nonmedical use by recipients to sell on the street.
Because Schedule 2 and 3 drugs are highly addictive and dangerous, it
is important that individuals taking the prescriptions are under the
care of a provider who can appropriately monitor usage. If recipients
divert drugs, Department fraud and abuse services, state and federal
law enforcement, and criminal prosecutors must use resources to
detect, stop, and prosecute those involved in the sale of the drugs for
nonmedical purposes.

CFDA No. 93.778, MEDICAL ASSISTANCE PROGRAM.

COMPLIANCE REQUIREMENT: ACTIVITIES ALLOWED OR UNALLOWED.
CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

ToTAL KNOWN QUESTIONED COSTS OF $0.

RECOMMENDATION
2015-0038

The Department of Health Care Policy and Financing (Department)
should implement effective processes to ensure the appropriate
utilization of prescription drugs by recipients and address
overutilization within the Medicaid program by:

Implementing special restrictions over the prescription drugs that a
recipient receives through Medicaid if he or she meets established
overutilization criteria. The Department should consider
implementing various types of restrictions, such as on the number
of prescriptions, drug types, and/or drug combinations that the
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over utilizing recipient receives within a set time frame, and on the
number of providers who can prescribe to the recipient through
Medicaid.

Analyzing the claims paid for the 17 recipients who appeared to
over utilize prescription drugs through Medicaid, notifying the
recipients’ prescribers of potential overutilization, and based on the
results of the analyses, referring the recipients to the Department’s
Drug Utilization Review Program and to law enforcement for
investigation, as appropriate.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

d011dNY 31V1S OdvdO109 IHL 40 140d3d

A AGREE. IMPLEMENTATION DATE: NOVEMBER 2016.

The Department agrees that some recipients identified by way of
established overutilization criteria should be subject to some
restrictions. The Department is currently addressing over
utilization through the Accountable Care Collaborative (ACC), the
utilization management vendor and other Department initiatives.
The utilization management vendor provides a list of clients
meeting overutilization criteria to the Department quarterly. The
list is shared with the Regional Care Collaborative Organizations
(RCCO) so they can outreach the clients to assess needs and
provide follow-up resources; the RCCOs submit to the Department
client specific information regarding activities and interventions.

Starting in May 2015, a letter will be sent to Medicaid recipients
that includes a description of the overutilization, contact
information for the Nurse Advise Line; and a request to contact
their RCCO. In addition, the ACC is launching a telehealth model
that uses video conferences to bring the chronic pain experts into
primary care settings. This will help manage the care of Medicaid
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members with chronic pain. The new Medicaid Management
Information System will permit additional provider types to serve
as lock-in providers and allow for a client to have concurrent ACC
and lock-in enrollment. In addition, the Department is in the
process of procuring a new vendor for the Pharmacy Benefit
Management System. This new system will limit recipients’
utilization with respect to specific drug classes, number of
prescriptions, and drug combinations. All of these system changes
are scheduled to be operational in November 2016.

PARTIALLY AGREE. IMPLEMENTATION DATE: OCTOBER 2015.

The Department currently serves 1.2 million Coloradoans and will
process over 7 million prescription drug claims this fiscal year; the
audit identified possible drug overutilization for 17 members
which does not indicate ineffective processes. For state fiscal year
2013-14, the estimated cost savings based solely on the prior
authorization policies implemented from the Drug Utilization
Review (DUR) program exceeded $9 million. The DUR is an
established and successful program. The utilization management
vendor, in conjunction with the Department, analyzes claims data
quarterly to identify all types of potential drug therapy problems.
The retrospective analysis portion of the DUR program intervenes
by providing notification to prescribers of the identified issues and
is accompanied by prescriber education. The DUR program also
develops clinical criteria which are used to develop utilization
controls.

The Department and DUR program does agree to further review
the drug utilization for the 17 recipients identified by the audit. If
appropriate, the DUR program will send letters with our findings
to the applicable prescribers. The letters will have to be drafted
and then approved by the DUR Board at their quarterly meeting in
August 2015. Since this review will be claim-based, it is important
to note that it will be very difficult to determine with any certainty
whether fraud has occurred. If the Department suspects potential
member fraud, that information would be submitted to the
applicable county. If possible provider fraud is identified through



our processes, then that would be submitted to the Department’s
Program Integrity (PI) unit.

AUDITOR’S ADDENDUM

The audit identified 14,310 Medicaid recipients who met at least one
of the overutilization criteria in state regulations, meaning all of these
recipients may be over utilizing prescription drugs and may need
restrictions on their use. This audit finding focused on the 17
recipients who greatly exceeded the criteria and were the highest
utilizers of Schedule 2 and 3 drugs in the Colorado’s Medicaid
program to highlight the importance of having effective processes to
curb prescription drug overutilization. However, the Department had
not placed any special restrictions even on these 17 recipients who
have indicators that they may be extreme over utilizers of prescription
drugs. When the Department does not have processes to address drug
overutilization for the highest risk recipients in Medicaid or ensure
that the drugs these recipients receive are medically necessary and not
likely to create adverse medical results, the Department is not meeting
statutory and federal requirements.

CONTROLS OVER
PROVIDERS

According to the Centers for Medicare and Medicaid Services (CMS),
one of the most costly abuses related to prescription drugs in Medicaid
is drug diversion, which is the prescribing or dispensing of prescription
drugs for illicit purposes. Some fraudulent activities that CMS has
identified in Medicaid include providers prescribing medications that
are not medically necessary, providers prescribing medications for use
by people other than the patient, pharmacies dispensing drugs or
guantities of drugs that are different than prescribed, and pharmacies
billing Medicaid for drugs that were never dispensed. According to the
Centers for Disease Control and Prevention, the most commonly
prescribed or dispensed drugs for illicit purposes are Schedule 2 and 3
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drugs, such as opioid pain relievers. As described in
RECOMMENDATION 2, Schedule 2 and 3 drugs have medical uses but
are considered by the DEA as high risk drugs because they are likely to
cause addiction and are often diverted for illicit non-medical purposes.

The Department and other states’ Medicaid agencies help ensure
quality of care for Medicaid recipients, control Medicaid costs, and
prevent fraud, waste, and abuse such as drug diversion, by screening
most health care providers who serve Medicaid recipients; however,
currently recipients can go to a provider who has not been enrolled as
a Medicaid provider by the Department. The providers of prescription
drugs for Medicaid recipients include health care professionals who
prescribe medications, such as general care physicians, specialists,
dentists, and emergency departments, and pharmacies that dispense
prescriptions. MMIS tracks Medicaid providers who actively serve
recipients and interfaces with the PDCS pharmacy claims system to
process payments to providers for their services.

According to the Department and federal regulations, the following
two categories of providers are not eligible to provide services to
Medicaid recipients:

§ EXCLUDED PROVIDERS have been excluded from participating in
Medicaid by the U.S. Department of Health and Human Services,
Office of the Inspector General (OIG) because the providers have
been convicted of fraud or criminal activity [42 USC 1320a-7]. The
OIG tracks these providers on its List of Excluded Individuals and
Entities, which is published monthly. There were 34 providers with
addresses in Colorado on the OIG’s December 2014 excluded list,
the most recent list available during our audit.

§ TERMINATED PROVIDERS have been terminated from participating
in Medicaid by the Department. These include providers who have
retired or are not in business, who do not possess a valid
professional license, or who have been convicted of criminal
activity, such as filing false Medicaid claims. The Department
keeps a Terminated Provider List. There were 42 providers who
had been terminated by the Department’s Program Integrity



Section as of July 2014, the most recent list available during our
audit, and four of these providers were also on the OIG’s excluded
list because they had been convicted of fraud or criminal activity.

According to the Department, its staff perform monthly checks to
monitor that Medicaid providers who actively serve recipients are not
excluded or terminated from federal or state participation in the
Medicaid program. In addition, the Department’s Program Integrity
Section reviews Medicaid prescription drug claims for inappropriate
payments to providers active in the Medicaid program, recovers
overpayments and inappropriate payments, and conducts preliminary
investigations to determine whether there are credible allegations of
fraud that should be referred to the Medicaid Fraud Control Unit at
the State Attorney General’s Office or other law enforcement [42
C.F.R., 455.14 and 455.15]. The Program Integrity Section is also
responsible for notifying the fiscal agent, currently Xerox, when a
Medicaid provider has been terminated so that it can terminate the
provider’s status in MMIS.

WHAT WAS THE PURPOSE OF THE
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to assess the Department’s
controls to prevent paying Medicaid claims for prescriptions written
by excluded and terminated providers, and the Department’s processes
for identifying and monitoring providers who prescribe Schedule 2
and 3 drugs to Medicaid recipients and who appear high risk for
overprescribing or for committing fraud, waste, or abuse.

To determine whether the Department paid claims for excluded and
terminated providers, we reviewed the Department’s electronic data
for the about 8.8 million prescription drug claims paid during the
review period February 2012 through January 2014. To help us assess
the Department’s monitoring of providers who prescribe Schedule 2
and 3 drugs to recipients and who appear high risk for overprescribing
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or for fraud, waste, or abuse, we reviewed the Department’s electronic
data for the 1.1 million claims for Schedule 2 and 3 drugs paid during
the review period. We also reviewed medical license information for a
random sample of 200 providers that met one or more of the OIG’s
high risk criteria (described in the next section) to determine whether
the providers had any disciplinary action by the State Medical Board
for inappropriate prescribing practices.

As part of our audit work, we reviewed federal regulations and state
statutes related to provider eligibility for serving Medicaid recipients,
CMS guidance to states on monitoring providers’ prescribing
activities, and health care industry best practices for monitoring
providers’ prescribing patterns. We also interviewed Department staff
and reviewed Department policies and procedures to understand how
the Department terminates providers from the Medicaid program,
enforces provider terminations and exclusions, prevents and detects
drug diversion or unsafe prescribing patterns, and monitors providers
for fraud, waste, and abuse.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We used the following federal regulations, federal guidance, and state
statutes to evaluate the Department’s controls and monitoring of
providers.

EXCLUDED AND TERMINATED PROVIDERS. Federal regulations [42
C.F.R., 1001.1901(b)(1) and (c)(4)] prohibit federal health care
programs, including Medicaid, from paying for services furnished by
an OIG excluded provider, or at the medical direction of or on the
prescription of an OIG excluded provider. According to these
regulations, prescriptions written or dispensed by providers who are
excluded from Medicaid are invalid and not eligible for Medicaid
reimbursement. Additionally, services rendered by terminated
providers should not be covered by Medicaid. State regulations specify
that Medicaid reimbursement for prescription drugs is allowable when
the prescriber is licensed and the prescription order is valid [Section



8.800.12, 10 C.C.R., 2505-10]. The U.S. Office of Management and
Budget (OMB) Circular on allowable costs [OMB Circular A-
87(C)(1)(c)] states that, for a cost to be allowable under a federal
program, it must be authorized or not prohibited under State law or
regulations.

DRUG UTILIZATION REeVIEW PROGRAM. According to federal
regulations [42 C.F.R., 456.709(a)], the Department must have a
program to review claims data at least quarterly to identify patterns of
fraud, abuse, gross overuse, or inappropriate or medically unnecessary
care among providers, pharmacists, and Medicaid recipients.
Regulations require the program to educate providers on optimal
prescribing practices, follow up with providers who have been
targeted for intervention, and intensify monitoring of selected
providers [42 C.F.R., 456.711].

IDENTIFYING HIGH RISK PROVIDERS. In January 2012, CMS issued
guidance to states for reducing prescription drug diversion and advised
states to identify and screen high risk providers to prevent prescription
drug fraud, waste, or abuse. However, neither CMS nor any other
federal agency has issued specific criteria that states should use for
identifying Medicaid providers who may be overprescribing Schedule
2 and 3 drugs, which CMS has found are commonly involved in drug
diversion, or identifying providers who may be high risk for possible
fraud, waste, and abuse. In addition, the Department has not
developed standard criteria to identify Medicaid providers who may
be overprescribing Schedule 2 and 3 drugs or at high risk for fraud,
waste, and abuse related to these prescriptions. The Department
reported that Skaggs develops unique criteria for each of its drug
utilization reviews to identify possible over utilizing recipients, but the
Department does not have standard criteria to identify high risk
providers. In the absence of any criteria developed by the Department,
we used criteria developed by the OIG for reviewing Medicare Part D
prescribing practices to evaluate Colorado Medicaid providers for
possible over-prescribing. We used the following OIG Medicare Part
D measures to identify providers in Colorado’s Medicaid program
who may be high risk for overprescribing, fraud, waste, or abuse:
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§ Those who write 400 or more prescriptions for Schedule 2 and 3
drugs for recipients in a year.

§ Those who prescribe Schedule 2 and 3 drugs to 200 or more
recipients in a year.

§ Those who write 12 or more Schedule 2 and 3 drug prescriptions
per recipient in a year.

§ For providers with 40 or more claims, those with 75 percent or
more of their total claims being for Schedule 2 and 3 drugs.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

Overall, we found that the Department paid some Medicaid claims for
prescription drugs prescribed by excluded and terminated providers, in
violation of federal and state regulations, and the Department had not
identified or monitored providers who are at an increased risk of over-
prescribing drugs to Medicaid recipients. The problems we identified
are described in the following sections.

CLAIMS PAID FOR PRESCRIPTIONS WRITTEN BY EXCLUDED AND
TERMINATED PROVIDERS. Between February 2012 and January 2014,
the Department paid pharmacies for 2,053 claims for prescriptions
that had been written by excluded and/or terminated providers.
Specifically, the Department paid 1,011 prescription drug claims
totaling $46,840 for six Colorado providers who were on the OIG’s
excluded list, and 1,042 prescription drug claims totaling $20,360 for
three providers who were on the Department’s terminated provider
list. These 2,053 claims totaling $67,200 are unallowable costs.

LACK OF IDENTIFICATION AND MONITORING OF PROVIDERS WHO
APPEARED HIGH RISK FOR OVERPRESCRIBING TO MEDICAID RECIPIENTS.
We identified 492 providers whose prescriptions of Schedule 2 and 3
drugs for Medicaid recipients met at least one of the high risk criterion
used by OIG for Medicare monitoring. During the period reviewed,
just over 18,000 providers in Colorado prescribed Schedule 2 and 3
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drugs for Medicaid recipients. The 492 prescribers appeared high risk
for overprescribing, indicating potential fraud, waste, or abuse. The
Department reported to us that it does not regularly review
prescribing patterns of Medicaid providers to assure they prescribe
Schedule 2 and 3 drugs to Medicaid recipients in a manner that
promotes appropriate drug use.

MEDICAID PROVIDERS WHO MET RISK CRITERIA
WHEN PRESCRIBING SCHEDULE 2 AND 3 DRUGS
BETWEEN FEBRUARY 2012 AND JANUARY 2014

Providers who prescribed 400 or more Schedule 2 and
3 prescriptions to Medicaid recipients annually

d011dNY 31V1S OdvdO109 IHL 40 140d3d

Providers who prescribed Schedule 2 and 3 drugs to
200 or more recipients annually

Providers who prescribed 12 or more Schedule 2 and
3 drugs per recipient annually

Providers with 75 percent or more of total Medicaid
prescriptions for Schedule 2 and 3 drugs annually !

TOTAL UNDUPLICATED PROVIDERS 2 492

SOURCE: Office of the State Auditor’s analysis of the Department of Health Care
Policy and Financing’s data on paid Medicaid claims.

1 Includes only providers with more than 40 claims for Schedule 2 and 3 drugs in 12
months.

2 This figure represents the total number of unduplicated providers who met at least one
of the OIG risk criteria for overprescribing within 12 months during the review period.
Seventy-seven of the 492 providers met more than one of the risk criteria, and 203 met
the risk criteria in both years we reviewed.

To further evaluate the risk that these providers may be
overprescribing or engaging in fraud, waste, or abuse, we reviewed the
State Medical Board licensing history for a sample of 200 of the 492
providers to determine whether any of the sampled providers had been
disciplined for inappropriate prescribing practices, including whether
any had suspended or revoked licenses. We identified 12 of the 200
sampled providers (6 percent) who had disciplinary actions from the
Medical Board for inappropriate prescribing practices; 7 of the 12 had
their medical licenses restricted or suspended by the Board between
February 2012 and January 2014, the period we reviewed.
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Specifically, there were three providers with controlled substance
prescribing restrictions, two who were required to undergo additional
monitoring, one who had a medical license suspended in mid-2013,
and one who had a voluntarily-surrendered medical license in 2014
after a Board investigation.

Department staff stated that in March 2013, they completed a review
of providers for inappropriate prescribing practices related to opioids
and had identified one of these 12 providers. The Department
reported that it sent a letter to the provider regarding the
overprescribing pattern but did not take any further action to
determine whether the provider was overprescribing or ensure that the
provider’s Medicaid recipients were appropriately utilizing drugs.

WHY DID THESE PROBLEMS OCCUR?

Overall, the problems we identified occurred because the Department
does not have internal controls to prevent paying claims for
prescriptions written by excluded and terminated providers, and it
does not have a process to regularly identify or monitor high risk
prescribers. Specifically:

MMIS AND PDCS LACK FUNCTIONALITY TO PREVENT PAYMENT FOR
PRESCRIPTIONS FROM EXCLUDED AND TERMINATED PROVIDERS.
Department staff reported to us that prescriptions originating from
excluded or terminated prescribers are not denied because MMIS pays
pharmacy claims based on the eligibility of the pharmacy (i.e., the
provider receiving the payment for the claim), and is not able to check
the eligibility of the prescriber for prescription drug claims. According
to the Department, some providers who prescribe to Medicaid
recipients are not enrolled in the Medicaid program but MMIS does
not have the functionality to deny a claim for a prescription
originating from these providers. In addition, PDCS does not have
information on provider eligibility to deny a claim before it is
dispensed by the pharmacy. The Department reported to us that it
plans to require all providers to be enrolled in the Medicaid program
in order to serve Medicaid recipients, and it plans to add functionality
to MMIS and PDCS to deny claims originating from excluded and



terminated providers when the new systems are implemented in Fall
2016.

THE DEPARTMENT DOES NOT REVIEW PHARMACY CLAIMS TO IDENTIFY
PRESCRIPTIONS ORIGINATING FROM EXCLUDED AND TERMINATED
PROVIDERS. The Department does not review prescription drug claims
to ensure that excluded and terminated prescribers are not issuing
prescriptions to Medicaid recipients and the State is not paying for
prescriptions issued by these prescribers.

THE DEPARTMENT LACKS ROUTINE PROCESSES AND CRITERIA TO
IDENTIFY AND ADDRESS PROVIDERS WHO ARE HIGH RISK FOR
OVERPRESCRIBING. The Department does not routinely review
prescription claims data to identify and assess the prescribing patterns
of providers who prescribe high quantities of controlled substances
such as Schedule 2 and 3 drugs. The Department also has not
developed standard criteria to routinely identify prescribers who may
be overprescribing. In 2013, when Skaggs reviewed the opioid
prescriptions that recipients received, the Department notified the
recipients’ providers of the possible drug overuse. Skaggs and the
Department did not review to identify high risk prescribers or review
for factors that indicate overprescribing, such as the factors that the
OIG considers, including prescribing that exceeds average patterns, or
prescription of high amounts of Schedule 2 or 3 drugs by providers
who do not typically prescribe these drugs based on their practice type
(e.g., general practice, non-surgical dentistry, or podiatry). According
to the Department, it does not have a routine process or standard
criteria or take steps to ensure prescribers are not overprescribing
beyond notifying them of their prescribing patterns, because it can be
difficult to determine the level of prescribing by providers that
indicates inappropriate practices with certainty.

Further, the Department reported that it cannot efficiently monitor a
provider’s prescription history. During our review period, MMIS
required all prescription drug claims to include the provider ID of the
prescriber, but did not require a standard ID. As a result, pharmacies
had the ability to record a prescriber’s Medicaid ID number, DEA
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number, or National Provider ID on a claim. Some prescribers have
numerous claims in MMIS under three different IDs making it difficult
for the Department to easily identify all prescriptions written by a
provider and determine whether he or she might be overprescribing.

WHY DO THESE PROBLEMS MATTER?

When the Department pays Medicaid claims for prescription drugs
prescribed by excluded and terminated providers, and does not
monitor providers who are an increased risk of over-prescribing to
Medicaid recipients, the following results can occur:

INCREASED STATE coOsTS. We identified $67,200 in pharmacy
reimbursements originating from prescriptions written by excluded
and terminated providers. These claims are unallowable costs and
CMS could recover the federal portion of these costs which we
estimate was $33,600.

INCREASED PUBLIC COSTS AND RISKS OF DRUG MISUSE. While some of
the prescribing of Schedule 2 and 3 drugs in high volumes, dosages, or
to a large number of recipients that we identified may be legitimate,
there is a risk that some of the prescriptions were not medically
necessary. For example, if a prescribed drug was not for medical
purposes, the Department could have paid for prescriptions that were
re-sold by recipients on the street. Provider “pill mills” drive up public
health and safety costs and require more resources to combat the
illegal distribution and possession of controlled substances. A 2014
CMS briefing on health care fraud and program integrity reported that
dollars spent on fraudulent and unnecessary care diverts funds away
from legitimate health care services, increases the costs of Medicaid,
and does not add value by treating medical conditions.

Further, when the Department does not identify and monitor
providers who greatly exceed average prescribing patterns for
intervention, there is a risk that recipients could be overprescribed
medication which can be harmful by exposing them to unnecessary
medications or dosages.



CFDA No. 93.778, MEDICAL ASSISTANCE PROGRAM.

COMPLIANCE REQUIREMENTS: ACTIVITIES ALLOWED OR UNALLOWED,
ALLOWABLE COSTS/COST PRINCIPLES, AND PROCUREMENT, SUSPENSION,
AND DEBARMENT.

CLASSIFICATION OF FINDING: SIGNIFICANT DEFICIENCY.

TOTAL KNOWN FEDERAL QUESTIONED COSTS OF $33,600.

RECOMMENDATION
2015-0039

The Department of Health Care Policy and Financing (Department)
should strengthen controls to detect and prevent health care provider
fraud, abuse, and misuse related to prescription drugs in the Medicaid
program by:

Implementing system controls, such as in the Medicaid
Management Information System (MMIS) and pharmacy benefits
management system, to automatically deny claims originating from
excluded providers and terminated providers. This should include
updating both MMIS and the pharmacy benefits management
system to include National Provider ID’s for all Medicaid
providers and requiring pharmacies to enter these IDs for all
claims.

Implementing a periodic review of prescription drug claims data to
identify those originating from excluded and terminated providers,
and recovering payments for the claims, as appropriate. This
should include recovering payments for those unallowable claims
identified by the audit, as appropriate.

Implementing routine processes to identify high risk prescribers
using comprehensive risk criteria, periodically reviewing these
prescribers’ prescription drug claims, and referring them to the
State’s Medicaid Fraud and Control Unit for investigation, as
appropriate, when their prescribing practices appear fraudulent.
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RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

AGREE. IMPLEMENTATION DATE: NOVEMBER 2016.

The Department is scheduled to implement a new MMIS and
PDCS in November 2016 which will allow the Department to
increase its current internal controls.

All existing providers will begin a revalidation process by
resubmitting a provider application, undergoing a state-defined
screening process, and paying an application fee, as appropriate for
the provider type, and is approved by the Department to continue
participating in the Medicaid program, beginning September 2015.
This process will include ordering, referring, and prescribing
providers as required by the Affordable Care Act (ACA) provider
screening rule.

After the initial enrollment process, National Provider ldentifiers
(NPIs) will be verified monthly according to ACA provider
screening rules, beginning in November 2016. The Department is
designing and implementing all aspects of the Medicaid claims
adjudication process in the new MMIS and PDCS, which includes
additional NPI editing. All pharmacies will be required to enter
NPIs for all claims. The new MMIS will edit all NPI fields to
comply with federal and state regulations.

AGREE. IMPLEMENTATION DATE: NOVEMBER 2016.

The Department agrees to strengthen controls to prevent and
detect provider fraud, abuse, and misuse related to prescription
drugs in the Medicaid program. On a monthly basis, the
Department monitors that active Medicaid providers are not
excluded or terminated from federal or state participation in the



Medicaid Program by checking the Managed File Transfer (MFT),
OIG List of Excluded Individuals/Entities (LEIE), System for
Award Management (SAM) and Cumulative Revocation Report
(MIG file). If a match is found, the Department confirms that the
match is correct and if appropriate, terminates the provider from
the Medicaid program. Not all of the prescribing providers are
enrolled in the Medicaid program.

The Department is scheduled to implement a new MMIS and
PDCS in November 2016 which will allow the Department to
increase its current internal controls and will be able to check the
eligibility of the prescriber. To implement the requirements under
the ACA Provider Screening Rule that providers submit an NPI
and that the Department edit claims against NPI for billing,
referring, rendering, and ordering providers, the Department has
submitted a State Plan Amendment (SPA) to the Center for
Medicare and Medicaid Services (CMS). That SPA has been
submitted, but has not been approved by CMS and the
requirements to fully implement these federal regulations are still
under development and being negotiated with CMS. The
pharmacies who received payment were not excluded or
terminated. The Department will review the claims identified in
this audit and recover as appropriate.

PARTIALLY AGREE. IMPLEMENTATION DATE: OCTOBER 2015.

The Department disagrees with the underlying premise of this
recommendation because there are currently established processes
to identify outlier prescribers. The Department does agree to have
the DUR program continue to review and revise selection criteria
for identifying outlier prescribers. The audit used selection criteria
developed by the OIG staff which differed from criteria used by the
DUR program; therefore, it is was not unexpected that the audit
identified different prescribers than the DUR program. The
Department will consider incorporating the OIG’s criteria in future
DUR projects. Prescribers identified by the DUR program may be
targeted for educational outreach and/or referred to the

1-115

d011dNY 31V1S OdvdO109 IHL 40 140d3d



11-116

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2015

appropriate licensing board. If possible provider fraud is identified
through our processes, which would be submitted to the
Department’s Program Integrity (Pl) Section. If a credible
allegation of fraud is established by the PI Section, the Department
will refer the case to the Medicaid Fraud Control Unit in the
Attorney General’s Office.

AUDITOR’S ADDENDUM

During the audit, the Department reported that it did not have specific
criteria to identify high risk prescribers and could not provide any
such criteria. In the absence of any criteria established by the
Department, the OSA used OIG measures to identify the 492 high
risk prescribers. The Department also reported that the Skaggs reviews
identified high risk recipients who may over utilize prescription drugs,
but the Department and Skaggs did not conduct reviews to identify or
monitor high risk prescribers of Schedule 2 and 3 drugs, which are
vulnerable to fraud, waste, and abuse. In addition, the audit found
that, after identifying potential over utilizing recipients, the
Department did not take steps to identify possible provider fraud so
that further action could be taken.



DEPARTMENT OF HEALTH
CARE POLICY AND
FINANCING

The following recommendations relating to deficiencies in internal
control classified as a SIGNIFICANT DEFICIENCY OF a MATERIAL
WEAKNESS were communicated to the Department in the previous year
and have not been remediated as of June 30, 2015, because the
original implementation dates provided by the Department are in a
subsequent fiscal year. These recommendations can be found in the
original report and SECTION IV: PRIOR RECOMMENDATIONS of this
report.

DEPARTMENT OF HEALTH CARE POLICY AND FINANCING
PRIOR RECOMMENDATIONS
SIGNIFICANT DEFICIENCY/MATERIAL WEAKNESS
NOT REMEDIATED BY THE DEPARTMENT
AS OF JUNE 30, 2015

CUEEET PRIOR SINGLE IMPLEMENTATION DATE
REC. NO. AUDIT REPORT  RECOMMENDATION/ CLASSIFICATION PROVIDED BY THE
AND REC. No. DEPARTMENT
2014-038 and Controls Over Provider A [1]
2015-0040 2013-31 and Eligibility B MARCH 2016
2012-27 SIGNIFICANT DEFICIENCY C MARCH 2016
2014-039 and
2013-34 and Provider Eligibilit
20150041 5415.36 and MATERIAL WgAKNgSS LARER 200
2011-26

SOURCE: Office of the State Auditor’s recommendation datab